Information Security Terminology Mapping

English - Romanian - Russian

This document provides terminology mappings for key information security terms used in
the course materials.

Core Concepts

English Romanian Russian

Information security =~ Securitatea informationala = MHdopmMaunoHHast 6e30nacHOCTb

Cybersecurity Securitate cibernetica KnbepbesonacHoCTb

CIA Triad Triada CID Tpuapa KU,

Confidentiality Confidentialitate KoHpuraeHumansHoCTb
Integrity Integritate LlenocTHOCTb

Availability Disponibilitate JocTynHocTb
Authentication Autentificare AyTeHTudunkaums
Authorization Autorizare ABTOpU3auUnAa
Non-repudiation Non-repudiere HeoTpekaeMocTb
Accountability Responsabilitate MogoT4ETHOCTD

Defense in Depth Aparare in profunzime SuwenoHnpoBaHHas 3awmTa

Security by Design Securitate prin proiectare BesonacHoCTb Ha aTane NpoeKTMpPoBaHNA

Security by Default Securitate implicita BesonacHOCTb MO ymon4aHuio
Audit Trail Jurnal de audit XKypran ayanta

Logging Jurnalizare KypHanvnposaHue

Data at Rest Date in repaus [aHHbIe B COCTOSIHMM MOKOS
Data in Transit Date in tranzit [aHHble B npoLecce nepegayn
Data in Use Date in utilizare LaHHble B npouecce 06paboTKin

Steganography Steganografie CTteraHorpadusi



Threats and Vulnerabilities

English

Threat
Vulnerability
Risk

Asset

Attack

Attack vector
Threat actor
Security incident
Security breach

Advanced Persistent Threat

(APT)

Zero-Day

CVE (Common Vulnerabilities
and Exposures)

CVSS (Common Vulnerability
Scoring System)

Insider Threat

Threat Intelligence

Indicator of Compromise
(10C)

Supply Chain Attack

Nation-State Actor
Cybercriminal
Hacktivism

Al-Powered Attack

Romanian
Amenintare
Vulnerabilitate

Risc

Activ

Atac

Vector de atac

Actor de amenintare
Incident de securitate
Bresa de securitate

Amenintare Persistenta
Avansata

Vulnerabilitate de tip zero-
day

CVE

CVSS

Amenintare interna

Informatii despre
amenintari

Indicator de compromitere

Atac pe lantul de
aprovizionare

Actor statal
Infractor cibernetic
Hacktivism

Atac asistat de IA

Russian

Yrposa

YassumocTb

Puck

AkTnB

ATtaka

BekTop ataku

Cy6beKT yrposbl
MHumpeHT 6e3onacHoCTun
HapyLueHne 6e3onacHocTr

I pPoOBunHyTanA NOCTOAHHAA

yrposa

YassumocTb HyneBoro gHs

CVE

CVSS

BHyTpeHHAsA yrposa

AHanunTnka yrpos

VHpmkaTop KoMnpoMeTauum

ATtaka Ha LIEMNOYKY NMOCTaBOK

locyaapCTBEHHbIN akTop
KnbepnpecTynHukK
XakTnsunam

ATaka ¢ ncnonb3osaHnem VN



English

Harvest Now, Decrypt Later

Responsible Disclosure

Software Bill of Materials
(SBOM)

Attack Surface Reduction

Script Kiddie
SQL Injection
Cross-Site Scripting (XSS)

Cross-Site Request Forgery
(CSRF)

Buffer Overflow
Brute Force Attack
Credential Harvesting

Lateral Movement

Privilege Escalation
Reconnaissance
Command and Control (C2)
Data Exfiltration

Remote Code Execution

National Vulnerability
Database (NVD)

Open-Source Intelligence
(OSINT)

Information Sharing and
Analysis Center (ISAC)

Session Hijacking

Man-in-the-Middle (MitM)
Attack

Romanian

Intercepteaza acum,
decripteaza mai tarziu

Divulgare responsabila

Lista componentelor
software

Reducerea suprafetei de
atac

Script kiddie
Injectie SQL
Cross-Site Scripting (XSS)

Cross-Site Request
Forgery (CSRF)

Depasire de buffer
Atac prin forta bruta
Colectarea credentialelor

Miscare laterala

Escaladarea privilegiilor
Recunoastere
Comanda si control
Exfiltrarea datelor

Executarea codului la
distanta

Baza Nationala de Date a
Vulnerabilitatilor

Informatii din surse
deschise

Centru de Schimb si
Analiza a Informatiilor

Deturnarea sesiunii

Atac de tip om-la-mijloc

Russian

MNepexBaTu cenvac,
pacLumdpyii NOTomM

OTBeTCTBEHHOE packpbiTne

Mepe4eHb koMmnoHeHToB MO

CokpalleHne NnoBepxXHOCTH
aTakm

CkpunT-kngam
SQL-nHbekuus
Me>xcaToBbIin CKPUMTUHT

MNoppenka mexcanToBbIX
3anpocoB

MepenonHeHne 6ydepa
ATtaka meTogom nepebopa
C60p Yy4ETHbIX AaHHbIX

[opusoHTanbHoe
nepemMeLleHne

MNoBbilweHne npusmnnerni
PasBenka

KomaHgHbIi cepBep
OkchunsTpaumst faHHbIX

YpnanéHHoe BbINonHeHne Kkoga

HaumoHnanbHasn 6a3a gaHHbIX
ySI3BUMOCTEN

Paseepnka ns OTKPbITbIX
NCTOYHMNKOB

LleHTp o6meHa 1 aHannsa
NHpopmauum

[NepexBaT ceccun

ATaka "yenosek nocepegnHe"



English Romanian Russian

Denial of Service (DoS) Refuz de serviciu OTkas B 06cny>XnBaHum

Eavesdropping Interceptare MpocnywrBaHne

Shoulder Surfing Observare peste umar MogrnappiBaHne Yyepes nneyvo

ARP Spoofing Falsificarea ARP MogmeHa ARP

DNS Spoofing Falsificarea DNS MogmeHa DNS

VLAN Hopping VLAN hopping [NepeckaknsaHne mexny

VLAN

Evil Twin Attack Atac de tip geaman ATaka "3nov gBonHuK"
malitios

Watering Hole Attack Atac de tip adapatoare Ataka "Bogonoin"

Typosquatting Typosquatting TalinCKBOTTUHT

Bug Bounty Recompensa pentru Mporpamma Bo3HarpaXkaeHus
vulnerabilitati 3a ys3BMMOCTHU

Malware and Social Engineering

English Romanian Russian

Malware Software malitios / Program BpenoHocHoe MO
malitios

Virus Virus Bupyc

Worm Vierme YepBb

Trojan Troian TposH

Ransomware Ransomware / Program de [Mporpamma-BbIMoraTenb
santaj

Spyware Spyware / Program spion LLInnoHckoe MNO

Rootkit Rootkit PyTkut

Phishing Phishing OULINHF

Social engineering Inginerie sociala CouuanbHas nHxeHepus

Deepfake Deepfake Oundpenk

Adware Adware / Program cu reclame PexknamHoe MO



English
Bootkit

Cryptojacking

Ransomware-as-a-
Service (RaaS)

Double Extortion
Drive-By Download

Fileless Malware

Living off the Land (LOtL)

Sandbox
Sandbox Evasion
Static Analysis
Dynamic Analysis
Spear Phishing
Whaling

Vishing

Smishing

Quishing

BEC (Business Email
Compromise)

CEO Fraud

Pretexting
Baiting

Tailgating

Dumpster Diving

Romanian

Bootkit

Cryptojacking / Criptominare
neautorizata

Ransomware ca Serviciu

Extorcare dubla
Descarcare automata

Software malitios fara fisiere

Tehnici de tip Living off the
Land

Sandbox / Mediu izolat
Evitarea sandbox-ului

Analiza statica

Analiza dinamica

Spear phishing / Phishing tintit
Whaling / Phishing executiv
Vishing / Phishing vocal
Smishing / Phishing prin SMS

Quishing / Phishing prin cod
QR

Compromiterea e-mailului de
afaceri

Frauda de tip CEO

Pretexting
Momeala

Tailgating / Acces prin
urmarire

Cautarea in gunoi

Russian

Bytkut

KpuntogxeknHr

BbiMoraTensCcTBo Kak ycnyra

[BOIiHOE BbIMOraTenbCTBO
CkpbiTast 3arpyska

Bbecdainnosoe BpegoHoOCHOe
no

TexHuKa ncrnonb3oBaHUsA
LTaTHbIX CPeacTs

[NecoyHnua

O6x0, NeCOYHULIbI
Cratudecknin aHanna
OuHamudecknii aHanms
LleneBoii douumHr
YannuHr

BuwmnHr

CMumwnHr

KBuLwnHr

KomnpomeTauvs oenosol
nepenuckun

MoLLeHHN4YeCcTBO OT MEHN
pykoBoauTens

[NpeTekcTuHr
MpumaHka

[Npoxopn cnegom

AHanna mycopa



English

Security Awareness
Training

Phishing Simulation
Adversarial Al
Polymorphic Virus
Metamorphic Virus

Remote Access Trojan

(RAT)

Keylogger

Exploit Kit
Malvertising

User and Entity Behavior
Analytics (UEBA)

Piggybacking
DMARC
DKIM

SPF (Sender Policy
Framework)

Triple Extortion
Wiper
HTML Smuggling

Signature-Based
Detection

Heuristic Detection

Out-of-Band Verification

Romanian

Instruire de constientizare a

securitatii

Simulare de phishing
IA adversariala

Virus polimorf

Virus metamorf

Troian de acces la distanta

Keylogger / Inregistrator de

taste
Kit de exploatare
Publicitate malitioasa

Analiza comportamentului
utilizatorilor si entitatilor

Piggybacking
DMARC
DKIM

SPF

Extorcare tripla

Wiper / Software de stergere

HTML Smuggling

Detectarea bazata pe
semnaturi

Detectarea euristica

Verificare pe un canal
alternativ (out-of-band)

Russian

O6y4eHune no
NHopMaLNOHHOW
6e30nacHoOCTK

Cvimynsaums uwmHra
CocTtasarenbHbii A

MonumopdHbIn BNpYyC
MeTamopdHbI BUpYC

TposH yganéHHoro gocTtyna

Kewnnorrep

Ha6op akcnnontoB
BpepnoHocHas peknama

AHannTnka nosegeHus
nosb3oBaTenen n CyLHOCTEN

Mpoxop, Bcneq 3a apyrum
DMARC
DKIM

SPF

TpoiiHoe BbIMOraTenbCTBO
Baiinep
KoHTtpabanga HTML

O6Hapy>xeHne Ha OCHOBE
curHaTyp

3BpuUCTMHECKOE OGHapYXXeHNe

BHenonocHas Bepudkaums



Access Control

English

Romanian

Russian

Access control
Identification

Discretionary Access
Control (DAC)

Mandatory Access Control
(MAC)

Role-Based Access Control
(RBAC)

Attribute-Based Access
Control (ABAC)

Policy-Based Access
Control (PBAC)

Least privilege

Multi-factor authentication
(MFA)

Single Sign-On (SSO)
Zero Trust

Access Control List (ACL)

Separation of Duties
Bell-LaPadula Model
Biba Model
Need-to-Know

Privilege Creep

XACML

AAA Framework

Open Policy Agent (OPA)

Just-in-Time Access

Control al accesului
Identificare

Control Discretionar al
Accesului

Control Obligatoriu al
Accesului

Control al Accesului Bazat
pe Roluri

Control al Accesului Bazat
pe Atribute

Control al Accesului Bazat
pe Politici

Privilegiu minim

Autentificare multi-factor

Autentificare unica
Zero Trust / incredere zero

Lista de control al
accesului

Separarea atributiilor
Modelul Bell-LaPadula
Modelul Biba

Necesitatea de a cunoaste
Acumularea privilegiilor
XACML

Cadrul AAA

Open Policy Agent

Acces la momentul
necesar

YnpasneHne gocTynom
VoeHTudunkaums

LnckpeunoHHoe ynpasneHne
JOCTYrNoMm

MaHgaTHoe ynpasneHue
OOCTYyrnom

YnpaBneHue OCTYNoM Ha
OCHOBe poneri

YnpasneHne JocTynom Ha
OCHOBe aTpnbyToB

YnpaBneHue gocTyrnom Ha
OCHOBE MOJNIUTUK

MuHManbHble npmeunernn

MHorogakTopHas
ayTeHTUmKaums

EpvHas Touka Bxoga
HyneBoe pnosepue

Cnncok ynpaefieHnst 4OCTYrNoM

PaspeneHne o6s3aHHOCTEN
Mogenb benna-Jlanagynsl
Mopgenb bnba
HeobxognmocTb 3HaTb
HakonneHue npusuneruii
XACML

OperimBopk AAA

Open Policy Agent

[ocTyn To4yHO B CPOK



English
Clark-Wilson Model

Brewer-Nash Model
(Chinese Wall)

Role Explosion

Romanian

Modelul Clark-Wilson

Modelul Brewer-Nash
(Zidul Chinezesc)

Explozia rolurilor

Russian

Mogenb Knapka-BuncoHa

Mopenb Bproepa-Hawwa
(KuTalickas cTeHa)

B3pbiB ponei

Authentication and Identity Management

English

Authentication Factor
FIDO2

WebAuthn

Passkey

TOTP (Time-based One-
Time Password)

OAuth 2.0

OpenlD Connect (OIDC)
SAML

Federated Identity

Privileged Access
Management (PAM)

Identity Governance and
Administration (IGA)

Account Lifecycle

Management

Credential Stuffing

Decentralized Identity

Identity Threat Detection
and Response (ITDR)

Romanian

Factor de autentificare
FIDO2

WebAuthn

Passkey / Cheie de acces

Parola unica bazata pe timp

OAuth 2.0

OpenID Connect
SAML

Identitate federata

Gestionarea accesului
privilegiat

Guvernanta si administrarea
identitatii

Gestionarea ciclului de viata
al conturilor

Credential stuffing / Testare
automata de credentiale

Identitate descentralizata

Detectarea si raspunsul la
amenintari de identitate

Russian

®dakTop ayTeHTUUKaLmn
FIDO2

WebAuthn

Kntoy goctyna

OpHopaszoBbIl Naposib Ha OCHOBE

BpPEMEHN
OAuth 2.0
OpenID Connect

SAML

®depnepaTuBHaga ngeHTUUKaums

YnpasneHue

NPVBUIErMPOBaHHBIM JOCTYMNOM

YnpasneHue n
aAMUHUCTPUPOBaHNe
naeHTuduKaumn

yn paBneHne XM3HeHHbIM LKIOM

YYETHbIX 3anncen

MopcTaHoBKa y4ETHBIX AaHHbIX

[eueHTpannsoBaHHas
noeHTnnKaums

O6Hapy>keHue 1 pearmpoBaHue

Ha yrpos3bl I/IJJ,eHTI/ICbI/IKaLI,I/II/I



English Romanian Russian

MFA Fatigue Oboseala MFA Yctanoctb ot MFA

CTAP2 CTAP2 CTAP2

Risk-Based Autentificare bazata pe risc AyTeHTUnKaums Ha OCHOBe
Authentication pvcKoB

Behavioral Biometrics Biometrie comportamentala lMoBeneH4yeckas GUOMeTpUS
JSON Web Token (JWT) JSON Web Token JSON Web Token

SIM Swapping Schimbarea cartelei SIM MopmeHa SIM-kapThbl
Passwordless Autentificare fara parola BecnaponbHas ayteHTudmkauus

Authentication

Identity Provider (IdP) Furnizor de identitate MocTaBLmMK noeHTUdnKaumm

Continuous Autentificarea continua HenpepbiBHas ayTeHTUdUKaumns
Authentication

Adaptive Authentication Autentificarea adaptiva ApanTtuBHas ayTeHTudnKaums

Machine Identity Gestionarea identitatii YnpasneHne MatmHHbIMU

Management masinilor VOEHTUYHOCTAMU

Network Security

English Romanian Russian

Firewall Paravan de protectie / MexxceTeBol aKpaH
Firewall

Next-Generation Firewall Paravan de protectie de MexxceTeBol 3KpaH HOBOro

(NGFW) noua generatie NOKOMNEeHNst

Web Application Firewall (WAF)  Paravan de protectie Me>kceTeBOI aKpaH YpOoBHS
pentru aplicatii web NPUNOXEHNI

Intrusion Detection System Sistem de Detectie a Cuctema obHapy>xeHust

(IDS) Intruziunilor BTOP>XXEHUI

Intrusion Prevention System Sistem de Prevenire a Cuctema npepoTBpaLleHus

(IPS) Intruziunilor BTOP>XEHUIA

Virtual Private Network (VPN) Retea Privata Virtuala BupTyanbHas YacTHasi CeTb

Network segmentation Segmentarea retelei CermeHTaums cetn



English Romanian

Microsegmentation Micro-segmentare
DMZ (Demilitarized Zone) Zona demilitarizata

SIEM SIEM

Endpoint Detection and
Response (EDR)

Detectie si Raspuns la
Punctele Terminale

Extended Detection and
Response (XDR)

Detectie si raspuns
extins

Orchestrare,
automatizare si raspuns

Security Orchestration,
Automation and Response

(SOAR) de securitate

Serviciu de acces
securizat la margine

Secure Access Service Edge
(SASE)

Broker de securitate
pentru accesul la cloud

Cloud Access Security Broker
(CASB)

Zero Trust Network Access Acces la retea cu

(ZTNA) incredere zero
VLAN VLAN

IPSec IPSec
WireGuard WireGuard
DDoS (Distributed Denial of DDoS

Service)

Paravan cu filtrare de
pachete

Packet Filtering Firewall

Stateful Inspection Firewall Paravan cu inspectie de

stare

Paravan proxy / Proxy
de aplicatie

Proxy Firewall

Deep Packet Inspection Inspectie profunda a

pachetelor
Snort Snort
Suricata Suricata

Software-Defined Perimeter
(SDP)

Perimetru definit prin
software

Russian
MukpocermeHTaums
demunutapnsoBaHHas 3oHa
SIEM

O6Hapy>xeHne 1 pearmpoBaHmne
Ha KOHEYHbIX TOYKax

PaclumpeHHoe o6Hapy>xeHune 1
pearvpoBaHue

OpKeCTan,I/Iﬂ, aBTomMmaTtmnsauna
n pearnposaHune

MorpaHnyHbIN cepBuc
6e3onacHoro gocTtyna

Bpokep 6esonacHocTn
o6nayHoro gocryna

CeTeBoW JOCTYN C HYNEBLIM
JoBeprem

VLAN
IPSec
WireGuard

DDoS

Me>kceTeBom aKpaH ¢
dunsTpaumen naketos

MexxceTeBoW 3KpaH ¢
KOHTPOMEM COCTOSIHWN

[Npokcu-akpaH

[My6oKunin aHann3 nakeToB

Snort
Suricata

[MporpammHo-onpenensieMblii
nepumeTp



English Romanian Russian

Mean Time to Detect (MTTD) Timpul mediu de CpepnHee Bpemsi 06Hapy>KeHus
detectie

Mean Time to Respond (MTTR)  Timpul mediu de CpepnHee BpeMs pearmpoBaHns
raspuns

Firewall as a Service (FWaaS) Paravan de protectie ca MexxceTeBol aKpaH Kak ycnyra
serviciu

SSL/TLS VPN VPN SSL/TLS VPN Ha ocHose SSL/TLS

Network Access Control (NAC) Controlul accesului la KoHTponb ceTeBoro goctyna
retea

SSL/TLS Inspection Inspectie SSL/TLS MHcnekumsa SSL/TLS

Endpoint and System Protection

English Romanian Russian
Next-Generation Antivirus Antivirus de noud generatie ~ AHTMBMPYC HOBOIO MOKOSIEHNS
(NGAV)

Data Loss Prevention (DLP)  Prevenirea pierderii datelor lNpepoTBpaLLeHne YTEUKN

OaHHbIX
Mobile Device Gestionarea dispozitivelor YnpasneHne MOOubHbIMY
Management (MDM) mobile ycTponcTeamm

Mobile Application Gestionarea aplicatiilor YnpasneHne MobubHbIMU
Management (MAM) mobile MPUIOXKEHNAMUN

Unified Endpoint Gestionarea unificata a YHncbunumpoBaHHoe ynpasneHne
Management (UEM) punctelor terminale KOHEYHbIMW TOYKaMu

Patch Management Gestionarea actualizarilor YnpaBneHne 06HOBNEHNAMN
Application Whitelisting Lista alba a aplicatiilor Benbi cnMcok NnpunoXxeHui
Endpoint Privilege Gestionarea privilegiilor YnpasneHue npusunernamm
Management (EPM) punctelor terminale KOHEYHbIX TOYEK

Mobile Threat Defense Apararea impotriva 3awyta oT MOBUNbHbIX YrPo3

(MTD) amenintarilor mobile

Behavioral Analytics Analiza comportamentala [NoBegeH4Yeckas aHannTUKa



English Romanian Russian

ASLR (Address Space ASLR ASLR
Layout Randomization)

DEP (Data Execution DEP DEP
Prevention)

Secure Boot Pornire securizata BesonacHas 3arpyska

Trusted Platform Module Modul platforma de [loBepeHHbI NnaTtOopMEHHbIN
(TPM) incredere MOoaynb

Host-based IDS (HIDS) IDS bazat pe gazda XocTtoBasi cuctema

0GHapY>KeHWs1 BTOPXKEHMUIA

Host-based IPS (HIPS) IPS bazat pe gazda XocToBas cucrtema
npenoTBpaLLEHNA BTOPXKEHWIA

SD-WAN SD-WAN SD-WAN

Secure Web Gateway Gateway web securizat BezonacHblin BEO-LLNIO3

(SWG)

Control Flow Guard (CFG) Protectia fluxului de control 3alwmTa noToka ynpasieHus

Control-flow Enforcement Tehnologia de aplicare a TexHONorns KOHTPOss MOToKa

Technology (CET) fluxului de control BbIMONHEHNS

Measured Boot Pornire masurata M3mepeHHas 3arpyska

Immutable Infrastructure Infrastructura imuabila HeunsmeHsiemas

WHpacTpyKTypa

Bring Your Own Device Aduceti propriul dispozitiv Vicnonb3oBaHmne ANYHbIX

(BYOD) YCTPOWNCTB

CIS Benchmarks Standarde de referinta CIS CtaHgapTbl KoHpurypaumm CIS

Full Disk Encryption (FDE) Criptarea completa a MonHoe wndposaHmne ancka
discului

System Hardening Intarirea sistemului YcuneHne 3amuTbl CUCTEMBI

Cryptography - General

English Romanian Russian

Cryptography Criptografie Kpuntorpadws

Encryption Criptare LLincbposaHme



English
Decryption
Cipher

Key

Plaintext
Ciphertext

Key exchange
Key management
Nonce

Key Rotation
Avalanche Effect
Kerckhoffs' Principle

Hardware Security Module
(HSM)

Key Management Service
(KMS)

Confusion

Diffusion
Crypto-Agility
Side-Channel Attack
Initialization Vector (IV)
Forward Secrecy
Trapdoor Function

Key Derivation Function
(KDF)

Lightweight Cryptography

Romanian
Decriptare

Cifru

Cheie

Text clar

Text cifrat

Schimb de chei
Gestionarea cheilor
Nonce / Numar unic
Rotatia cheilor
Efectul de avalansa
Principiul lui Kerckhoffs

Modul de securitate
hardware

Serviciu de gestionare a
cheilor

Confuzie

Difuzie

Agilitate criptografica
Atac pe canale laterale
Vector de initializare
Secret direct

Functie cu trapa

Functie de derivare a
cheilor

Criptografie usoara

R{VESET

PacwundposaHne
LLndpp

Kntou

OTKpbITbIN TEKCT
LLincppoTekcT

O6meH KntovYamum
YnpaBneHue Knovyamm
OpHopaszoBbIi HOMEP
PoTtauuns kntoyen
J1aBuHHBIN ahbhekT
MpuHumn Kepkroddca

AnnapaTHbIi MOAyIb
6e3o0MnacHoCT

CepBucC ynpasneHus Kniovamm

MNepemewnsaHmne
PacceunsaHune
Kpuntorpadunyeckas ru6koctb
ATaka no nob6o4HbLIM KaHanam
BekTop nHuumanusaumum
MNpsmas cekpeTHOCTb
DYHKUMSA C CEKPETOM

DYyHKUMS BbiBOOA KNtoYel

O6neryéHHas kpuntorpadgusi



Symmetric Cryptography

English

Romanian

R{VELIET

Symmetric encryption
Block cipher
Stream cipher

Advanced Encryption Standard
(AES)

Data Encryption Standard (DES)

Triple DES (3DES)
ChaCha20

Ascon

Mode of operation

Authenticated encryption

AEAD (Authenticated Encryption
with Associated Data)

GCM (Galois/Counter Mode)
CBC (Cipher Block Chaining)
CTR (Counter Mode)

ECB (Electronic Codebook)
CCM

HKDF

PBKDF2

Feistel Network

Substitution-Permutation
Network (SPN)

S-box (Substitution Box)

Padding Oracle Attack

Criptare simetrica
Cifru bloc
Cifru flux

Standard Avansat
de Criptare

Standard de
Criptare a Datelor

Triple DES (3DES)
ChaCha20

Ascon

Mod de operare

Criptare
autentificata

AEAD

GCM

CBC

CTR

ECB

CCM

HKDF
PBKDF2
Retea Feistel

Retea de
substitutie-
permutare

S-box

Atac de tip padding
oracle

CummeTpuydHoe WwindpoBaHne
BnoyHbIn Wwndp
MoTokoBbIN WP

YcoBepLUEHCTBOBaHHbIN CTaHAapT
LINhpoBaHnNs

CraHpapT WwudpoBaHns aHHbIX

TponHon DES
ChaCha20
Ascon

Pexxum paboTsl

AyTeHTUNUMpoBaHHOE
LwmpoBaHne

AEAD

GCM

CBC

CTR

ECB

CCM

HKDF

PBKDF2

Cetb ®einictens

NopcTtaHoBOYHO-
nepecTaHoOBOYHAsA CETb

S-6nok

ATaka Ha Oopakyn oononHeHuns



English Romanian Russian

One-Time Pad Cifru cu cheie unica OpHopas3oBbI 6I0KHOT

XChaCha20 XChaCha20 XChaCha20

Poly1305 Poly1305 Poly1305

ChaCha20-Poly1305 ChaCha20- ChaCha20-Poly1305
Poly1305

Asymmetric Cryptography

English Romanian Russian

Asymmetric encryption Criptare asimetrica AcummeTprYHOE WndpoBaHne
Public key Cheie publica OTKpbIThIN KoY
Private key Cheie privata 3aKpbITbIN KoY

RSA RSA RSA

Elliptic Curve Cryptography Criptografie pe Curbe KpunTorpadwus Ha
(ECC) Eliptice ANNNNTUYHECKNX KPUBBIX
Diffie-Hellman Diffie-Hellman Onbdun-XennmaH
ECDH (Elliptic Curve Diffie- ECDH ECDH

Hellman)

Post-Quantum Cryptography Criptografie Post- lMocTkBaHTOBAas

(PQC) Cuantica KpunTorpadus
ML-KEM (Module-Lattice Key ML-KEM ML-KEM

Encapsulation)

ML-DSA (Module-Lattice Digital ~ML-DSA ML-DSA
Signature)
SLH-DSA (Stateless Hash- SLH-DSA SLH-DSA

Based Digital Signature)

Ed25519 Ed25519 Ed25519
Curve25519 Curve25519 Curve25519
Key Encapsulation incapsularea cheii MHkancynaums knoya

One-Way Function Functie unidirectionala OpHoHanpasneHHasa yHKUnS



English
Hybrid Scheme
Shor's Algorithm

OAEP (Optimal Asymmetric
Encryption Padding)

PSS (Probabilistic Signature
Scheme)

Learning With Errors (LWE)

Key Encapsulation Mechanism
(KEM)

ECDHE (Ephemeral ECDH)

Discrete Logarithm Problem

Integer Factorization Problem

Lattice-based Cryptography

X25519

Romanian

Schema hibrida
Algoritmul lui Shor

OAEP

PSS

Invatare cu erori

Mecanism de
incapsulare a cheii

ECDHE

Problema logaritmului
discret

Problema factorizarii
numerelor intregi

Criptografie bazata pe
retele

X25519

Hashing and Integrity

English

Romanian

Russian
[MbpuaHas cxema
AnropuTtm LLlopa

OAEP

PSS

O6y4eHue ¢ owmbkamm

MexaHn3m nHKancynsaumumn
Knto4ven

ECDHE

3apava QUCKPETHOro
norapugmMmnpoBaHms

3apgaya hakTopumzauumn Lenbix
yncen

Kpuntorpadus Ha peLluéTkax

X25519

R{VELIET

Hash function

Hash value
Collision resistance
Preimage resistance

Message Authentication
Code (MAC)

Digital signature
Checksum

Data integrity

Functie hash / Functie de
dispersie

Valoare hash
Rezistenta la coliziuni
Rezistenta la preimagine

Cod de Autentificare a
Mesajelor

Semnatura digitala
Suma de control

Integritatea datelor

Xew-gyHKums

XeLlu-3Ha4yeHne
YCTONYMBOCTb K KONNU3USAM
YCTON4mBOCTL K Npeobpasy

Kopg ayTeHTnmkaumm
COOOLLIEHNIN

Lincdbposas nognmce
KoHTponbHas cymma

LlenocTtHOCTb gaHHbIX



English
SHA-1
SHA-2
SHA-256
SHA-3
MD5
BLAKE2

BLAKE3

HMAC (Hash-based MAC)

KMAC
SHAKE/XOF
bcrypt

scrypt

Argon2id

Salt

Password Hashing
Birthday Attack

Merkle-Damgard
Construction

Sponge Construction

Second Preimage
Resistance

Length Extension Attack

Rainbow Table Attack

Proof of Work

Blockchain

Romanian

SHA-1

SHA-2

SHA-256

SHA-3

MD5

BLAKE2

BLAKE3

HMAC

KMAC

SHAKE/XOF

bcrypt

scrypt

Argon2id

Salt / Sare criptografica
Hashing-ul parolelor
Atac de tip zi de nastere

Constructia Merkle-
Damgard

Constructia de tip burete

Rezistenta la a doua
preimagine

Atac de extensie a lungimii

Atac cu tabele curcubeu

Dovada muncii

Blockchain

Russian

SHA-1

SHA-2

SHA-256

SHA-3

MD5

BLAKE2

BLAKE3

HMAC

KMAC

SHAKE/XOF

bcrypt

scrypt

Argon2id

Conb

XelumpoBaHue naponen
ATtaka gHein poxxgeHus

KoHcTpykunsa Mepkna-
Hamvropga

KoHCTpyKuus ryokm

YCTOMYNBOCTb KO BTOPOMY
npeobpasy

ATaka ygnuHeHnem
COO00LLEHNS

ATaka C NOMOLLbIO pagy>XHbIX
Tabnuy,

LokasaTtenscTBo paboThl

BnokuyeiiH



PKI and Certificates

English

Russian

Public Key Infrastructure (PKI)

Certificate Authority (CA)
Digital certificate
X.509

Certificate revocation

Certificate Revocation List (CRL)

OCSP
TLS/SSL
ECDSA
EdDSA
DSA
RSA-PSS

ACME (Automatic Certificate
Management Environment)

Let's Encrypt

Certificate Transparency (CT)

Code Signing
OCSP Stapling
HSTS

DANE

Schnorr Signature
BLS Signature

Registration Authority (RA)

Distinguished Name (DN)

Romanian

Infrastructura cu Cheie

Publica

Autoritate de Certificare

Certificat digital
X.509
Revocare certificat

Lista de Revocare a
Certificatelor

OCSP
TLS/SSL
ECDSA
EdDSA
DSA
RSA-PSS

ACME

Let's Encrypt

Transparenta
certificatelor

Semnarea codului
OCSP Stapling
HSTS

DANE

Semnatura Schnorr
Semnatura BLS

Autoritate de
Inregistrare

Nume distinctiv

VHpacTpykTypa OTKPbITbIX
Kntouen

YOocToBepsitoLwmiA LEHTP
Lincbposon ceptucukar
X.509

OT3bIB cepTudumkaTa

Cnncok oTo3BaHHbIX
cepTnurKaTos

OCSP
TLS/SSL
ECDSA
EdDSA
DSA
RSA-PSS

ACME

Let's Encrypt

Mpo3payHocTb cepTndmKaTos

Mognuck kopa
MpukpenneHne OCSP
HSTS

DANE

Mognuce LLIHoppa
Moanuck BLS

LleHTp peructpaumn

YHuKanbHoe nmsi



English Romanian Russian

Certificate Signing Request Cerere de semnare a 3anpoc Ha noanncb

(CSR) certificatului cepTudmrkara

Domain Validated (DV) Certificat cu validare de ~ CepTudmkar ¢ nposepkom

Certificate domeniu JoMeHa

Organization Validated (OV) Certificat cu validare de ~ CepTudumkar ¢ npoepkom

Certificate organizatie opraHusauumu

Extended Validation (EV) Certificat cu validare CepTudukar ¢ pacLumpeHHomn

Certificate extinsa npoBepKoW

Web of Trust Retea de incredere CeTb foBepus

PGP (Pretty Good Privacy) PGP PGP

Timestamp Authority (TSA) Autoritate de marcare Cnyx6a LuTamnos BpeMeHM
temporald

Mutual TLS (mTLS) TLS reciproc BsaumHbin TLS

TLS 1.3 TLS 1.3 TLS 1.3

Signed Certificate Timestamp Marcaj temporal de MNognucaHHas BpemeHHas

(SCT) certificat semnat MeTKa cepTudukaTa

Cloud Security

English Romanian Russian

Cloud security Securitate cloud Ob6nayHas 6e30MacHOCTb
Infrastructure as a Service Infrastructura ca Serviciu VIH(bpacTpyKTypa Kak ycnyra
(laaS)

Platform as a Service Platforma ca Serviciu Mnatdopma kak ycnyra
(PaaS)

Software as a Service Software ca Serviciu lMporpammHoe o6ecrneveHne
(SaaS) Kak ycnyra

Shared responsibility Model de responsabilitate Mopenb pasgenéHHom
model partajata OTBETCTBEHHOCTU

Container security Securitatea containerelor BesonacHoOCTb KOHTENHEPOB

Serverless Serverless / Fara server BeccepBepHble BblMUCIEHWS



English

Cloud Security Posture
Management (CSPM)

Cloud Workload
Protection Platform
(CWPP)

Cloud-Native Application
Protection Platform
(CNAPP)

Identity and Access
Management (IAM)

Infrastructure as Code
(1aC)

API Security

Cloud Controls Matrix
(CCM)

Cloud Security Alliance
(CSA)

FedRAMP

Envelope Encryption
Kubernetes

Virtual Private Cloud (VPC)
Service Mesh

Secrets Management

Confidential Computing

Trusted Execution
Environment (TEE)

Cloud Infrastructure
Entitlement Management
(CIEM)

STAR Registry

Romanian

Gestionarea posturii de
securitate cloud

Platforma de protectie a
sarcinilor de lucru cloud

Platforma de protectie a
aplicatiilor native cloud

Gestionarea identitatii si a
accesului

Infrastructura ca si cod

Securitatea API

Matricea de controale cloud

Alianta pentru securitate
cloud

FedRAMP

Criptare cu plic
Kubernetes

Cloud privat virtual
Retea de servicii
Gestionarea secretelor

Calcul confidential

Mediu de executie de
incredere

Gestionarea drepturilor de

acces in infrastructura cloud

Registrul STAR

Russian

YnpaBneHne 6e30nacHOCTbLIO
06/1a4HbIX KOHUIypaLmin

Mnatcdopma 3awmTbl 061a4HbIX
paboymnx Harpy3oK

Mnarcdopma 3awmTbl 061a4HbIX
NPUIOXKEHNI

YnpasneHune ngeHTudmnkaumen
N 0OCTYMNOM

VIH(bpacTpyKTypa Kak Kog

BesonacHocTb API

MaTpuua ob6nayvHbIX KOHTPOSEN

AnbsiHC no obna4yHom
6e30nacHoCcTu

FedRAMP

KoHBepTHOE WndpoBaHne
Kubernetes

BupTyansHoe 4acTHoe 061ako
CepBucHas ceTka
YnpaBneHue cekpetamu

KoHduaeHumanbHble
BblYMCNEHNSA

[oBepeHHas cpea
BbINONHEHNS

YnpasneHue npasamu B
obnayHom NHppacTpyKType

Peectp STAR



Infrastructure Resilience

English

Romanian

R{VELIET

High Availability (HA)

Recovery Point Objective
(RPO)

Recovery Time Objective
(RTO)

Business Impact Analysis
(BIA)

Business Continuity Plan
(BCP)

Load Balancing

CDN (Content Delivery
Network)

Active-Active
Active-Passive
Chaos Engineering
Immutable Backup

SLA (Service Level
Agreement)

SLO (Service Level
Objective)

SLI (Service Level Indicator)

Error Budget
Availability Zone
Tabletop Exercise

3-2-1-1-0 Backup Rule

WORM Storage (Write Once
Read Many)

Site Reliability Engineering
(SRE)

Disponibilitate ridicata

Obiectivul punctului de
recuperare

Obiectivul timpului de
recuperare

Analiza impactului asupra

afacerii

Plan de continuitate a
afacerii

Echilibrarea incarcaturii

Retea de distributie a
continutului

Activ-activ
Activ-pasiv
Inginerie a haosului
Backup imuabil

Acord privind nivelul de
servicii

Obiectivul nivelului de
servicii

Indicatorul nivelului de
servicii

Buget de erori
Zona de disponibilitate

Exercitiu de simulare

Regula de backup 3-2-1-

1-0

Stocare WORM

Ingineria fiabilitatii site-
urilor

Bbicokast 4OCTYNHOCTb

LleneBas To4ka BOCCTaHOBMEHMS

LleneBoe Bpemsi BOCCTaHOBMNEHNS

AHann3 BosgencTeusi Ha OU3Hec

[NnaH obecneyeHuns
HenpepbIBHOCTN 6u3Heca

BanaHcupoBka Harpysku

CeTb JoCTaBKM KOHTEHTA

AKTUBHbIN-aKTUBHbIN
AKTUBHbIN-NACCUBHbIN
Xaoc-nHxeHepus

HeunsmeHsiemasa pesepBHas konuvs

CornaweHne 06 ypoBHe
o6Ccny>XnsaHusi

LleneBoi ypoBeHb 06Cy>XBaHWS

NokasaTtenb ypoBHS
o6Ccny>XnBaHus

BropxeT owmnbokK
30Ha JOCTYMNHOCTM
KabunHeTHble yyeHust

MpaBuno pesepBHOro
KonnposaHusa 3-2-1-1-0

Xpanunuwe WORM

Ob6ecneyeHne HaoéXHOCTN
canToB



English Romanian

DDoS Mitigation Atenuarea DDoS

Comutare la sistem de
rezerva

Failover

Disaster Recovery (DR) Recuperare in caz de

dezastru

Single Point of Failure
(SPOF)

Punct unic de esec

Geographic Redundancy Redundanta geografica

Risk Management

English Romanian

Risk management Gestionarea riscurilor
Risk assessment Evaluarea riscurilor
Risk treatment Tratarea riscului
Risk mitigation Atenuarea riscului
Risk acceptance Acceptarea riscului
Risk transfer Transferul riscului
Risk appetite Apetit pentru risc
Risk tolerance Toleranta la risc
Threat modeling

Penetration testing Testare de penetrare

Evaluarea
vulnerabilitatilor

Vulnerability Assessment

Asset Classification Clasificarea activelor

ISO 27005 ISO 27005

FAIR (Factor Analysis of FAIR
Information Risk)

Modelarea amenintarilor

R{VEET

3awmTa ot DDoS-atak

MepekntoveHne Ha peseps

ABapI/II7IHOG BOCCTaHOBJ1IEHNE

Epvnas Touka oTkasa

leorpadunyeckoe
pe3epBMpoBaHme

Russian

YnpaBneHune puckamu
OueHka puckoB
O6paboTka pucka
Cwmsir4eHne pucka
MpuHsaTHE pucka
MNepenava pucka
ANNeTnT K PUCKY
TonepaHTHOCTb K pyCKy
MogennpoBaHne yrpos

TecTupoBaHune Ha
NMPOHNKHOBEHNE

OueHka ysi3BMMoCTEM

Knaccudurkaums aktmeos
ISO 27005

FAIR



English
STRIDE
PASTA

ALE (Annualized Loss
Expectancy)

KRI (Key Risk Indicator)

KPI (Key Performance
Indicator)

Attack Tree
Cyber Insurance
Third-Party Risk

Single Loss Expectancy (SLE)

Annual Rate of Occurrence
(ARO)

Monte Carlo Simulation

Red Team

Blue Team

Purple Team

Residual Risk
Compensating Control
Risk Avoidance

Risk Management Framework
(RMF)

Risk Register

Qualitative Risk Assessment

Quantitative Risk Assessment

Romanian

STRIDE
PASTA

Expectanta pierderilor
anuale

Indicator cheie de risc

Indicator cheie de
performanta

Arbore de atacuri
Asigurare cibernetica
Risc al tertilor

Expectanta pierderii
unice

Rata anuala de aparitie

Simulare Monte Carlo

Echipa rosie

Echipa albastra
Echipa purpurie

Risc rezidual

Control compensator
Evitarea riscului

Cadrul de gestionare a
riscurilor

Registru de riscuri

Evaluare calitativa a
riscurilor

Evaluare cantitativa a
riscurilor

Russian

STRIDE
PASTA

Oxnpgaemble cpegHeroqoBble
notepu

KntoyeBoin nHgmkaTop pucka

Knto4eBoin nokasaTenb
3 (PEKTUBHOCTU

LepeBo atak
KunbepcTtpaxoBaHue
Puck TpeTbux CTopoH

EoviHoBpeMeHHble oxuaaemble
noTepu

Cpep,Herop,osaﬂ YacTtoTa
BO3HUKHOBEHUA

MogenupoBaHne MeToAoOM
MoHTe-Kapno

KpacHas komaHga
CuHsasa komaHga
duronetoBas komaHaa
OcTaTouHbIN pUCK
KomneHcupytowas mepa
N3bexxaHne pucka

dpelimMBOPK yrnpaBneHnst
puckamm

PeecTtp puckos

KadecTBeHHasa oueHKa puckoB

KonnyectBeHHas oLeHKa
pVICKOB



Compliance and Governance

English

Romanian

Russian

Compliance
Security policy
Security audit

Information Security
Management System
(ISMS)

Incident response
Business continuity

Disaster recovery

Security Operations
Center (SOC)

GRC (Governance, Risk
and Compliance)

CISO (Chief Information
Security Officer)

DPO (Data Protection
Officer)

Three Lines Model
SOC Report

Acceptable Use Policy
(AUP)

Security Baseline

Computer Security
Incident Response Team
(CSIRT)

Chain of Custody

Data Protection Impact
Assessment (DPIA)

Compliance-as-Code

Conformitate

Politica de securitate

Audit de securitate

Sistem de Management al

Securitatii Informatiilor
(SMSI)

Raspuns la incidente
Continuitatea afacerii

Recuperare in caz de
dezastru

Centru de Operatiuni de
Securitate

Guvernanta, risc si
conformitate

Director de securitate a
informatiilor

Responsabil cu protectia
datelor

Modelul celor trei linii
Raport SOC

Politica de utilizare
acceptabila

Nivel de referinta de
securitate

Echipa de raspuns la
incidente de securitate
informatica

Lantul de custodie

Evaluarea impactului
asupra protectiei datelor

Conformitate ca si cod

CooTBeTCcTBUNE
MNMonutnka 6e3onacHoOCTn
AyaunT 6e30mnacHoOCTU

CuncTtema MeHeppKMeHTa
NHopMaLMOHHO 6€30NacHOCTH
(CMWB)

PearvpoBaHue Ha UHLMAEHTbI
HenpepbiBHOCTL 6U3Heca

BoccTaHoBneHne nocne
KatacTpod

LleHTp onepaumin 6e3onacHoOCT

YnpasneHune, puck 1 COOTBETCTBUE

[npekTop No nHopmMaLMoHHOM
6e3onacHocTu

OTBETCTBEHHbIN 3a 3aLWUTY
JaHHbIX

Mogenb Tpéx nnHun
OT4ér SOC

MNonutuka gonyctumoro
MCnosb30BaHuA

BasoBbIli ypoBeHb 6€30MacHOCTU

lpynna pearnpoBaHus Ha
WHUNOEHTbI KOMMBIOTEPHOM
6e3omnacHoCcTH

Llenoyka XpaHeHusa oka3aTesibCTB

OueHKa BO3[eliCTBYA Ha 3alnTy
JaHHbIX

CooTBeTCTBME KaK Ko4



English
RACI Matrix

Implementation Groups
(1G)

Gap Analysis
Conformity Assessment

Privacy by Design

Romanian Russian

Matrice RACI MaTtpuua RACI

Grupuri de implementare lpynnbl BHeApeHus

Analiza de decalaj AHanna paspbiBoB

Evaluarea conformitatii OueHka cooTBEeTCTBUSA
Confidentialitate prin KoHturaeHumanbHOCTb Ha aTane
proiectare NPOEKTNPOBAHNSA

Standards and Frameworks

English
ISO 27001

NIST Cybersecurity
Framework (CSF)

GDPR (General Data
Protection Regulation)

NIS2 Directive

CIS Controls
MITRE ATT&CK
PCI DSS
HIPAA

SOX (Sarbanes-Oxley)

DORA (Digital Operational

Resilience Act)

Al Act

Cyber Resilience Act

COBIT

NIST SP 800-53

Romanian Russian
ISO 27001 ISO 27001

Cadrul de Securitate Cibernetica  ®peinimBopk
NIST knbepbesonacHocTn NIST

RGPD (Regulamentul general GDPR
privind protectia datelor)

Directiva NIS 2 (Directiva privind OupekTtnsa NIS2
securitatea cibernetica)

Controale CIS KoHnTponu CIS
MITRE ATT&CK MITRE ATT&CK
PCI DSS PCI DSS
HIPAA HIPAA

SOX SOX

DORA (Regulamentul privind DORA

rezilienta operationala digitald)

Regulamentul privind inteligenta 3akoH 06 N
artificiala

Regulamentul privind rezilienta 3aKoH o

cibernetica KnbepyCTON4MBOCTM
COBIT COBIT

NIST SP 800-53 NIST SP 800-53



English Romanian Russian

ISO 22301 ISO 22301 ISO 22301
OWASP OWASP OWASP
PTES (Penetration Testing PTES PTES

Execution Standard)

Sources

Romanian Terminology

® SRI - Glosar de termeni pentru domeniul securitatii cibernetice (2019)
® EUR-Lex - Regulamentul (UE) 2016/679 (RGPD) - text oficial

® FUR-Lex - Directiva (UE) 2022/2555 (NIS 2) - text oficial

® FUR-Lex - Regulamentul (UE) 2022/2554 (DORA) - text oficial

® EUR-Lex - Regulamentul (UE) 2024/1689 (Regulamentul privind inteligenta artificiald) -
text oficial

® FUR-Lex - Regulamentul (UE) 2024/2847 (Regulamentul privind rezilienta cibernetica) -
text oficial

® \Wikipedia Romania - Securitatea informatiei

Russian Terminology

® FastWest Institute - Russia-US Bilateral on Cybersecurity Critical Terminology
Foundations

® CCDCOE - Cyber Definitions in Chinese, Russian and English
® GOST Standards (GOST 28147-89, GOST R 34.10, GOST R 34.11)
® RFC 4357, RFC 5830, RFC 7836 - Russian cryptographic algorithms

® GOST R ISO/IEC 27000 - Information security terminology (Russian adoption of ISO
27000)

® FSTEC Russia - Glossary of information security terms

Document prepared for Information Security Technologies course, Technical University of
Moldova, Maxim Masiutin, Adjunct Professor



