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Understanding Quality Attributes

Quality Attribute (QA) is a measurable 
or testable property of a system that is 
used to indicate how well the system 
satisfies the needs of its stakeholders 
beyond the basic function of the 
system



Quality Attribute Considerations

Problems with most discussions of system quality 
attributes:
1. The definitions provided for an attribute are not 

testable. It is meaningless to say that a system will 
be “modifiable.” Every system will be modifiable 
with respect to one set of changes and not 
modifiable with respect to another.

2. Discussion often focuses on which quality a 
particular issue belongs to. Is a denial-of-service 
attack on a system an aspect of availability, an 
aspect of performance, an aspect of security, or an 
aspect of usability?
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3. Each attribute community has developed its own 
vocabulary. The performance community has “events” 
arriving at a system, the security community has 
“attacks” arriving at a system, the availability 
community has “faults” arriving, and the usability 
community has “user input.” All of these may actually 
refer to the same occurrence, but they are described 
using different terms. 



Quality Attribute Considerations

A solution to the first two problems (untestable 
definitions and overlapping issues) is to use quality 
attribute scenarios as a means of characterizing quality
attributes. A solution to the third problem is to illustrate 
the concepts that are fundamental to that attribute 
community in a common form.



Quality Attribute Scenarios

We use a common form to specify all QA requirements 
as scenarios.

Quality attribute scenarios have six parts:
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The parts of a quality attribute 

scenario



A general scenario for 

availability



Quality Attributes

1.Availability

2.Deployability

3.Energy Eficiency

4.Integrability

5.Modifiability

6.Performance

7.Safety

8.Security

9.Testability

10.Usability



Availability



Availability

A failure is the deviation of the system from its 
specification, where that deviation is externally 
visible. Determining that a failure has occurred 
requires some external observer in the 
environment.

A failure’s cause is called a fault. A fault can be 
either internal or external to the system under 
consideration. Intermediate states between the 
occurrence of a fault and the occurrence of a failure 
are called errors. Faults can be prevented,
tolerated, removed, or forecast.
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System Availability 

Requirements



Availability General Scenario
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Tactics for Availability
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Patterns for Availability
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