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[bookmark: _Toc7506]Definiție  
Brute Force este un atac cibernetic care are scopul de a identifica credențialele unui utilizartor. în majoritatea cazelor folosesc dicționarele de parole, în realizarea acesor dicționare este important să cunoaște cât mai multe date despre țintă. 
 
[bookmark: _Toc7507]Recomandare  
Utilizați parole complexe. Ca o regulă generală, toate parolele asociate cu orice cont de utilizator ar trebui să posede cel puțin 10 caractere și să fie complexe, în sensul de a include caractere speciale, cifre, litere mici și litere mari; 
 
[bookmark: _Toc7508]Demonstrație atac Brute Force 
În laboratorul nr.4 se va exemplifica un atac de tipul Brute Force asupra aplicației pe care am învățat să o instalăm în laboratorul nr.1 (Damn Vulnerable Web Application – DVWA).   
 
[bookmark: _Toc7509]Aplicații utilizate 
· Damn Vulnerable Web Application – (aplicația asupra căreia se va realiza atacul) 
· BurpSuite (Utilitar specific atacurilor de tipul Brute Force – ( utilitar din Pentest Box) 
 
[bookmark: _Toc7510]Configurare aplicații 
 
· Pasul 1. Pornim modulele Apache și MySQL din XAMPP (necesare aplicației DVWA). 
[image: ] 




Pasul 2. Pornim aplicația BurpSuite din Pentest Box - scriem următoarea comandă în terminal: 
[image: ] 
· Pasul 3. La primirea mesajului din următoarea imagine apăsăm butonul OK 
[image: ] 
· Pasul 4. Accesăm categoria Proxy → Options 
[image: ] 
· Pasul 5. Verificăm dacă sunt următoarele setări  
· Running – bifat 
· Interface: 127.0.0.1:8080 
 
 
 
 
 
Pasul 6. Istamlăm Mozilla Firefox versiunea 45.0 
 
[image: ] 
 
Link download: https://www.filepuma.com/download/mozilla_firefox_64bit_45.0-10865/ 
 
 
· Pasul 7. Accesăm aplicația dvwa cu browserul Mozilla Firefox  http://localhost/dvwa/login.php 	 
 
[image: ] 
 
 
· Pasul 8. Ne autentificăm cu următoarele credențiale: 
Username: admin 
Passsword: password 
 
Pasul 9. Din tab-ul din partea stângă accesăm categoria DVWA Security – setăm nivelul de securitate Low și apăsăm butonul Submit 
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· Pasul 10. Accesăm categoria Brute Force 
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Pasul 11. Realizăm următoarele setări în browser 
· Selectăm din Meniu categoria Options 
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· Din tab-ul din partea stângă selectăm Advanced → Network  
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· Dăm click pe Settings și la Connection Settings facem următoarele setări: 
 
o Bifăm Manual proxy configuration o HTTP Proxy: 127.0.0.1 o Port: 8080 o Bifăm Use this proxy server for all protocols o Click butonul OK 
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· Pasul 12. Accesăm tool-ul Burp Suite și din gategoria Proxy → Intercept  setăm Intercept is on 
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· Pasul 13. Accesăm browser-ul Mozilla (pasul 10)http://localhost/dvwa/vulnerabilities/brute/ și introducem: 
o  username: test o Password: 123 
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Pasul 14. Deschidem aplcația Burp Suite, în tabul Intercep din proxy a fost interceptat: 
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· Pasul 15. Click dreapta și selectăm Send to Intruder (sau CTRL+I) 
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Pasul 16. Click pe tabul Intruder 
[image: ] 
 
 
· Pasul 17. Din meniul din partea dreapta selectăm Clear § 
[image: ] 
· Pasul 18. Selectăm  test și facem click pe Add §, la fel și pentru 123 ( pentru a selecta poziția de brutforce). Textul după modificari trebuie să arate astfel: 
 
GET /dvwa/vulnerabilities/brute/?username=§test§&password=§123§&Login=Login HTTP/1.1 
Host: localhost 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:45.0) Gecko/20100101 Firefox/45.0 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: http://localhost/dvwa/vulnerabilities/brute/ 
Cookie: security=low; PHPSESSID=rqv4bl1acct0lvmvo7o762443d 
Connection: close 
 
· Pasul 19. Selctăm tipul de atac, în cazul nostru este Cluster bomb 
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Pasul 20. Pentru realizarea dicționarului de parole accesăm categoria Payloads 
[image: ] 
· Pasul 21. La Payload Options [Simple list] – adăugăm cuvinte pentru a forma dicționarul cu useri. În cazul nostru adăugăm: admin, administrator, user 
[image: ] 
Pasul 21. La Payload → Payload Sets – selectăm 2 pentru a realiza dicționarul cu parole, și la fel ca și în cazul de mai sus la Payload Options [Simple list] – adăugăm următoarele cuvinte: qwerty, pass, password. 
[image: ] 
· Pasul 22. Pornim Atacul din tabul Intruder din bara de sus (Start attack) 
[image: ] 
Userul și parola cu lungimea (Length) 4738 sunt cele corecte 
[image: ] 
 
 
 
image2.jpg
Users\vaio\Desktop
burpsuite|





image3.jpg
Burp Suite Free Edition

A new version of Burp i avalabe.
Please vit hitps:/portswigger.netburp/communtydownioad to downioad the latest version.

&J





image4.jpg
Burp Intruder Repeater Window Help

- e e

intercept | HTTP history | WebSockets istory [ Options.

(@) Proxy Listeners

(1) e Proxy uses teners t ecsive ncoming HTTPrequests from your browser. You il need 10 confgurs your browser 10 use one f e Iseners as s proxy server.

((Awa | [Ruming | nterface [ Inviste | Redrect [ certifcate
—— | @ wroorsm 5] Per-ost
Eat
Remove >

Each instalation of Burp generates s own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export his certficate for use inother tools o another installaton of Burp.

[ mpor exportCa certicate | | Reoenerate CA certcte |





image5.jpg
About Mozl Firefox

Licensing Information

Firefox

450
Firefox i up to date.

Firefox i designed by Mozill, a global community working
together to keep the Web open, public and accessible to alL

Want to help? Make a donation o get involved!

End-User Rights Privacy Policy





image6.jpg
€)? |G

localhost/dvwa/login.php

Username

Password

)
oViA)

¢ | Q search

*Be 93 a0




image7.jpg
D\WA)

Home DVWA Security »

Instructions
Setup / Reset DB Security Level

Security level is currently: impossible.
Brute Force

You can set the security level o low, medium, high or impossible. The security level changes the vulnerabil
Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. Its use is to be

o as an example of how web application vulnerabilties manifest through bad coding practices and to serve
as a platform to teach or leam basic exploitation techniques

File Upload 2. Medium - This setting is mainy to give an example o the user of bad security practices, where the
developer has tried but failed to secure an application. I also acts as a challenge to users to rfine their
Insecure CAPTCHA explotation techniques
— 3. High - This option is an extension to the medium difficuy. with a mixture of harder or alternative bad
SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the
e exploitation, simiar in various Capture The Flags (CTFs) compeitons.
SEL i ) 4. Impossible - This level should be secure against all vulnerabilities. It s used to compare the vulnerable

Weak Session IDs source code to the secure source code
Priorto DVWA 1.9, this level was known as 'high
Xss (DOM)
XSS (Reflected) [Low v]| Submit
XSS (Stored)
CSP Bypass PHPIDS

ALRE PHPIDS v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
TR PHPIDS works by fitering any user supplied input against a blacklist of potentially malicious code. It is used in
ity DVWA o serve s a live example of how Web Application Firewalls (WAFs) can help improve security and in





image8.jpg
€ localhost/dviva, *e 93 a0

D\WA)

e Vulnerability: Brute Force

Instructions Login
Setup / Reset DB
Username:

Brute Force
e Force___| Passiord

Command Injection |

CSRF 3
jn
File Inclusion | —
File Upload -
More Information

Insecure CAPTCHA
T . )s:/www.owasp.orgl/index.php/Testing_for_Brute_Force (OWA SP-AT-00:

J « hitp://www.symantec.com/connectlarticles/password.crackers-ensuring-security-your-password
SQL Injection (Blind) o http://www sillychicken.co.nz/ Security/how-to-brute-force-http-forms-in-windows.html
Weak Session IDs
XSS (DOM)
XSS (Reflected)
XSS (Stored)
CSP Bypass.
JavaScr





image9.jpg
€

localhost/c!

ulnerabilities/brute,

Home

Instructions
Setup / Reset DB

Command Injection

e Search e 9 3 A O

—) X cut  Te Copy Paste
Y - T T
O = &

Vulnerability: Brute Force NewWindow  NewPrivate  Save Page.

Window

Login "
= O °
L

Usemame:
Print History Full Screen

Password

CSRF.

File Inclusion

L O &
oo Find Op ns

File Upload
Insecure CAPTCHA
SQL Injection

<Ol Iniection (F

)

More Information
F A

« https://www.owasp.org/index.php/Testing_for_Brute_Force_(OVVASP-AT-004)
« http://www.symantec.com/connect/articles/password.crackers-ensuring.security your.passy ~ Developer  Synced Tabs
o http://www.sillychicken.co.nz/ Security/how-to-brute force_http forms.in-windows.html|




image10.jpg
€ 9 OFicior | aboutipreferencestadvanced

Advanced

General  DataChoices  Network  Update Certificates

Connection

Configure how Firefox connects to the Internet

Cached Web Content
Your web content cache is currently using 5,8 MB of disk space
Override automatic cache management

Limitcacheto 350  MB of space

Offline Web Content and User Data
Your application cache is currently using 0 bytes of disk space

| Tell me when a website asks to store data for offline use

The following websites are allowed to store data for offline use:

¢ | Qsearch

Settings...

Clear Now

Clear Now

Exceptions.




image11.jpg
Connection Settings

Configure Proxies to Access the Internet

O Noproxy

O Auto-detect prony settings for this network
O Use system prony settings

® Manual proxy configuration:

HTTP Progy: [127.00.1 Port: 8080f51

Use this proxy server for all protocols

SSLProxy: | 127001 Port:

FTP Proxy: 127001 Port:

SOCKS Host: | 127.00.1 Port:
SOCKSv4 (2 SOCKSyS [ Remote DNS

No Proxy for:

Eample: moillsorg, netunz, 192168.1.0/24
O Automatic proxy configuration URL:

Reload

1 Do not prompt fo suthentication f password i saved

oK Cancel Help





image12.jpg
Burp Intruder Repeater Window Help

- e e

Intercept | HTTP history | WebSockets istory | Options.

["nterceptison |

Raw  Params | Headers Hex




image13.jpg
€ P localhost/dvwa/vul n# x wB 93 A O =
DV#A)

T Vulnerability: Brute Force
Instructions Login
Setup / Reset DB

Username:
Command Injection | 55
CSRF E

in

File Inclusion =
Hllelpioa] Username and/or password incorrect
Insecure CAPTCHA |
SQL Injection =
SQL Injection (Blind) More Information
Weak Session IDs o https://www.owasp.org/index.php/Testing_for_Brute_Force_(OWASP-AT-004)

* http://www.symantec.com/connect/articles/password-crackers-ensuring-security-your-password
XSS (DOM) * http:/lwww sillychicken.co.nz/ Security/how-to-brute force-http-forms-in-windows. htm!

T
T
% CSRF token is incorrect





image14.jpg
[[rarget J ey | spiser | scamner | miruder | Repeater | sequencer | Decoder | comparer | Extender | optons [ kns |

Jieses | HTTP history | webSoctes nistory | Optons

(:#) Requestto nttprocaiost0 [127.0.0.1]

Forwara owp | [ erceptison Acton

Raw | Params | Headers | Hex

GET /dvua/vulnerabilities/brute/usernan
fost: localhost

User-Agent: Mozilla/s.0 (Vindows NT 10.0; Winfd; ¥E4; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,applicacion/+hemltynl,application/snl;q=0.5,+/*;q=0.8

Accepc-Language: en-US, en;q=0. 5

Accept-Encoding: gzip, deflate

Cookrie: securicy=lou; PHPSESST
Comnection: close
Cache-Control: max-ag

scapasswor

Logu

gin HTTR/L 1

qubl1acec0lvmvoT0762443d





image15.jpg
Burp Intruder Repeater Window Help

(e v | s gt o ] compa ot s [isl].

[ | oy | wessosset oy | ot |

(:#) Reauestto htptocanosted [127.00.1

Forward orop [Tinterceptison | [ Acton

Raw | Params | Headers

SET /dvsa/vulnerabiliciss bruce) uss = TR/ L
fost: localhost i

vser-Agent: Mozilla/s.0 (Windows I

\coept: text/html,application/shenl
Aceept-Language: en-US,en;q=0.5
\coept-Bncoding: gaip, deflate
peferer: heep://localhost/dvwa/vul:
Cookie: security=low; PHPSESSII

101 Firetox/45.0

Send o Repeater iR
Send to Sequencer
connection: close Send to Comparer

Send to Decoder
Request i browser >
Engagement tools [Pro version only] >
Change request method

Change body encoding

Copy URL




image16.jpg
Burp Intruder Repeater Window Help.

[Farger [ 7 | e | Scamner | in | epester | Seauencer | oecader | conparr | exender | optans | s |

Target | Positons | payicads | Optons

(@) Payload Positions

Configure the postions where payloads wil be nserted into the base request. Th attack type determines the way in which payloads are assigned to payload posiions - see help fo ful detas.

Atacktype: (Saper

CET /@vwa/valner abilic es bruve Tusernans-§EBREN passwora-§IEBNcLogin-SRGIAN HTTP/1 1
ose: locathost

[User-Agent: Mozilla/S.0 (Windows NT 10.0; Wined; x64; rvi4s.0) Gecko/20100101 Rirefox/45.0
[Accept: text/hen, appLication/shtaltsml, application/xniq=0.9,%/~;q:0.8

Accept-Language: en-US, en;q-0.

Accept-Encoding: gaip, detlace

Refarer: hucp://locahost/dvva/alnerabilities/bruve/

Connection: close





image17.jpg
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full detas.

Atacktype: Sper

GET /@wa/valner abilic ies/brave Tusernans-EBREN passworo-§IEANcLogin-SRRAS HTTP/1 1 T
Hose: locathost

[User-Agenc: Mozilla/s.0 (Windows NT 10.0; Wingd; x€4; rv:45.0) Gecko/20100101 Firefox/45.0
[Accepe: cexc/heml, applicacion/shonléxnl, applicaion/ ml;q=0.8,%/%;q=0.8

[Accepe-Language: en-US, en;q=0.5

hccept-Encoding: gaip, deflate

Referer: heep://localhost/dvua/vulnerabilities/bruce/

Connection: close





image18.jpg
[ gl -

(@) Payload Positions Start attack |

Configure the postions where payloads wil be nserted info the base request. Th attack type determines the way in which payloads are assigned to payload posiions - see help fo ful detas.





image19.jpg
L1~ g

Target | posttons. Optons

(@) Payload Sets

‘Vou can define one or more payload sefs. The number of payload sets depends on the attack type def

Payoadset (1 ¥)  Payoad count 0

Payload type: | Simple st ) reauestoount 0

(@) Payload Options [Simple lis]

‘s payload type ets you configure a simple st of sirngs that are used as payloads.

Paste

(&R

o
H

i

Entera

Add from st [Pro version ony]




image20.jpg
Target | Postions | Paylcads | Optons.

(@) Payload Sets

‘Vou can define one or more payload sefs. The number of payload sets depends on the aftack

Payoagset (1 [¥)  Peviad count: 3
Payload type: | Simple st [ Reavestcout 0

(@) Payload Options [Simple list]

“This payload type ets you configure a simple st of sirngs that are used as payloads.

i

o
H

Add

Add from is . [Pro version ony] v




image21.jpg
1 - g

Target | Postons | payicads | Optons

(@) Payload Sets

‘Vou can define one or more payload sefs. The number of payload sets depends on the attack

Payload count: 3

Payload type: | Simple st [ Request count 9

(@) Payload Options [Simple lisg]

‘s payload type ets you configure a simple st of sirings that are used as payloads.

=]
s

[Ek

o
H

Add

Add fromis . [Pro version ony]




image22.jpg
H cndoe £ jovawe
T e s

T e .-
Open saved atack (Pro verson o]
B e oo oo s s
Tar] Senato Repeser
Sove atack confi Pro vrsin onh]

()] Lowd atack contig ro version ony)
Copy attack config

depends on the

New tab behavior

vvvvyw

Automatic payload postions

Configure predefined payload Ists [Pro version only]





image23.jpg
Intruder attack 2 = a X

Aftack Save Columns

[ Resuts | Terget | Positons | Payicads | options

Fite: Showing a tems
Reauest_4| Payiadt [ Payia2 Suws Emor | Tmeost |Lengn | Comment
o 200 a a 4700
1 ‘administrator qwerty 200 a a 4700
2 admin qwerty 200 a a 4700
3 user qwerty 200 a a 4700
4 ‘administrator pass 200 a a 4700
5 admin pass 200 a a 4700
6 user pass 200 a a 4700
7 ‘administrator password 200 a a ﬂ
8 admin password 200 a a
9 user password 200 a a 4700
val

g





image1.jpg
[E) XAMPP Control Panel v3.24 [ Compiled: Jun 5th 2019 ]

=

Wodules.
Service

XAMPP Control Panel v3.2.4

Module
Apache
uysaL
Fiezil
Mercury

Tomeat

PID(s)
10260
10320

10860

Port(s) ~ Actions.

80,43 | swp

s

start
start

start

Initalizing Control Panel
Windows Version: Enterprise 64-bit
XAMPP Version: 7.1.32

Control Panel Version: 3.2.4 [ Compiled: Jun th 2019 ]

You are not running with administrator rights! This will work for

Admin

Admin

conig
conig
conig
confg

Config

Logs
Logs
Logs
Logs

Logs

most application stuf but whenever you do something with senices

there will be a security dialogue or things will break! So think

about running this application vith administrator rights!
XAMPP Installation Directorv: "c-\xamoo\"

— o x
7 Gonta
O etstat

el

Explorer

& services
O Hep

ot





