Ethernet




Obiective

|dentificarea caracteristicilor de baza ale mediilor de comunicatie
folosite in Ethernet.

Descrierea caracteristicilor la nivel fizic si legatura de date in
cazul tehnologiei Ethernet.

Descrierea functiilor si caracteristicilor ale protocolului de acces
la mediu utilizat in Ethernet.

Prezentarea importantei pe care o are adresarea de nivel 2
folosita pentru transmisia datelor si determinarea modului in care
diferite tipuri de adresare au efect asupra modului de operare si
a performantei retelei.

Avantaje si dezavantajele utilizarii switch-urilor Ethernet intr-o
retea locala in comparatie cu folosirea hub-urilor.

Explicarea procesului ARP.



Caracteristici ale mediilor de retea folosite in
Ethernet

" |dentificarea catorva caracteristici ale tehnologiei
Ethernet la inceputurile sale.

Early Ethernet Media and Topology

Topology
Physical: Bus
Logical: Bus : : :

Migration to

Y

Topology

Physical: Star
Logical: Bus




Caracteristici ale mediilor de retea folosite in
Ethernet

* Aparitia switch-urilor LAN a constituit o inovatie cheie
pentru administrarea coliziunilor in cazul retelelor locale
Ethernet

Migration to Ethernet Switches

Printer-PT
Printer0

2960-
24TT
Switch0

Server-PT PC-PT
Server0 PCO



Caracteristici ale mediilor de retea folosite in
Ethernet

= Caracteristicile tehnologiei Ethernet si descrierea
utilizarii cablarii si a legaturilor punct-la-punct

Gigabit Ethernet technology is applied beyond the enterprise
LAN to MAN and WAN-based networks.
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Caracteristici la nivelurile fizic si legatura de date
ale tehnologiei Ethernet

" Standarde si implementare

Ethernet

[ Application

[ Presentation

[ Session

[ Transport Ethernet is defined by Data Link
layer and Physical layer protocols.

[ Network

Data Link “‘C pare
b2 J e Ethernet
| Physical I




Caracteristici la nivelurile fizic si legatura de date
ale tehnologiei Ethernet

" Modul de operare ale tehnologiei Ethernet la nivelele 1
si 2 din modelul OSI

Layer 2 Addresses Layer 1 Limitations

Layer 1 Limitations Layer 2 Functions

Cannot communicate with upper

layers Connects to upper layers via Logical

Link Control (LLC)

Uses addressing schemes to identify
devices

Cannot identify devices

Uses frames to organize bits into
groups

Only recognizes streams of bits

Cannot determine the source of a
transmission when multiple devices
are transmitting

Uses Media Access Control (MAC) to
identify transmission sources



Caracteristici la nivelurile fizic si legatura de date
ale tehnologiei Ethernet

" Logic Link Control — Conectarea cu nivelele superioare

Logical Link Control (LLC)

+ Makes the connection with the upper layers
Frames the Network layer packet
Identifies the Network layer protocol

Remains relatively independent of the
physical equipment

Logical Link Control Sublayer

802.3 Media Access Control
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Caracteristici la nivelurile fizic si legatura de date
ale tehnologiei Ethernet

" Media Access Control (MAC)

MAC—Getting Data to the Media

MEDIA ACCESS CONTROL

Data Encapsulation
Frame delimiting

= Addressing
Error detection

» Media Access Control
« Control of frame placement on and off the
media
« mediarecovery




Caracteristici la nivelurile fizic si legatura de date
ale tehnologiei Ethernet

“ Implementari la nivel fizic in Ethernet

Physical Devices Implementing Ethernet

Ethernet switch



Functii si caracteristici ale metodei de control al
accesului la mediu — MAC (Media Access Control)

* Ethernet - MAC

Media Access Control in Ethernet

Carrier Sense Multiple Access with
Collision Detection (CSMA/CD)

213
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CSMA/CD controls access to the shared media. If thereis a
collision, it is detected and frames are retransmitted.



Functii si caracteristici ale metodei de control al
accesului la mediu — MAC (Media Access Control)

"= CSMA-CD (Carrier Sense Multiple Access with Collision
Detection)

Media Access Control in Ethernet

Carrier Sense Multiple Access with Collision Detection (CSMA/CD)

=

Carrier

Sense H

Listen Before
Transmitting—Carrier signal
detected




Functii si caracteristici ale metodei de control al
accesului la mediu — MAC (Media Access Control)

= Sincronizarea Ethernet

Ethernet Delay (Latency)

oo o o9 o 0

Sending Device Receiving Device
> \3)

An Ethernet frame takes a measurable time to travel from the
sending device to the receiver. Each intermediary device
contributes to the overall latency.




Adresarea de nivel 2 si impactul acesteia asupra
operarii retelei si asupra performantelor

* Frame-ul — Incapsularea pachetelor

Comparison of 802.3 and Ethernet Frame Structures and Field Size

Field size in
bytes

7 1 6 6 2 46 to 1500 4
Preamble Start of Frame Destination Source Length/ 802.2 Header and Frame Check
delimiter Address Address Type Data Sequence

8 6 6 2 46 to 1500 4 <
Preamble Destination Source Type Data Frame
Address Address Check

Sequence



Adresarea de nivel 2 si impactul acesteia asupra
operarii retelei si asupra performantelor

* Adresa MAC Ethernet

The MAC Address—Addressing in Ethernet

All Ethernet nodes share the media.
To receive the data sent to it, each node needs a unique address.

Yes, that frame
is for me.

Shared Media (Multiple Access)

FRAME FOR D




Adresarea de nivel 2 si impactul acesteia asupra
operarii retelei si asupra performantelor

" Numere hexazecimale si adresarea fizica

Hexadecimal Numbering

Decimal and Binary equivalents of 0 to F Selected Decimal, Binary and Hexadecimal
Hexadecimal equivalents
Decimal Binary Hexadecimal Decimal Binary Hexadecimal

0 0000 0 0 0000 0000 00
1 0001 1 1 0000 0001 01
2 0010 2 2 0000 0010 02
3 0011 3 3 0000 0011 03
4 0100 4 4 0000 0100 04
5 0101 5 5 0000 0101 05
6 0110 6 6 0000 0110 06
7 0111 7 7 0000 0111 07
8 1000 8 8 0000 1000 08
9 1001 9 10 0000 1010 0A
10 1010 A 15 0000 1111 OF
1 1011 B 16 0001 0000 10
12 1100 © 32 0010 0000 20
13 1101 D 64 0100 0000 40
14 1110 E 128 1000 0000 80
15 1111 F 192 1100 0000 Cco

202 1100 1010 CA

240 1111 0000 FO

255 1111 1111 FF




Adresarea de nivel 2 si impactul acesteia asupra
operarii retelei si asupra performantelor

* Alt nivel de adresare
Different Layers of Addressing

el
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used to
MAC Addresses
used within




Adresarea de nivel 2 si impactul acesteia asupra
operarii retelei si asupra performantelor

" Mesaje unicast, multicast si broadcast in Ethernet

Server

g IP: 192.168.1.200
MAC: 00-07-E9-42-AC-28

"I heed to send this frame to Server'i

[
IP: 192.168.1.5 o

MAC: 00-07-E9-63-CE-53
- - - ~ T

- -~

S ”f \-\\
ource Host _ - .
I’ .

-

- Unicast IP and MAC destination addresses T~

_-" - are used by the source to forward a packet T~a -
il vlr T~a

00-07-E9-42-AC-28| 00-07-E9-63-CE-53 192.168.1.200 192.168.1.5 User Data Trailer
Dest MAC Source MAC + Dest IP Source IP + A
IP Packet

v

Ethernet Frame



Comparatie intre folosirea switch-urilor gi a
hub-urilor intr-o retea Ethernet locala.

= Ethernet-ul clasic — Utilizarea hub-urilor

Poor Performance of Hub-based LANs

&

Same network Network collisions

bandwidth shared increase—still 1 collision
by 12 hosts domain



Comparatie intre folosirea switch-urilor si a hub-
urilor intr-o retea Ethernet locala.

= Ethernet — Utilizarea switch-urilor

Switch Uses

preppas _ o #FEE

Switch acting as a
bridge between two

shared-media hubs
Two collision domains—one for

each shared media LAN.

3 g
ﬁﬁﬁ

Switch at the
center of a LAN Each computer has its own
collision domain.



Comparatie intre folosirea switch-urilor si a hub-
urilor intr-o retea Ethernet locala.

* Un switch elimina coliziunile, algoritmul “backoff” si
retransmisiile de frame-uri, factorii de baza in existenta

throughput-ului redus in cazul unei retele Ethernet bazate pe
1N hiih

Switches - Selective Forwarding

Flash
A
MAC Y
Add Tabl
ress Table CPU
PORT MAC
1 0A
3 0B << > Memory
6 0C Switching < Buffers
9 0D Logic
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FRAME 1

FRAME 2



Explicarea procesului ARP (Address Resolution

Protocol)

“ Maparile (corespondentele) intre adrese IP si adrese

MAC

The ARP Process—ARP Entry Enables Frame to be Sent

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0D-88-C7-9A-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

=<

285

11 can now send

the frame to
10.10.0.3 with
the MAC
address 00-0d-

10.10.0.254
00-10-7b-e7-fa-ef

FFFF.FFFF.FFFF




Explicarea procesului ARP (Address Resolution

Protocol)

* ARP — Destinatii in afara retelei locale
The ARP Process—ARP Entry Enables Frame to be Sent

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1
10.10.0.254 = 00-10-7b-e7-fa-ef

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4

00-0D-88-C7-9A-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1

00-12-3f-d4-6d-1b

FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

| will forward

' 74N the_packet in
| can now send | this frame
based on a

the frame with
a packet to
172.16.0.10

with the MAC

address 00-10-
Th-e7-fa-ef.

routeinmy ;¢
routing table. =Frf




Explicarea procesului ARP (Address Resolution
Protocol)

= ARP — Inlaturarea maparilor de adrese

The ARP Process - Removing Address Mappings

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1 I
10.10.0.254 = 00-10-7b-e7-fa-ef

10.10.0.1 10.10.0.2 Computer C 10.10.0.4

00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 removed from 00-12-3f-d4-6d-1b

FFFF.FFFF.FFFF FFFF.FFFF.FFFF network. FFFF.FFFF.FFFF
\r S

If C's IP and MAC addresses 10.10.0.254
are not removed from A's ARP 00-10-7b-e7-fa-ef
Cache, A may still try to FFFF.FFFF.FFFF
communicate with C.

Network




Explicarea procesului ARP (Address Resolution
Protocol)

" Broadcast-urile ARP - probleme

ARP Issues:
Broadcasts, overhead on the Media
Security

Shared Media (multiple access)

ARP broadcasts
can flood the local
media.

A false ARP message can provide an incorrect MAC address that will then hijack frames using
that address (called a spoof).

8 6 6 2 46 to 1500 4

Preamble Destination Source Type Data Frame Check
Address Address Sequence



