Nekuyusa 8: 3awmTa KOHEeYHbIX TO4YEeK U
cucTem

Tema: Texwuosiornm 6€30IaACHOCTH 1 3AIMUTA UHPPACTPYKTYPEI
Texunueckuii yuusepcureT MoamoBeL

JlexTop: Maxcum Macrortua

BBegeHue

BnpascrByiiTe. Ceromuss MbI COCPEIOTOUMMCS HA 3AIMUTEe KOHEYHBIX TOUEK U CHCTEM —
TEXHOJIOTUSIX 0e30ITaCHOCTH, KOTOpHhIe 3AIUINAI0T YCTPOMCTBA, HA KOTOPHIX padoTaroT
IOJIb30BATEIN U XPAHATCA MaHHble. VIMEHHO 3mech YacTo pelraeTcs MCXond OOpLOEL,
IOCKOJIBKY KOHEYHBIe TOYKHM — 9TO MeCTO, TJie JIIOOAU B3aUMOJENUCTBYIOT C

TEXHOJIOTUAMM, 1 3TO B3aUMOJIeHICTBUE CO3TaeT KaK BO3MOKHOCTH, TAK 1 PHUCKH.

Paccmorpum cnenyroriee: corstacHo otuéty Ponemon Institute, mcciemoBaTenbckoit
KOMIAHUM B 00acTy MHQOPMAIIMOHHON OesomacHoctH, State of Endpoint Security 3a
2025 rom, 6osee 70% HapylleHHH 0€30HACHOCTH HAYMHAIOTCS HA KOHEUYHBIX TOYKAX.
Byab To cummHrossie mmcbMa, 3arpyska BpemoHocuoro I10, ckoMIpomerupoBaHHBIE
BeO-caiiTel mim 3apaskenHble USB-Hakommresnn — 3JI0YMBINIJIEHHUKA TIOCTOSTHHO
HaIleJIMBAIOTCS HA KOHEUYHBbIe TOYKM KaK Ha MecTo Bxoxa. IlonmyumB 3akpelieHme HaA

KOHEUYHOU TOYKeEe, OHHU IIPOJBUTAI0OTCA I‘JIY6DRG B CeTh.

JlaagmadT 6e30TTacHOCTH KOHEUHBIX TOUEK ITpeTepries KapauHaJIbHble W3MEHEHUSI.
JlBamiiaTe JeT Ha3aJ aHTUBUPYC CUYUTAJICS JOCTATOUYHOM MEpPOM — BBI yCTAHABIWBAJIA
obmapy:xernme BpemomocuHoro IIO Ha ocHOBe cuUTHATYPp W HANESJINCH HA JIyYIIee.
CeromHs MBI CTAJKUBAEMCSI C IIPOABUHYTBIMH TOCTOSHHBIMH yrposamu, wiu APT
(Advanced Persistent Threat), O0ecdaiimoBeiMm BpemormocubiM 110, arakamm c
HUCITOJIF30BAHUEM IITATHBIX CPEJICTB M M3ONIPEHHBIMHU ITPOTPAMMAMM-BBIMOTATEIAMU.
TpamguioHHBIM aHTHUBUPYC COBEPIIEHHO HealeKBATeH IIPOTHB oTUX yrpo3. Hawm
Heo0X0oIMMAa SIIeJIOHUPOBAHHAA 3aIINUTa, BKIYAONAs o0HAPYKeHe U pearupoBaHue
Ha kKoHeuHbIXx Toukax, mwix EDR (Endpoint Detection and Response), xocroBble
cperacTtBa 0e30MACHOCTH, YCUJI€HWE 3allUThl OMepPaIlMOHHOM CHCTEMBI, CTPOTOe
yIpaBjeHne  OOHOBJICHUSAMM, yIIpaBJIeHHE  MOOMJIBHBIMK  YCTPOMCTBAMU U

IIpeaoTrTBpalleHue YTeUK JaHHBIX.

JlaBaiiTe TOPOOHO PACCMOTPUM KAMKIYIO U3 9TUX 00JIaCTed.



YacTb 1: IBonounsa 6e3onacHOCTU KOHEeYHbIX
To4yek

Evolution of Endpoint Security

1980s-2000s 2010s 2015-Present
Traditional Antivirus NGAV (Next-Gen AV) EDR (Detection + Response)
Approach: Adds to signatures: Paradigm shift:
Signature-based detection Behavioral detection Continuous telemetry recording
File scanning at download/access Machine learning models Detect + Investigate + Respond

File hash compared against Analyze behavior: does it encrypt Records all activity: processes,

How it works: How it works: How it works:
database of known malware

files, disable AV, phone home? files, network, registry changes

N — —
"Is this FILE malicious?" "Does this ACT malicious?" “Is this BEHAVIOR malicious?"
Limitations: Improvements: Capabilities:
® Known malware only @ Detects unknown malware @ Real-time threat detection
@ Reactive (postdiscovery) ® ML-based classification @ Forensic investigation
@ Polymomhic malware evades D Mk @® Remote response actions
@® 450K+ new samples/day @ Catches fileless attacks
@ Living-offthe-and attacks
- J O AN J

Key Insight: 70%+ of successful breaches originate at the endpoint (Ponemon 2025)

Filedevel scanning = Behavioral analysis + ML Continuous monitoring + IR = XDR (unified)
Leading owdstrike Falc or Endpoint | SentinelOne | Carbon Sortex XDR

EDR: Cro e Falcon | Microsoft Defender for E B

AV asks: "Is this file bad?" | NGAV asks: "Does this act bad?" | EDR asks: "What is happening everywhere?"
Each generation adds capability -- modern solutions combine prevention (EPP) + detection/response (EDR)

Pucynor 1: Deonouus 3auyumot KoHeuHblx mouek: om anmusupyca kK EDR

[Ipesxae yem TepediTM K COBPEMEHHBIM TEXHOJIOTHUSAM, JaBaiiTe pasdbepeMcs, KaK MBI
OPUILIA K TeKyIIeMy COCTOAHmIo mei. Mceropus 06e30macHOCTH KOHEUHBIX TOUEK

0TpaskaeT dBOJIIIINIO JaHaIadgTa yrpoas.

TpamunoHHBIN aHTHBUPYC IMOABUJICI B KoHie 1980-x r0m0B, OoOHApy:KHBAas
BpemorocHoe [10 ¢ moMoIIbI0 CUTHATYP — YHUKAJBHBIX II0CJIEI0BATEIbHOCTEN 0ANTOB,
WOeHTUQUIINPYOIIUX H3BECTHBIE BpemoHOocHBIe (qaiiianl. Korma BBI sarpy:xaym aii,
AHTUBHPYC CPABHUBAJI €ro CO CBOeM 0a30i MAaHHBIX curHatyp. Ecim curmarypa

COBIIaJgaJia, (banI IImoMeniaJiCd B KapaHTHUH WUJIW YIOaJIAJICAd.

Obuapy:»keHre HA OCHOBE CHUTHATYpP padoTasio JOCTATOYHO XOPOIO, KOT/Ia BPEIOHOCHOE
I[IO 6bLIO0 pegkMM M MEHSJIOCh MeIJIeHHO. Ho 3JI0yMBIIIIEHHHUKN aIalTHPOBAJINCE.
ITomumopduoe Bpenorocuoe 110 maMeHsaeT cBOM KO IIPU KAMKIOM 3apaskeHnM, 00X0Is
cratudeckue curHatypbl. O0bem BpemonocHoro 11O pe3ko Bo3poc — MHPOM3BOAUTEIIH
cpescTB 0e30ITacHOCTH €:KeTHEeBHO OOHApY’KHMBAIOT COTHH THICIY HOBBIX 00pa3IoB

BpemonocHoro 110. Obuapy:xeHre Ha 0OCHOBE CUTHATYP HE MOKET 34 dTHM IIOCIIeBATh.

Awutusupyc mosoro morosenusi, mian NGAV (Next-Generation Antivirus), mobaBmiI
IoBeIeHYecKkoe OOHApy:keHHe M MAaIIUHHOe oOydeHme. BmecTo TOro uroOBI IIPOCTO
WCKATh M3BECTHBLIE BpemoHOCHBIe curHatypbl, NGAV amanmsmpyer moBemeHme —
IBITAeTC JIM 3Ta IIporpaMMa 3airudpoBaTh (paiiibl, OTKIIOUYNATL CPEICTBA 0E30IIaCHOCTHA
WM TOOKJIOUYNTHECSI K M3BECTHBIM BPEIOHOCHBIM cepBepaM? Momgenu MAITHHHOTO
oOyueHmns1, OOydYeHHBIE HA MMIJIJIHOHAX O00pas3iioB, CIIOCOOHBI HIEHTHU(PHUIINPOBATH

BpenonocHoe 110, xoTopoe oHM HUKOrIA paHbIle He BUICJIH.



Ho mame NGAV umeer orpanmuenusi. M3ompeHHble 3JI0YMBIIIIEHHUKN HCIOJIB3YIOT
JIETUTHMHEIE CHCTEMHBIE WHCTPYMEHTHI [JIS [OCTHIKEHUS BPEJOHOCHBIX IejIeil —
TeXHHKa, HasblBaeMas "HCIoJb3oBaHMeM InTaTHBIX cpemerB” (Living off the Land).
PowerShell, WMI u npyrue mHCTPYMEHTHI aIMHUHHACTPHUPOBAHUS MOTYT 3arpys:KaTh KOJI,
OCYIIECTBJISATh MOPU30OHTAJIBHOE IIepeMelleHre W IIPOBOJAUTH dKCRUIHLTPAIIUI0 JAHHBIX
0e3 pasBepThHIBAHUSA Kakoro-ambo sBpemonocHoro II0. Her Bpemomocmoro aiina,

kotopbit NGAV mor 0bI 00HAPYKUATH.

Signature-Based Why Signatures Fail: 5 Bypass Techniques

Detection

Polymorphic Malware Result: Detection Gaps
Changes code/hash with each infection.

Incoming File
Same payload, different signature every time. .
71 Signature DB
/ " always behind attackers
’ Fileless Attacks

Compare to Signature DB v No malware file on disk to scan. .
/ > Malicious code lives only in memory. Known threats: (D
k-~
N - Unknown threats: ([IIIES
~ Living-off-the-Land
‘n ° Uses legitimate tools: PowerShell, WMI. X Polymorphic variants
No malicious binary to flag. X Fileless attacks
X LOLBins abuse
I'~o Zero-Day Exploits X Zero-day exploits
LI S i X New daily samples
A Unknown vulnerability, no patch exists. ly P

Only detects KNOWN

threats with existing N
signatures in the DB .
Reactive, not proactive N Sheer Volume Need: Behavioral Analysis
q 450,000+ new malware samples per day. + EDR Solutions

Impossible to create signatures fast enough.

No signature has been created yet.

Signature detection alone catches less than 50% of modern threats

Source: AV-TEST Instit

ite registers 450,000+ new malware and PUA daily

Solution: Behavioral Analysis + EDR
Detect BEHAVIOR, not just signatures

Pucynox 2: Ilouemy cuenamyproe 00Hapys’ceHue He CRPABJIACMCs C CO8PEMEHHbLMU YePO3AMU

Nmenno 3/1eChb Ha CIIEHY BBIXOJIUT O6Hapy9ReHI/Ie 1 pearupoBaHHEe Ha KOHEYHBIX TOYKaX.

YacTtb 2: O6Hapy>XeHue n pearmpoBaHue Ha
KOHe4HbIX Toykax (EDR)

Ob6uapy:xeune m pearupoBanme Ha KoHeuHbIX Toukax (EDR) mpenmcrasaser coboit
COBPEMEHHBIN ypPOBEeHBb pPa3BUTHUA 0e30IIacHOCTH KOHEUYHHIX Touek. KDR BeixommT 3a
paMKH TIpedoTBpAaIleHus, IPeJoCTaABIAS BO3MOKHOCTA OOHAPYIKEHUS, PACCIeTOBAHMS

U pearupoBaHUS.



OcHoBHble Bo3moxHoctu EDR

EDR Telemetry Collection

Processes File Operations Network
Parent-child relationships Create, modify, delete, rename Outbound connections
explorer.exe File hash computation DNS queries, IP destinations
> cmd.exe -> powershell.exe Executable drops detection Ports, protocols, data volume

Process creation, termination

Registry Endpoint User Activity

Key modifications Logins, logoffs
Autorun entries EDRAgent Privilege escalation
Senvice registration Monitoring Account changes

Scripts Memory
PowerShell commands Process injection
WMI queries APl hooking

VBScript, JavaScript execution Shellcode detection

Continuous st'nmg telemetry

EDR Cloud Platform

Pucynor 3: Tenemempus EDR: nenpepbignwiii cOop OQHHBLX C KOHEUHbIX MOYeK

HenpepriBupii MmoHmTOPpHMHr u 3anuch — aredTsl EDR  cobuparor o0mupHyo
TeJIEMeTPUI0 C KOHEUHBIX TOYEK, BKJIIOYAS BBIIIOJHEHHE IIPOIeCCOB, (paiiIoBbie
oIlepaIliy, CeTeBble COeIMHEHMsI, N3MEeHEeHHs peecTpa M MHOroe Apyroe. JTH JaHHBIE
mepeqarnTCs Ha IEHTPAJIbHY0 ILIAT(OPMY M COXPAHSIIOTCA IJId aHAJIH3a. B orsmune or
TPAAUITMOHHOTO AHTHBUPYCA, KOTOPHIM IIpoBepseT (aiiabl TOJBKO B OIIpeaesIeHHbIe
momenTsl, EDR Habrogaer 3a BceM IIOCTOSIHHO.

EDR Detection Methods

Behavioral Analysis Machine Learning MITRE ATT&CK Mapping

Suspicious Process Tree Tactic Columns

Training Input
outlook.exe Email app TR S Execution Pe ce
D
cmd.exe [ SZ::H"S ] [ Benign files ] [ Malware files ] Evasion Ac
17 v Lateral ion nd
Movement &Control
Downloads

powershell.exe

ion

pebited) ML Model
Feature extraction (RIS
injectexe RS Pz G T1050.001  PowerShell
v ST L J Tactic: Execution
P——— T1003.001  LSASS Memory
[ svchostexe * | (=) Classification [ L4 Tactic: Credential Access J
process New unknown file analyzed
@ 71055 Process Injection
Attack Indicators Tactic: Defense Evasion
© Unusual parentchild BENIGN MALICIOUS @ T1021:002  SMB/Admin Shares
process relationships Score: 0.12 Score: 0.97 Tactic: Lateral Movement
© Credential access T1562.001  Disable Security
tte LSASS Tactic: Defense Evasion
pattems ( ) Advantages

® Lateral movement

GBS ® Detects unknown (zero-day)

malware variants
® Unusual network ® Maps alerts to known

connections (C2) ° I;?E:iig:%:mzc adversary techniques

Benefits

© Attempts to disable
security tools

® Provides attack context

@ Catches fileless attacks : <
and severity ranking

by behavior pattems

® Enables gap analysis

@ Continuously improves AT e

with new training data
© Common language for
security teams

Pucynorx 4: Memoowt o6rnapyxcernus EDR: nogedenueckuli anaius u GHAJIUMUKA YepPO3



OGHapy:xeHne yrpo3 C HCIOJb30BAHHWEM IIOBEIEeHUYECKOTO aHajm3a W MAIIUHHOTO
o0yuenns — mratdopmel EDR amamusupyior coOpaHHy0 TeJIeMeTPHIO IJIsI BhISIBJICHIS
BpemoHOoCHOM akTuBHOCTH. OHM HINYT MHAUKATOPHI aTAK: IONO3PUTEIbHELIC OTHOIICHMS
"POOUTEIbCKUM-TOUePHUM" MeMKIy IIpolleccaMy, HeOOBIYHBIE CeTeBBhIe COeIUHEHMI,
TIOTIBITKY OTKJIIOYUTH CPEICTBA 0€30ITaCHOCTH, IATTEPHBI JOCTYHA K YIETHBIM JAHHBIM 1
COTHM IPYTMX CUTHAJIOB. Ilpm o0HapyskeHME BPEJOHOCHOIO IIOBEICHHS TeHEePHUPYeTCs

OIIOBEIIlEHUE.

ALERT TRIGGERED

Triggere

1
ATTACK GHAIN' FROCESS TREE
1

outlook.exe invoice_q4.docx cmd.exe
09:14:22 PID 2184 09:15:03 Macro enabled 09:15:04 PID 5720

SHA256: 7a3f..co1d

INVESTIGATION
TOOLS

Timeline View

Process Tree
powershell.exe
09:15:05 PID 8832
-enc [Base64 payload]

File Forensics

Network History IEX(New-Object Net.WebClient)

Registry Analysis

File Operations
credentials.db accessed

update_svc.exe
09:15:12 PID 3344
Dropped to %TEMP%

<
<

Cross-Endpoint

10C Search

svchost.exe C2 Connection
Lateral Movement )
SMB to 10.0.1.42 09:15:15 PID 1024 185.47 xx.xx:443
09:15:18 HTTPS beacon

Process injection detected

COLOR KEY
Normal process Registry: Run key added

Suspicious HKCU\...\Run\UpdateSvc
Malicious

Injection/Lateral

HISTORICAL THREAT HUNTING

Search past telemetry across all endpoints: 30-90 day retention | IOC sweeps | Retroactive detection

Pucynor 5: Paccnedosarue EDR: ananius nep8onpuvut u 60CCMAHO8JIeHUE XPOHOTI02ULL

BosmoskHOCTH pacciemoBaHuMsa — Korjga cpabaThIBaeT OIIOBEIeHWe, AaHaJIUTUKAM
0e30I1acHOCTH He00XOOUMO IIOHATH, uTo mpomsonnio. Ilmardopmer EDR obecreunBaror
BUIMMOCTh TIOJTHOM  IIEHOYKH COOBITHHM, IIPEIIeCTBOBABINNX OIIOBEIIEHUI U
mmocJIeIoBaBIUX 3a HUM. Hawkoil mporecc mopomma karoii? K wkawkum datimam ObLI
moaydeH moctyn? Kakwme cereBble coemuHeHHs OBLIM YCTAHOBJIEHBI? OTOT KOHTEKCT
TI03BOJISIET AHAJIUTUKAM OITPEJIeJIUTh, IIPEJICTABJISET JIU OIIOBEIeHIEe PeaTbHY0 yIpo3y,

U IIOHATH ee MacIITa0.



Remote execution from anywhere

1. Isolate 2. Kill Process
Cut network access, Teminate malicious
keep EDR link active process tree

3. Quarantine File ! COMPROMISED 4.Remediate

Move to secure ENDPOINT Registry

vault Undo persistence keys

Threat Detected

5. Collect Forensics 7. Run Playbook 6. Remote Shell

Memory dump, Manual investigation
5 ry‘ 3 Automated response 9
disk artifacts ecquence access

AUTOMATED vs MANUAL RESPONSE

Automated (Playbooks) Manual (Analyst-driven)
Seconds to respond | Consistent results Minutes to hours | Flexible, adaptive

Pucyrnor 6: Ieticmsus peacuposarus EDR: 603m0cHOCMU US0JIAUUL U YCMPAHEHUS

JetictBuss 1o pearmpoBanmio — EDR mosBossger crmemnmanmcraM II0 pearupoBAHUIO
IpeaIpUHUMATh HeMeIJeHHble IeHCTBUA: H30JUPOBATh KOHEUYHYI0 TOYKY OT CeTH,
3aBepIINTh BPEIOHOCHBIE IIPOIECCHI, VIAJUTHL BpPeNOHOCHBIe Qaiiiabl, codpaTh
KPUMHUHAJIACTUYECKNEe apTredakThl ¥ MHOTOe Jpyroe. ITH JeWCTBUS  MOTYT
BBIIIOJIHATBLCSA ~ yOAJIEHHO, obeclieurBas OBICTPOE pearupoBaHME HE3aBHCHUMO OT

MECTOHAXO0KIeHUI KOHEUHOM TOUKH.

EDR B cpaBHeHUM ¢ TPpagNLUNOHHbIM aHTUBUPYCOM

EDR vs Traditional Antivirus

"Is this FILE malicious?" "Is this BEHAVIOR malicious?"
Traditional Antivirus “
Prevention Prevention
Yes Yes
Detection Detection
X +

Signature-based Behavior-based

Investigation Investigation

Limited X Rich toolset *
Response Response +
Quarantine only X Isolate /Kill / Remediate

Visibility Visibility .
Files only X All activity

Threat Hunting Threat Hunting N
No X Yes

PowerShell Attack Scenario: Living Off the Land

powershell.exe --> Downloads payload --> Injects code into memory -->Accesses credentials (LSASS)
N NN

Traditional AV Response EDR Response
powershell.exe is signed by Microsoft Behavioral chain: download + inject + cred access
PASS - No detection BLOCKED - Threat detected

AV: File-level check (pass/fail)
EDR: Activity-level monitoring (full attack chain visibility)

Pucynor 7: EDR u mpaouluoHHbLl GHMUBUPYC. CPABHEHUE 803MONCHOCM L]



Pasinuume mesxny EDR u TpaguiiioHHBEIM aHTUBHUPYCOM HPUHIIAIIAAIBHO. AHTHBHUPYC
3amaer Bompoc: "fBisgerca s ator dain BpemomocuepiM?' EDR 3amaer Bompoc:
"ABnstercst tu 9TO TIOBEeHME BpemoHOCHBIM?" AHTUBHpPYC paboTaeT HA ypoBHE (PAIIOB;

EDR pa6otaer Ha ypoBHE aKTHUBHOCTI.

Paccmorpum  ataxy Ha ocHoBe PowerShell. TpaguiimouHbIEi aHTUBUPYC MOKET
mpoBepuTh powershell.exe u MpU3HATL €ro JETUTUMHBIM (IIOTOMY YTO TaK U €CTh).
Arara npomomkaercs. EDR mabmiomaer, xax PowerShell sarpy:xaer pammbie c
nomospurenabuoro URL, kax oty maHHbBIe BHEAPAIOT KO B APYTOM IIPOIlECC, M KAK 3TOT
IIPOIlecC IIBITAETCS IIOJIYYUTH JOCTYII K YYeTHBIM JaHHBIM. BpemgoHocHoro daiiia He

CyIIeCTByeT, HO BpeJOHOCHOE IIOBEIEHIEe 06Hapy>ReHo 1 OCTaHOBJIEHO.

EDR Taxse maér mMCTOPMUECKYI0 BHOUMOCTL. KcC/IM BB 00HAPY:KHTE KOMIIPOMETALIMIO
CeroIHsI, BBl MOMKETe BBIIIOJIHUTE IToMCK 110 TeaemeTpur EDR, uToObBI IOHATE, KOTma oHA
HayaJlach ¥ YTO IIPOM3OLLIO. TpPaguIlMOHHBIA AHTHUBHPYC HE IIPEIOCTABIISAET TAKOMN

BO3MOXKHOCTH.

Bepnywue pewenus EDR

Prinox EDR smaunrenbro cospesn. K Benymmm mponsBoguTeIsIM OTHOCSITCS

CrowdStrike, paspaborumk perreHuit KmOepbesomacuoctu, Falcon — obmauynas
mwiaTgopMa, M3BECTHAS CBOMM JIETKOBECHBIM AT€HTOM M MOIIHBIMHM BO3MOYKHOCTSIMK
oouapy:xenus. CrowdStrike mepBoil BHeapuiIa KOHIEIIINIO "IIpeairoarai Hapyuesmne"

U TIpeJijIaraeT OOIIUPHYIO MHTETPAIINIO C aHAJIMTUKON YyIPo3.

Microsoft Defender for Endpoint — wmaTerpupoBamusiii ¢ Windows u 0ojiee mHpOKO
orocucremoit OesomacumocTtr Microsoft. OcobenHo addexTrBeH I OpPraHm3aIINid,

AKTHUBHO KCIIOJIL3YIONX TexHooruu Microsoft.

Kommanms SentinelOne, paspa®oTumk pernreHnii 0e30IIACHOCTH KOHEYHBIX TOYEK,
M3BECTHA BO3MOMKHOCTAMI AaBTOHOMHOI'O PEarupoOBAHMS, CIIOCOOHBIMU CIOEPsKUBATH

yYIpo3bl 0e3 BMeIIaTeIbCTBA YeJI0BeKA.

[Lrardopma Carbon Black (mmogpasmenenne VMware) appeKTHBHA B KOPIIOPATUBHBIX
cpemax Osaromapss OOIMHMPHOMY XPAHEHHWI0 HMCTOPUYECKUX JTaHHBIX W BO3MOKHOCTSIM

IIPOAKTHUBHOI'O IIOMCKA yI'poa.

Palo Alto Networks Cortex XDR — BBIXOZHT 3a paMKH KOHEUYHBIX TOYEK, HHTErPUPYSI

ceTeBbIE U 00JIAUHBIE JAaHHBIE B €IUHYIO I1J1aTGOPMY 00HAPYKEHU.

AcnekTbl pa3sepTtbiBaHus EDR

PasseproiBanne EDR Tpebyer TimarenbHOro IJIAHUPOBAHHS. ATEHT OJIKEH OBITH
YCTAHOBJIEH HAa BCEeX KOHEUYHBIX TOUKAX — HOYTOyKAaX, HACTOJLHBEIX KOMIILIOTEpPAaX,
cepBepax. HemosHoe — pas3BepThIBAHWE  CO37IaeT  CJIEIble  30HBI,  KOTOpPBIE

3JIOYMBIIIIJIEHHUKY HAUAYT ¥ MCHOJIB3YIOT.



EDR remepupyer 3HaumTesibHBIE O00BEeMBI JAHHBIX. Heob0xomumo IIJIAHUPOBATH
TpebOBAHUA K XPAHEHHIO M IIPOIIYyCKHOHN cmocobHocTr cetu. Obsaunnie pemenns EDR

PeIIaT JTOT BOIIPOC ABTOMATHYECKM; JIOKAJBHEIE PEIleHHs TPeOYyIOT MHBECTUIINH B
HHPPACTPYKTYPY.

O0beM ormoBelieHUH MOKeT ObITh upeamepHbIM. llaatdopmer EDR o6mapy:xuBaioT
OoJTbIIIe, YeM TPAJUITMOHHBIN aHTUBUPYC, BKIIOYAI MHOKECTBO 0€300UIHBIX JEeHCTBUI,
KOTOpBIE BBITJIAIAT TOJ03pUTENbHO. HacTpolika ¥ TpPUOPUTHU3AIINS OIOBEIEeHUH

HeO00XOIUMBI, YTOOBI He IIePerpyskaTh KOMAaHIbI 0€30IIaCHOCTH.

EDR TpebOyer KBamuUIIMPOBAHHBIX AHAJUTHKOB JJISA peaiM3allié CBOETrO ITOJIHOTO
norentmasia. Ilmatdopma mpemocTaBiasgeT BUAUMOCTD W WHCTPYMEHTHI, HO WMEHHO
JIIOMU JOJKHBI PaccyieIoBaTh OIOBENIEHUS, ITPOBOIUTEH ITPOAKTUBHBIN ITOUCK YTPO3 U
MIPUHUMATH peIleHus o pearupoBaHuu. KoMaHIBl ¢ HeEJOCTATOYHBIM IIITATOM MOTYT

oboparrarecsa ¢ EDR kax ¢ moporum aHTUBHPYCOM, YIIyCKas €TI0 MCTHHHEIM IIOTEHITHAJI.

Yactb 3: XocToBble cpeacrea 6e30nacHOCTU

ITomumo EDR, wMHOroumciaeHHBIe XOCTOBBIE CpeICTBA 0OE30IIACHOCTH  3AIlUIINAI0T

KOHEYHBbIEC TOYKM.

XocToBble MeXceTeBble JKPaHbI

Host-Based Firewall Architecture

Office Network
(Trusted)

Public Wi-Fi
(Untrusted)

Home Network
(Semi-Trusted)

No network firewall
Host firewall is critical

Consumer router firewall
often with default config

Corporate firewall present
but may be misconfigured

\

Host-Based Firewall (Shield)
Legend

INBOUND OUTBOUND

—P Allowed
——
HTTPS (443) DNS (53) — X Blocked
EE—
VPN (1194) Endpoint HTTPS (443 ====- Network
Host OS

— —X
Telnet (23) IRC (6667) Defense in Depth

L] Even if network

Micro-segmentation: Per-host rule enforcement

firewall fails, host
firewall protects

mplemetS

Windows Firewall

- Windows Defender Firewall
- Group Policy managed

- Domain/Private/Public
network profiles
-Inbound/Outbound rules

- IPsec integration

implements

macOS App Firewall

- Application-level control
- Per-app allow/block

- Stealth mode available
- pf (packet filter) for
advanced rules

- MDM profile support

Mplemep, ts

Linux iptables/nftables

- Kemel-level filtering

- Chain-based rles

- INPUT/OUTPUT/FORWARD
-nftables: modem successor
- firewalld / ufw frontends

- Stateful inspection

Pucyrnox 8: Mesccemesoil skpar Ha xocme: KOHMPOJIb cemeso2o 00Cmyna no NPUIOHCCHUAM

HaDKL[aH COBpEMEHHAad orlepalimoHHad CucCTeMa BRJIIOYaeT MesKCceTeBOM JKPaH. Windows

Firewall, wmesxcereBoit osxpam mnpmaoxkenuii macOS wu iptables/nftables B Linux



KOHTPOJIHUPYIOT ceTeBOU Tpa(bI/IR Ha KOHEYHOM TOUYKe. OTH MejKceTeBhIe IKPAaHBI JOJIAHBI

OBITH BKJIIOUEHBI 1 HaCTPOEHBI HA 6JIORI/IpOBRy HEHYMHHBIX BXOJANITNX COGL[HHGHHﬁ.

Xo0CTOBBIE MEKCETEBbIE IKPAHBI 00€CTIEYNBAIOT AIIEJIOHUPOBAHHYIO 3amuTy. Jlaske ecian
ceTeBbIe MeKCeTeBbIe JKPAHbl HENPABWJILHO HACTPOEHBI WU OOOUIEHBI, XOCTOBBIE
MesKCeTeBbIe OKPaHbl 00eCIIeunBaIOT JOIOJHUTEILHBIN yPoBeHb 3amuTel. OHU 0COOEHHO

BaXHBI OJIA MOOMJIIBHBIX y(}TpOﬁCTB, IIOOKJIIOYAKIINXCA K HEHAAECKHBIM CETAM.

Pacmmpennsie koH@uUrypamum MOTyT pean3oBATh MHKPOCETMEHTAIIMI0O HA YPOBHE
koHeunoi Touku. Hampumep, Windows Firewall ¢ pacmmpenHoi 6e30macHOCTBI0O MOMKET
OrPaHUYHMBATEL COEJUHEHUS HA OCHOBE II0JIb30BATEJIS, IIPUJIOMKEHUS W HAIpaBJIEHUI,

co3maBad I'paHYJIAPHBIE CeTeBbIe KOHTPOJIM.

KOHTpONb Npuno)XxeHun

Application Control: Blocklist vs Allowlist

BLOCKLIST (Traditional AV) ALLOWLIST (Application Control)
Approach: Block known bad, allow everything else Approach: Allow known good, block everything else
ALLOWED (all unknown) Blocked Approved BLOCKED (all unknown)
- Unknown malware passes through - Unknown malware blocked by default

- Zero-day attacks succeed - Zero-day attacks blocked
- Reactive: always catching up - Proactive: deny by default

Endpoint with Application Control Enabled

PR )
wordexaLLowen | @ 0[ unknown.exe BLOCKED ]
chromeatcowed @) on Mavwisowiist o[ malware.exe BLOCKED]
outlook AKEOWED ° °[ unapproved_toolBx®CKED ]

.

J

Tools: AppLocker Carbon Black App Control Best for:
Kiosks, POS, servers, critical systems
Higftlly i i j i and

Pucynor 9: Konmposiv npusiosxcernuil: noo0xo0bt HQ 0CHO8e Oesiblx U YEPHBLX CRUCKO8

Kourpoms mpumoskeHmii, Takske HAa3BIBAEMBIM O€JBIM CIMCKOM IIPMJIOMKEHIIM,
IpegoTBpalllaeT BBIIOJHEHNE HEeaBTOPU30BAHHBIX IIPUJIOMKEHUH. BMecTo MOIBITOK
uneaTudUIpoBaTh BpemorocuHoe 110 (3aBeqoMo MPOUTPHIIITHAA CTPATETHs), KOHTPOJIb
IPUIIOKEHUH OIIpeiesisfgeT, KaKoe IIporpaMMHEoe o0ecIIieveHne pas3perneto, 1 0JIOKUPyeT

BCe OoCTaJIbHOe.

OTOT IOAX0/T BBICOKOa((eKTnBeH mpoTuB BpegornocHoro 110. Eciim MoryT BEIIOIHATHCS
TOJIBKO OJIOOpeHHBbIe IIPHUJIOMKEeHHs, BpemoHocHoe IIO He cMoOKeT 3amyCTHUTHCS, Iaske
eC/IM OHO JOCTUTHET KOHeuHOM Toukr. OIHAKO KOHTPOJL IIPUJIOKEHWN CJIOMKEH B
peanmuaamuu. HeoOxogmmo  IIPOBECTHM  MHBEHTAPHM3AIMI0  BCEX  JIETUTHMHBIX
IIPUJIOYKEHUM, MOLIeP:KUBATh AKTYaJbHOCTH OEJIOr0 CIMCKa II0 Mepe OOHOBJICHMHS
mporpaMM ® 00pabaTeiBaTh HCKJIIOYHTEJbHBIE CJIy4ad, KOIJIa II0JIb30BATEJISIM

TPeOYIOTCS TTPOTPAMMBI, OTCYTCTBYIOIITHE B CITHCKE.



Microsoft AppLocker 1 Windows Defender Application Control (WDAC) obecneunsaror
KOHTPOJIb IMpuioskeHu 11t Windows. macOS BrJIIOUaeT aHAJOTHYHBIE BO3MOYKHOCTH
uyepes Gatekeeper m mpodummam MDM (Mobile Device Management, ympasienme
MOOHIBHBIMHE ycTpoiicTtBamu). Hopropatususie pemrenns, Takue kak Carbon Black App

Control, obecmeunBaioOT IEeHTPATHU30BAHHOE YIIPABJIEHIE.

KouTposs  mpuioskenumit  Hambosiee  IPaKTHYeH 1T KOHEUYHBIX  TOYEK  C
burcupoBanubivMu  QyarIuaMu (kuocku, POS-tepmuuanbr (Point of Sale, Toura
nopojasky)), rme Habop mporpaMMm crabmieH. Jliaag paboumx craHmmii  o0Imero

Ha3HAYEeHUA MOXKET HOTpGGOBaTBCH OoJiee THOKMI IIOXO/T.

ynpaBneﬂme npusuinernsasmMmn KOHe4HbIX ToO4eK

Endpoint Privilege Management (EPM)
——=mmmme- BEFOREEPM --------- —=mmmmme- AFTEREPM ~ --------- \

'
1 1
1 1
H User  STANDARD i
1

| 1
1 1
1 1
: Opens phishing email Opens phishing email :
1

H 1
1 1
: Malware runs as ADMIN Malware runs as STANDARD :
1

H 1
1 1
1 1
1 1
1 1
| 1
1 1
1 1
| 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
\ ]

Full System Compromise Limited Impact
* Installs rootkit * Cannot install software
* Disables antivirus * Cannot disable AV
*Cannot access system files

* Cannot modify registry

*Accesses all fles
* Creates backdoors

COMPROMISED CONTAINED

| S

Controlled Elevation Flow

Userneeds EPM policy P Elevate for L e Vendors / Solutions
admin task check B - specific app only ©g action CyberArk, BeyondTrust

Delinea, MS LAPS
Denied: stays standard

Principle of Least Privilege

Users operate with standard (non-admin) accounts for daily tasks.
Elevation is granted per-application, not per-user. Every elevation is logged and auditable.

Result: Malware impact is contained, attack surface is reduced, compliance is improved.

Pucynox 10: ¥Ynpasnenue npusuniecusmu KOHeUHbLX MOUEK: NPUMeHeHUe NPUHUUNA

MUHUMQAJIDHDLX NPUB uJsieauli

Vupasienne mnpuBwieruavu koHeuHbx Touek, wmau EPM (Endpoint Privilege
Management), KOHTPOJIMPYET aJIMUHUCTPATHBHBIE ITIPUBUJIETHH HA KOHEUHBIX TOYKAX.
BospiuaceTBy 1osib3oBaTesiell He HYsKHBI IIpaBa aJIMUHHCTPATOPA JIJIs IT0BCEIHEBHOM
paboThI, OJHAKO MHOTHE OpPraHW3allMyd IPeJOCTABJAT JIOKAJbHBIE IIpaBa
aIMUHHUCTPATOPA II0 YMOJYAHHWIO, TOCKOJBKY 9TO TMpOIe, UYeM YIIPaBJIATH

HNCKJIIOUEHUAMMU.

Pabora c IIpaBaMu aAMHHHCTPpATOpa CYIIECTBEHHO YBEJINMYHNBAET PIHCK. Bpe,IIOHOCHaH
IIporpamMmma, BBIIIOJIHAKOIIAACA C IIpaBaMK aIMHHHCTpaATOpa, MOKET YCTaHaBJIMBATDHL
PYTKHUTHI, OTRJIIOYATh CpeacTBa 0e30I1acHOCTH U IIoJiydaThb OOCTYII K JII0OBIM JAaHHBIM B
cucreme. Ta sxe BpeIoHOCHAadA IIporpamMma, BBIIIOTHAIIAACA OT MMEHHN CTaHIapTHOI'O

II0JIb30BaTeJIA, ropa3go bostee OorpaHnveHa B CBOHUX BO3MOKHOCTAX.



Pemenna EPM mo3BosissioT moib3oBaTessIM paboTaTh KaK CTAHJAPTHEIE II0JIL30BATEIIH,
obecrmeumBasg IIPU 9TOM KOHTPOJHPYEMOE MOBBIIIEHNE IIPUBMIJICTHHA IJI KOHKPETHBIX
3amau. Korma mosbsoBaTeno HEOOXOOMMO YCTAHOBUTL IMIPOTPAMMY WM BHECTH
M3MEHEHHUS B CHCTEMY, OH MOJKET 3aIIPOCUTh IIOBBIIIEHNE IPUBHUJIETHHA. 3aIpoc MOMKET
OBITH aBTOMATHYECKH OI00OpeH (IJIs1 M3BECTHBIX 0e30MAacHBIX ollepalluii), TpeboBaTh

0400peHMs WJIK OBITH OTKJIOHEH B COOTBETCTBHU C IIOJIUTHUKOM.

K segymmm mpomssommrenssm EPM ormocstea CyberArk, BeyondTrust m Delinea,
IIPOM3BOJUTEIN PEIIeHUN YIPaBJIEHUSA IIPUBUJIEIHPOBAHHBIM IOCTYIIOM. PeleHne
Microsoft LAPS (Local Administrator Password Solution, pemienne njisa yopasileHHs
IaPOJISIMH JIOKAJIBHOI'0 aIMHHUICTPATOPA) PelllaeT YacTh IIPO0JIeMBI IIyTeM YIIPABJICHUS

IIapoJIAMH JIOKAJIBHBIX aIMUHUCTPATOPOB.

Be3onacHasa KoH(purypauyus

Besomacuass womdurypaiusa obecriednBaeT pas3BepTHIBAHWE KOHEYHBIX TOYEK C
HACTPOMKAMHU, COOTBETCTBYIOIIMMH TpeboBaHuUAM Oe3omacHoctu. Houduryparmu 1o
YMOJIYAHUI0 YaCTO OTHAIT IIPUOPUTET YA00CTBY, a He 0e30ITaCHOCTH — BKJIIOYEHBI
HEHY’KHBIE CJIysKOBI, paspereHsl Hebe30ImacHble ITPOTOKOJIBI, JIOIMyCKaeTcs cjabast

ayTeHTUPURATTHA.

CraumapTel 6€30IIACHOCTH OT TAKMX opraHmaanuii, kak LleHTp mHTEepHET-0€30IaCcHOCTH,
min CIS (Center for Internet Security), mmpemocTaBasiOT PYyKOBOICTBA II0 0e30IIaCHOM
rouduryparuu. Crammaprer xkouduryparuu CIS cyrmiecrByior nias Windows, macOS,
Linux m MHOrMX Apyrux MmiIaTgopM, MPemoCTABJIAS KOHKPETHBIE HACTPOMKM M HUX

000CHOBAHME C TOUKHU 3PEHNS 0€30IACHOCTH.

WncTpymMeHTHl yupasieHus KoH@urypaimei, takme kax Microsoft Intune, JAMEF,
Ansible u Puppet, moryT obecmeunBaTh IpuUMeHeHHEe 0e30ITaCHBIX KOH(PUTYpaIluil B
Macimrabe. PeryispHble aymauThl IIOATBEP:KIANOT, UYTO KOH(PUTYPAIIUH OCTAITCS
COOTBETCTBYIOIIIUMU  TpPeOOBaHUSAM, ¥  OOHAPYKMBAIOT  HECAHKIIMOHUPOBAHHBIE

HN3MEHEHUA.



Yactb 4: YcuneHue 3awmTbl onepauuoHHOMN
CUCTEMbI

OS Hardening: From Default to Secure

s 2 r N\ r N\
Default OS Install Hardening Steps Hardened OS
*Port 21 (FTP) OPEN Remove unnecessary software [ * Minimal services
* Port 23 (Telnet) OPEN Uninstall bloatware, dev tools, unused apps * Only needed ports

* Firewall enabled
*DEP +ASLR on
* Secure Boot active

Enable security controls + * Standard t
Firewall, DEP, ASLR, Secure Boot, CFG +] — ‘AUZ'; Iiégi:sge;:“

* Port 135 (RPC) OPEN
* Port 445 (SMB) OPEN
* Port 3389 (RDP) OPEN

* Bloatware installed
* Firewall disabled

Close unused ports and protocols [
Disable FTP, Telnet, RDP, SMB if not needed

.*emng

. Apply secure configuration [+] * No guest account
DEP off CIS Benchmarks, GPO, least priviege * Patched and updated

* Guest account on

* No Secure Boot Remove/Disable (steps 1-2) + Enable/Configure (steps 3-4)

Racnulevidetault =Minimized, Controlled Attack Surface

LARGE ATTACK SURFACE MINIMAL ATTACK SURFACE
. . J

Hardening Guidance Sources

CIS Benchmarks NIST SP 800-123 Vendor Security Guides

* Free, community-developed * Guide to General Server * Microsoft Security Baselines

* 0S-specific (Windows, Linux, Security (via Security Compliance
macOS, cloud platforms) * Federal standard, widely Toolkit)

*Level 1 (practical) and adopted in industry * Red Hat Security Guide
Level 2 (high security) * Covers planning through *Apple Platform Security

i lifecycle

Default installations prioritize usability over security.
Hardening aligns the OS configuration with the principle of least functionality.

Pucynok 11: Vkpennernue onepayuorHOl cucmembl.: COKPAU,eHUEe NOBEPXHOCMU AMAKU

Ycunenue 3aIllTThI OHepaHI/IOHHOfI CHCTEeMBbI COKpamniaeT IIOBEPXHOCTh aTaKH IIyTeM

OTKJIIOYEHUST HeHYKHBIX DYHKIIUH U BKJIIOYEHUS CPEICTB 0e30IIacHOCTH.

CokpalleHne noBepxHOCTU aTaku

Attack Surface Reduction

r a e
BEFORE ASR AFTER ASR
Endpoint - Many Exposed Entry Points Endpoint - Minimal Attack Surface

RDP (3389) WinRM (5985)

Essential Business Apps

HTTP Server (80) Telnet (23)

Primary Browser (patched)

OS Core Services Only

Unused Browsers

FTP (21)

Dev Tools
Bloatware Pre-installed Apps

NetBIOS (137-139)

SNMP (161)

12 exposed entry points

3 essential services remain

Disable Services Remove Software Close Ports
- Remote Desktop (RDP) - Pre-installed apps - TCP 23 (Telnet)
- Windows Remote Mgmt - Unused browsers -TCP21 (FTP)
- Built-in web servers - Dev tools (non-dev PCs) - TCP 3389 (RDP)
- Telnet service - Unused media players - TCP 445 (SMB)
- NetBIOS over TCP/IP - Trial software - UDP 137-139 (NetBIOS)
- SNMP service - Legacy applications - UDP 161 (SNMP)
- FTP server - TCP 5985 (WinRM)

Pucyrnor 12: Coxpauwierue nogepxHocmu amaxu: 0OMKA0UeHUEe HeHYHCHOIX PYHRKUUL U CLYHCO



Coxpamenue nosepxaocTu araku, mwin ASR (Attack Surface Reduction), orpanunuuBaer
CITOCOOBI, KOTOPBIMU 3JIOYMBIIIJIEHHAKN MOTYT CKOMIIPOMETHPOBATEH cucTeMbl. Kasmmas
BKJIIOUEHHAA CJIy:k0a, YCTAHOBJIEHHOE IIPHUJIOMKEHME W OTKPBITBIA IOPT — JTO

HOTEeHITHAJILHBINA BEKTOp aTaku. VX cokpallieHne CHUKAET PUCK.

OTk/II04eHe HEHY KHBIX CIIY:K0 — CTaHJapTHBIE YCTAHOBKU OIIEPAIIMOHHBIX CHCTEM
BKJIIOYAIOT CJIYsKOBI, KOTOPBIE OOJIBITHMHCTBY II0JIb30BATEJIEH HUKOTA He IT0HAI00ITCS.
Vnameunsrit pabouwmit cros, yrajieHHoe yipaBiienume Windows, BCTpOeHHBIE BeO-
cepBepsl U JAPYTHe CIy:KObI CO3Jai0T MOBEPXHOCTh aTaku. OTKJII0OUalTe TO, YTO BAM He

HYKHO.

VianeHne HeEHYKHBIX IIPOTPpaMM — IIPeIyCTAHOBJIEHHBIE IIPHJIOMKEHHNS, IIJIATHEHBI
Opaysepa u Apyrue IIporpaMMbl HAKAILINBAIOTCA CO BpeMeHeM. Kasxmoe mmpumosxenme —
9TO MOTEHIIMAJIbHAsA MOBEPXHOCTh aTaku. [IpoBoguTe ayauT yCTaHOBICHHBIX IIPOrPAMM

¥ yoaJasiTe To, 4YTo He TpedyeTres.

BaRpBITI/Ie HEHYKHBIX IIOPTOB — CeTeBbI€ IIOPTHI JOJIXKHBI OBITH OTKPBITBI TOJIBKO IIPH
HeO6XO,ILI/IMOCTI/I. PeI‘y.TIHpHOG CKaHHPOBAaHMNE IIOPTOB BBIABJIAET HEOKHUIAHHO OTKPBITHIE

IIOPTHI, KOTOPHBIE CjaeayeT 3aKPbITh.

Windows BrJIIOUaeT TpaBHWJIa COKpAIIEHUS TMOBEPXHOCTH ATAKH, KOTOPBHIE OJIOKHUPYIOT
KOHKpEeTHBIe TeXHUKHU, MCIOJIb3yeMble BPEIOHOCHBIMH ITPOTPAMMAMU U IKCILJIONTAMU.
OTu mpaBWia MOTYT OJIOKMPOBATH CO3JIaHUE JOYEPHUX IIPOIECCOB MPUIOKEHUIMU
Office, mpemoTBpamaTh 3amyCcK HCIIOJIHSEMOIO COAEPYKUMOr0 W3 JJIEKTPOHHOM ITOYTHI,
0JIOKMPOBATH 3AIyCK 3arpyKeHHBIX HCIOJHAEeMEIX (ainos JavaScript m VBScript u

MHOTO0€ IpyToe.

3awmTa oT 3KCnJIonToB

COBpeMeHHBIe OIIepalmruOHHBbIE€ CUCTE€MBbI BRJIIOYAIOT TEXHOJIOTHUH 3aIlIUThI OT BRCHJIOPJITOB,

KOTOpPEBIE 3aTPYAHAIOT aTaKX JaiKe IIPH HaJITUYNKU YH3BI/IMOCTefl.

Paumomusanua pasmemnenus anpecuoro mpocrpamcrsa, uan ASLR (Address Space
Layout Randomization), pmgesiaer ciaydYadiHBIME ajpeca IIAMSATH, II0 KOTOPBIM
3arpyskamoTca IIPOrpaMMbl U OMOJMOTeKM. MHOrMe JKCILIONTHI 3aBHCAT OT 3SHAHMSI
TOUHBIX ampecoB mamsatu — ASLR memaer oTtm ampeca Hempeackas3yeMBIMU, HAPYIIAS

paboTy MHOTHX 9KCIIJIOMTOB.

IIpemorBparienne BeimoaHeHus gauueix, uau DEP (Data Execution Prevention),
ImoMevaeT 00JIACTH IIaMATH KAK HEMCIIOJIHIeMEbIe, IPeNoTBPAaIasd BEIIOJHEeHNEe KOIa U3
obJracreil, IpeaHASHAYEHHBIX TOJIBKO IJIA JAHHBIX. JTO OJOKHPYEeT MHOTHE dKCIIJIOMTHI

mepernosHeHus 0ydgepa, KOTOpbie BHEIPAIOT U BBIITOJIHSIOT KOJI.

Bammra moroxa yupasienus, uian CFG (Control Flow Guard), m TeXHOIOr1s KOHTPOJIS
nmoroxa  BemosHenuss, wiau CET  (Control-flow  Enforcement Technology),
IIPeJOTBPAIIAIOT MIePEeXBAT 3JIOYMBIIIJICHHUKAMH I[IOTOKA BBIIOJHEHHWS IPOrPaMMEL.
OTH TEeXHOJIOTUM IIPOBEPSIOT, UYTO KOCBEHHBIE BBHI3OBHI M II€PEXOJbl HAIPABJIEHBI HAa

JIOIIYCTUMBIE YYACTKH KOJIA.



Besommacuasa 3arpyska (Secure Boot) rapamrupyer, 4YTo IIpu 3alyCKe CHCTEMBI
3arpyskaercs TOJbKO moBepeHHbIe mporpaMMsbl. IIpommsra UEFI (Unified Extensible
Firmware Interface, yauduitnposanusiii paciupsiembrii narepdetic scrpoerHoro [10)
IpoBepseT IIOAIIMCH 3arpy3dyrKa I[epei BBIIOJHEHMWEeM, IIPeIOTBpAaIlas PYTKUTHL H

6YTRI/ITBI, KOTOpPBIE IIBITAIOTCA 3arpy3uThbCAa J0 OHepaHI/IOHHOfI CHUCTEMBI.

Windows Defender Exploit Guard mnpemocraBiiger HaCTpamBaeMyIO 3aIllUTy OT
okcmoiiToB, Braouagd ASLR, DEP wu pomosnmurenbHble MEXaHHU3MBL 3AIIUTHIL
BrimrouaiitTe T cpeacTBa 3aIMTHI JIJIS BCeX IIPUJIOKEHUH, VIAeasasa 0c000e BHUMAHIE
YacTo aTakyeMBIM IIporpamMMaM, TaKHM Kak Opays3epbl M CpeacTBa IIPoCMOTpa

JOKYMEHTOB.

Be3onacHas 3arpy3kKa u usmepeHHas 3arpy3Ka

Secure Boot and Measured Boot

SECURE BOOT: Signature Verification Chain

Boot Drivers Running
Loader & Modules os

Verify Sig Verify Sig Verify Sig Verify Sig

Rootkit ! Bootkit |
BLOCKED ! X BLOCKED | X
MEASURED BOOT: Hash Measurenients Stored in TPM
Hash #1 Hash #2 Hash #3 Hash #4
TPM Chip
PCR 0: FW Hash
PCR 1-4: Boot Hashes
PCR 7: Secure Boot Policy
REMOTE ATTESTATION: Device Health Verification
Attestation Server e Device Health: Zero Trust:
TPM Send >
PSS Windows Device VERIFIED b iy
(Signed Quote) el izesiien —> Device Health: Zero Trust:

3
(©HA) (IVICIS-  Access Denied

How It Works:

B secure Boot: UEFI validates digital signature of each boot component. Unsigned or tampered code is rejected
@ Measured Boot: Each component's hash is recorded in TPM Platform Configuration Registers (PCRs).

B Remote ion: TPM signs server verifies device integrity for Zero Trust access.

Pucynox 13: Secure Bool: uenouka npogepki 4esioCmHoCmu RPOULUBKLL

Besomacuas sarpyska (Secure Boot), ymomsHyTas BEIIIE, IIpoBepPSAeT, YTO KOMIIOHEHTEI
3arpy3kKu IIOAIIMCAaHBbI JOBEPEHHBIMHW OpPIraHU3allUAMM, IIpeXae YeM pPa3pellnuTb HX
BBITIOJIHEHHE. JTO IIPEeJ0TBpAIllaeT BPEIOHOCHBIE IIPOrPaAMMBI YPOBHS 3arpy3KH,

KOTOpPBIE€ B ITPOTHMBHOM CJIy4dae 3arpysxaJinucChb OBI 10 CpeacTB 0e30I1aCHOCTH.

WNamepennas 3sarpyska (Measured Boot) pacmmpser oToT IIOAXOH, 3aIMCHIBAS
na3MepeHus (KpUIITorpadQuyuecKre Xelln) KamKI0r0 KOMIIOHEHTA 3arpy3KH B I0BEPEHHbBIN
mwirargopmenuni Monyab, uiaum TPM (Trusted Platform Module, mosepeHHsbIit
mIaTOPMEHHEBIM MOAYJIb). OTH M3MEPEeHMS MOLYT OBITH IIPOBEPEHBl YIAJIEHHO
(yomaeHHAsd AaTTeCTAIWS) IJIs MOOTBEPKIEHMS TOTO, YTO CHCTeMa 3arpy3’iach C
OYKUIAeMBIMH KOMIIOHEHTAMHU. OTO 00EeCIIeUMBAET pPeasu3allii0 CIIeHAPHEB HYJIEBOI'O

J0Bepud, rae peeHurd O JOCTyIIe 3aBUCAT OT COCTOAHUA 3J0POBbA YCTpOﬁCTBa.



Windows Device Health Attestation mcmoiab3yeT MaMepeHHYIO 3arpy3Ky IJIsS IIPOBEPKH
COCTOSTHUSI ~ 3JI0pPOBBbsI  yCTpOHCTBA  Iepea  IIPeJoCTaBJIeHWEeM  JOCTyIlla K
KOH(UIeHIINAILHEIM pecypcaM. AHAJOTHYHBIE BO3MOMKHOCTH CyINeCTBYIOT a1 macOS

¥ MOOMJIBHBIX ILIIAT(OPM.

YacTtb 5: YnpaBneHue o6HOBREeHUsMHN

Vupasinenne ob0moBienusvu (Patch Management) — 910 1portecc moJrydeHwus,
TecTupoBaHUs U ycraHoBku ooHOBJIeHui [10. HecmoTpst Ha KOHIIENITYaIbHYIO IIPOCTOTY,

YIiIpaBJIeHHue OOHOBJICHUSIMHU OCTAETCSA 3HAYNTEJILHOM l'IpOGJIeMOfI JJIA oprammaunﬁ.

NMpo6nema ycTaHOBKM OOHOBJIEHNN

Risk-Based Patch Prioritization

Vulnerability Stats

+ ® Actively exploited (KEV catalog)
29’000 @ ® CVSS 9.0+
new C?T/“E\,SDIT\ 2028 CRITICAL ® Internet-facing systems
srahons =TT
<24h
time to exploit
for critical vulns
(Mandiant)
e CVSS7.0-89
(et ® Common attack vectors
1-2 weeks o Internal systems with exposure
Decision Factors
@ CVSSscore
e Ach‘vg o ® CV8S<7.0
R MEDIUM / LOW e Defense in depth
@ System 30+ days
exposure ® Low-exposure systems
@ Compensating

controls

Urgency . - - P Routine

24-72h 1-2 weeks 30+ days
Critical High Medium/Low

Patch Deployment Timeline

Pucynox 14: Ilpuopumusayus namueil: ycmpareHue yi3eumocmell HQ 0CHO8e PUCKO8

Vassumoctu 110 obOmapy:kuBarorca mocrosHHo. B HammomanpHoii 0ase mgaHHBIX
yassumocteir NIST (National Institute of Standards and Technology, Harmonanbubrit
MHCTUTYT CTAHIAPTOB M TexHoJoruit) B 2025 rogy OBLIO 3aperncrpupoBaHo Oosiee 29
000 HOBBIX ysa3BuMOCTeM. MHOTHME M3 HHX 3aTparuBaiOT HPOTrpaMMbI, padoTaiolime Ha
BAIlIUX KOHEYHBIX TOUYKAX. be3 yCTAHOBKM OOHOBJIEHHM BAIIKM CHCTEMBI OCTAITCS

YA3BHMBIMHU OJIA M3BECTHBIX aTakK.

OKHO MeXIy PACKPLITHEM YS3BHMOCTH M AKTHBHOM SKCILIyaTallmeid coKpaTuyochk. 1o
maaueiM Mandiant (mogpasnmenenne Google Cloud mo xmbepbesonacHocrm), B 2025 roay
cpeaHee BpeMs JI0 OKCIUIyaTAIIUM KPUTHYECKUX YSI3BHMOCTEHM COCTABJISIIO MeHee 24
YacoB JJid HamboJiee CephE3HBIX IIPo0jaeM. 3JIOYMBINLIEHHHKH  OTCIIEKHBAIOT
PACKPBITHS YA3BUMOCTEH M OBICTPO Pa3pabaThIBAIOT dKCILIONTHL. MeaIeHHas yCTaHOBKA

OOHOBJIEHUI 03HAYAET JJINTEJIBHYIO IIOOBEPHEHHOCTh aTaKaM.



OmHako ycraHOBKA OOHOBJIEHUM compsiskeHa ¢ pruckamMu. OOHOBJIEHHS MOTYT HAPYIIUTD
paboTy IPHUIIOMKEHNH, BEI3BATh HECTAOMILHOCTEh CHCTEeMBI WJIM IPUBECTH K IIOSBJICHUIO
HOBEIX ysaBuMmocTeil. HMumument ¢ CrowdStrike B 2024 romy, xorma medeKTHOe
o0OHOBJICHME HpHBEJIO0 K c000 MMWIJIMOHOB cucreM  Windows,  HAIJISIHO

IIPOJAEMOHCTPHPOBAJI, UTO 00OHOBJICHU ST MOT'yT OBITH OIIACHEI.

Mpouecc ynpaBneHnss 06HOBNEHNSIMIN

OdekTrBHOE yIIpaBiIeHNe 00HOBJIIEHUAMHU CJIEeAYeT CTPYKTYPHUPOBAHHOMY IIPOIIECCY:

ObOnapy:xeHre WU WHBEHTApPU3AIlUsd — BBl HE MOKeTe OOHOBUTH TO, O UYeM He 3HaerTe.
[lonmepskuBaiiTe TOYHBIN y4YeT BCEro OOOPYIOBAHUS, MPOTpaMM ¥ KOH(PUTYpPATIH.
NucTpymenTsr 00HAPYKEHUST AaKTUBOB CKAHUPYIOT CETU JJIS UACHTU(MPUKAIIUN CUCTEM U

YCTaHOBJIEHHBIX ITPOTPaMM.

OrleHKa W IIPUOPUTHU3AINS — HE BCe OOHOBJIEHHS OJMHAKOBO CPOYHBI. KpuTmueckume
0OHOBJIEHUSI 0E30IMACHOCTH, YCTPAHMIIONINE AKTUBHO OKCIIyaTUPYeMbIE VSI3BHMOCTH,
TpedyoT HEeMeIJICHHOT'0 BHUMAHUS. DOyHKIIMOHAILHEIE 00HOBJICHHUS u
He3HAYUTeIbHbIe HCIIPABJIEHUS MOTYT IIOI0KIATh. VICIIOIb3yiiTe OLIEHKH CepbE3HOCTH
yszsumocreit mo mrasie CVSS (Common Vulnerability Scoring System, obmras cucrema

OIIEHKH YSI3BUMOCTEH) U aHAJIUTUKY YTPO3 IS TTPUOPUTHUIATIAH.

TectupoBanme — T1epesn IIMUPOKUM pPa3BePTHIBAHUEM TECTUPYHATEe OOHOBJIEHUS B
penpe3eHTaTHUBHON cpene. YO0equTech, YTO KPUTHUYECKUW BasKHBIE [JId OH3HEca
MIPUJIOKEHUS IIPOJIOJIKAIT (PYHKIIMOHUPOBATh. ABTOMATU3UPOBAHHOE TECTUPOBAHUE

MOKET YCKOPHUTH 9TOT IIPOIIecC.

PasBeprriBanme — BBIMYCK OOHOBJIEHHM B IIPOM3BOACTBEHHEIE cHcTeMbI. llosrammoe
pa3BepTHIBAHIE CHIKAET PUCK — CHAaYaJa 00HOBUTE OJIMHOKECTBO CUCTEM, IIPOBEPHTE
Hajgmume I1pobsem, 3arem pacmmpbTe oxsar. CoBpeMeHHBIE  HHCTPYMEHTHI

Pa3BepTHIBAHUA MOTYT aBTOMATHU3UPOBATH 3TOT IIpoIlece.

[IpoBepra — ybOemuTechb, UTO OOHOBJIEHMS OBLIM YCIIEIIHO IIpuMeHeHbl. CraHUpyHTe
CHCTEeMBI [IJIsI BBIABJIEHHS TeX, KOTOphbIe OCTAJIMCh 0e3 oOHoBieHwmuii. Pasbepurech ¢

HeyJaYHBIMU YCTAHOBKAMMH.

UHcTpyMeHTb! ynpaBneHnst 06HOBNEHNS MU

Microsoft mpemocraBisieT HECKOJBKO MEXAHWU3MOB YIIPABJIEHUS OOHOBJIEHHSIMM.
Windows Update mocrasiisier obomoBsieHust Ha ormesbHble crcreMbl. WSUS (Windows
Server Update Services, ciay:x0bl oOHOBIeHHSI Windows Server) obecmeumBaer
IeHTpaan30oBaHHoe ymupasiieHue s cpedq Windows. Microsoft Intune obecrmeumBaer
obJsrauHOe yIIpaBJieHHe 00HOBJIEHUAMM, HHTETPHPOBAHHOE C YIIPABJIEHHEM KOHEYHBIMH
toukamu. Microsoft Configuration Manager (pamee SCCM, System Center
Configuration Manager) obecrieunBaeTr yipaBiieHHue 00HOBJIEHUSIMU U KOHQUTYpAITAe

KOPIOPATHUBHOTO YPOBHS.



CropounHme pelreHusa IJId YIIPABJIEHUS OOHOBJIEHHSIMHU OXBATHIBAIOT IIPOrPAMMBI 34
npemesnamu Windows. Qualys, paspaboTumk pelleHui yOpaBJICHUS VSI3BHMOCTIMII,
Ivanti, paspaborumk perrenuit ynpasiaenus WT-urdpacrpyrrypoit, ManageEngine,
paspaborumk pemrenuii yupasieHus HWT-yciayramm, m gpyrue MoryT pasBepThHIBATH

O0OHOBJIEHUSI JJIA ThICAY HpHJIO?RGHHfI B PaA3HOPOAHEBIX Cpegax.

Cranepsr ysizBumocreit, Takme kak Nessus (or Tenable, paspaboTumka pemnreHui
yupasiienus ysassumocTamu), Qualys VMDR u Rapid7, paspabortumr pereHuit
KnOep0e30IIacHOCTH, BEISIBJISIOT OTCYTCTBYIOIIHE OOHOBJIEHUSA B Ballle# cpeme, II03BOJIA

pacCTaBJIATH IIPUOPUTETHI HA OCHOBE PHCKOB.

ABTOMaTM4YeCKast yCTaHOBKa OOGHOBJIEHNN

ABToMaTusarya HeoOX0oaMa [IJIsI CBOEBPEMEHHOM YCTAaHOBKYM OOHOBJICEHMI B MacIITade.

COBpeMeHHBIe IIOOXOJbI BKJIIOYAIOT!:

Asromatuuecrkoe obuoBiaenme Windows Update g KOHEUHBIX TOUEK MOMKET
obecrmeunTh aBTOMATUYECKYIO aKTyaJbHOCTh CHCTEM IIOTpeOHMTese M MaJoro OmaHeca.
IIpennpusaTuss OOBIYHO OTKJIIOUAIOT ABTOMATHUYECKHE OOHOBJIGHHMS JIJIsI COXPAHEHU

KOHTPOJIA.

VHcTpyMeHTHI OpKecTpaliy OOHOBJIEHHM MOTYT AaBTOMATHYECKH pPa3BePTHIBATH
0I00peHHbIe OOHOBJIEHMS BO BpeMsI OKOH OOCJIY KHBAHUS, YIIPABJIAS IIepe3arpy3kamMu 1

IpPOBEPKAMHU.

ITogxonsr HeuaMeHsaeMON HWHMPACTPYKTYPHI, IIONYJISpHBIE B OOJAUYHBIX Cpejax,
3aMEeHSI0T YCTAHOBKY OOHOBJIeHHM mepecOopkoii. Korma meobxommmo 00OHOBIIEHIE
0e30IIaCHOCTH, CO3AI0TCS HOBBIE 00pas3bl CHCTEM C BEKJIIOYEHHBIM OOHOBJICHHEM, U
paboTraolue CUCTEeMBl 3aMEHAIOTCH, a He 00HOBJIAIOTCSI HA MecCTe. OTO yCTPaHAEeT PUCK

HeyIaYHBIX 00HOBJIEHUH U 00eCIIeYnBaeT COTJIACOBAHHYI0 KOHQUTYPATTHIO.

HYacTtb 6: Be3onaCcHOCTb MOOUJIbHbIX
YCTPOUCTB

MobunrHaBIE YCTpOﬁCTBa — CMapT(bOHI)I 1 IIJIAHIIEThl — IIPeaCTaBJIAIOT YHHUKAJIbHBIC
BBI3OBEI OesomacHocTr. OHM ABIAIOTCA OYEHD JIMYHBIMH, IIOCTOAHHO IIOOKJIIOYEHBI K
ceTru U XPaHAT KOH(bI/IL[eHLII/IaJIBHBIe JaHHBIE. Onn IIOOKJIIOYAITCA K HEHaJIeHKHBbIM
ceTdM, 3allyCRAalT IIPHUJIOKEHUA U3 HY6JII/I"IHBIX MarasmHOB HW JIeETKO MOTYyT OBITH

IIOTEePAHBI UJIU YKPAJICHBI.



JTanpgwadpT MOOGUSIbHLIX Yrpo3

Mobile Threat Landscape

Unique threats targeting smartphones and tablets

)

Mobile Phishing
Small screens hide fake URLs \
SMS phishing (smishing)

More effective than desktop

Malicious Apps
/ Trojanized app store apps
Sideloaded APKs/IPAS

Spyware and stalkerware

Corporate

Data Leakage / + Personal
Legitimate apps exfiltrate Data
contacts, location, photos
Overly broad permissions

Wi-Fi Attacks
Public Wi-Fi MitM
Evil twin access points

Email, contacts SSL stripping on mobile

files, credentials

/L\
)
0OS Compromise

Lost/ Stolen

Physical access to device
Data exposed without
encryption or remote wipe

Jailbreak / root exploits
Unpatched OS vulnerabilities
Bypasses sandboxing

Why Mobile Threats Differ from Desktop

Always On Mixed Use Small Screen Untrusted Nets Low Visibility
24/7 connected, GPS Personal + corporate Harder to spot fakes Public Wi-Fi, roaming Limited T control

Mobile Threat Defense (MTD) Solutions

Lookout Zimperium CrowdStrike Falcon Mobile

MS Defender for Endpoint

App, device, network On-device ML detection Unified with desktop EDR Cloud-native MTD

Pucynor 15: Jlanowagm mobunbHbIX YePO3: PUCKL YCMPOUCME, NPUJIONHCCHUT U cemU

MobunbaBIe BpeIOHOCHBIE IIPOrPAMMEI CYIIECTBYIOT, HO MEHEe PAaCIIPOCTPAHEHEI, YeM
OpOorpaMMbl [IJIS HACTOJBHBIX KOMIIBIOTEPOB, TIJIABHBEIM 00pa3oM IIOTOMY, YTO
MOOHJIbHEBEIE ONEpPAIlMOHHBLIE CHCTEeMBI 0Oojiee OrpaHMUNUTeNbHBEL K 0ojiee cepbe3HBIM

PHCKAaM OTHOCATCA:

YTe"IKa JAaHHBIX 4Yepe3 JIETUTHUMHBIE IIPHMJIOKEHMA, KOTOPbhI€ HM3BJICKAIOT KOHTAKTHI,
JaHHBIE O MECTOIIOJIOKEHUN U JPYrylo KOHMUICHIIMAIBHYI WHQOPMAIIHO. JTH
MIPUJIOKEHUsST MOTYT OBITh (PYHKITMOHAJIBHO JIETUTUMHBIME, TAWHO cOOMpast MpPH 9TOM

OaHHBIE.

QOuIMUHTOBbIE aTaKW HA MOOMJIBHBIX YCTpOMcTBax (pakTUUecKu OoJiee a(PeKTHUBHEI,
TIOCKOJIBKY MEHBIIHNE dKPAHBI 3aTPYIHSIIOT UAeHTUPUKATIHO TTOIIeIbHBIX Be0-cafiToR, a

TIOYTOBBIE KJIUMEHTHI CKpBhIBatoT mmostHbie URL-anpeca.

CereBnle aTaxu B IIyOJudHEIX ceTssx Wi-F1 Moryr mepexBaTweiBaTh He3alnIn(pPOBaHHBIN
Tpadur. Arakm THIa '"JeJOBEK IIocepearHe" MOTYT CKOMIIPOMETHPOBATH JIasKe
3amm@poBaHHble COEOUHEHMS, €CJM II0JIb30BATeJIb MIPHMHHMAET HeIeHCTBUTEIbHBIE

cepTUPUKATEL.

[TorepsaHble 1 yKpaJeHHBIE YCTPOHUCTBA PACKPBIBAIOT BCe JaHHBIE Ha YCTPOMCTBE, €CIU
OHO He 3allUINeH0 HaJIesKamM odpasoM. B oTsimdrme or HOyTOYKOB, TeIedOHBI JIETKO

TEepPATCAd U JOCTATOYHO IIeHHEI, 4TOOBI UX YKpPAacCThb.



YnpaBneHne mo6unbHbiMmu yctponcrsamu (MDM)

Mobile Device Management (MDM) Architecture

1T Admin manages MDM Server
Console Admin Console (Cloud)

/ \
. Y
- F’ol/rles pushed to devvees ~<
P / \ S~
P / \ ~<
P / \ <

s .4 4 N

Corporate Corporate BYOD BYOD
Phone Tablet Phone Tablet

Full control Work profile only Work profile only

Full control

MDM Capability Areas

Device Enrollment Policy Enforcement Remote Actions

User-Initiated: Passcode Requirements: Locate:
-Employee downloads MDM agent - Minimum length and complexity - GPS tracking of device
-Authenticates with credentials -Auto-lock timeout - Geofencing alerts

-Accepts management profile - Lost device recovel
o g 2 Encryption: W

Zero-Touch: - Enforce device encryption Lock:
- Pre-configured at purchase - Require encrypted storage _Remote screen lock

-Auto-enrolis on first boot - Reset passcode remotel
VPN Configuration: o Y

-Auto-deploy VPN profiles
Modes: -Per-app VPN tunnels Wipe:
- Corporate: full device control N - Full device wipe
- BYOD: work container only App Restrictions: _ Selective wipe (BYOD)
L Y, -Allowlist / blocklist apps J L Remay marate data anls Y,

-Apple DEP /Android ZTE - Display custom message

Pucynor 16: Apxumexmypa MDM: yenmpanu3osanroe ynpasiaeHue MoOUSIbHOIMU

ycmpoticmeamu

Pemenuss pust yupasiienmss  mobumiabHBIME - yerporictBamu  (MDM)  mosBosisioT
OpraHmu3aluaM YIPABJIATh MOOMIBHBIMH YCTPOHMCTBAMKM M 0O0ECIIeUYMBATH HUX
besomacuocts B Macinrade. MDM nmaér BuauMocTh MOOMJIBHBIX YCTPOMCTB M KOHTPOJIb

HaJ X KOHUrypaimei.

Perucrparus ycTpoiicTB peructpupyet ycrpoiictsa Ha miatgopme MDM. Perucrparims
MOKeT OBITh MHUIIMMPOBAHA II0OJb30BaTeJeM WJIM aBTOMaTHYecKod (OeckoHTAKTHAsS
permcrparusa I KOPIOPATUBHBIX YCTPOMCTB). 3aperucTpUpPOBAHHBIE YCTPOMCTBA

TIOJIYYAIOT TPOQUIIN KOH(PUTYPAITMH ¥ CTAHOBATCS YIIPABJIAEMbBIMU.

[IprMeneHye MOJMUTHUE YCTAHABIMBAET KOHQUIypalmy 0e30IacHOCTH HA YCTPOMCTBAX.
MDM wmomxer TpeboBaTh IapoJiy, BKJIIOYATL InHdpoBaHMe, HacTpaumBaTh VPN,
OIPAHMYMBATE YCTAHOBKY MIPHJIOMKEHHI MW MIPUMEHATH JECATKH OPYTHX HACTPOeK.
YerpoiictBa, He COOTBETCTBYIOIIHE TPEOOBAHUSIM, MOIYT OBITH 3a0JIOKMPOBAHBI OT

JOCTyIla K KOPIIOPATUBHEIM pecypcaM.

Vupapiienne TPUIOKEHUSMU KOHTPOJIUPYET, KaKWe NIPUJIIOKEHUS MOTYyT OBITh
YCTAHOBJIEHBI W KakK OHH ¢yurmmonupyor. MDM wmosxer pas3BepTHIBATH
KOPIIOPATUBHBIE MIPUJIOKEHUS, OJIOKMPOBATH OMACHBIE IIPUJIOKEHUsT ¥ CO3/1aBaTh

KOHTEHMHEephl, pasaelidolye padoune JaHHbIe U JUYHBIC JaHHbBIe.

VaamenHusie MeHCTBUS IO3BOJIAIOT AIMUHHCTPATOPAM OMIPEIeJIATH MECTOIOJIOKEHYE
HOTEPSHHBIX YCTPOMCTB, OJOKMPOBATH MX, CTHPATH JaHHBIE WX BBIOOPOYHO YIAJISATH
KOPIIOPATUBHLIE JAHHBIE, OCTABJIAS JIUUYHBIE NJAHHBIE HETPOHYTHIMH. OTH BO3MOMKHOCTH

HeOOXOIUMEI JJId pearupoBaHMs HA IIOTEPI0 MJIH KPaskKy YCTPOMCTB.



YnpaBneHne mo6unbHbiMu npunoxeHusmm (MAM)

Vopasiaeume wmobmiapHBIMEH —mOprioskenmsamy, wan  MAM  (Mobile  Application
Management), dorycupyercss Ha IpHIOKEHMAX, a He Ha ycrpoicrBax. MAM mosker
OPUMEHATH MOJUTUKY K KOHKPETHLBIM NPWIOMKEHUAM 0e3 KOHTPOJIsa Hajd BCeM
YCTPOMCTBOM — UTO IIEHHO JJIS CIeHAPHEB MCIIOJIL30BAHMA JIMYHBLIX YCTPOMCTB, WJIK
BYOD (Bring Your Own Device, wucmonb3oBanme JIMYHBIX YCTPOMCTB), KOI'ZA

COTPYIHUKH HCIIOJIB3YIOT JUYHBIE YCTPOMCTBA JIJIsd PAOOTHI.

Boamosxuaoctt MAM  BrIOUaOT KOHPUIYpAITUIO IIPUJIOMKEHHN (IIpeIocTaBJIeHIe
MIPUJIOKEHUSM He00X0IUMBIX HACTPOEK), 3AIIUTY IPUJIokeHn (mdpoBaHme TaHHBIX,
IpemoTBpallleHre KOIIMPOBAHMS/BCTABKM B JIMYHBIE IIPUJIOKEHMs, TpeboBaHMe
ayTeHTHU(PUKAITAN) U YIpPaBJIeHNEe KU3HEeHHBIM ITUKJIOM IPHJIOKeHU (pa3sBepThIBaAHUE,

OOHOBJIEHVE U yIaJIeHUe YIIPABJISIEMbIX IIPUITOKEHUI).

Microsoft Intune, VMware Workspace ONE wu awmamsoruunbie maaTdopMbl
npenocrasiaoT BoaMmoskHocTr Kax MDM, tak m MAM, mo3BoJisgs OpraHu3alisaM

BBIOMPATDH COOTBETCTBYIOIINH YPOBEHDb KOHTPOJISA JJIS PA3JIMUHBIX CIIEHAPHEB.

Jlyqwime npakTukm 6e30nacHOCTN MOOUNbHbIX YCTPOWCTB

Brimrouatite mmdposanme ycerpoiictBa — u 10S, m Android mommep:XMBaIOT IIOJIHOE
mudpoBaHme yCTPOHUCTBA. JTO JOJIKHO OBITH 00s13aTEILHBIM JJIs JII000TO YCTPOMCTBA,

II0JIy9armuiero JOCTYII K KOPIIOPaTUuBHBIM JaHHBIM.

TpebyitTe Hame:XHYI0 ayTEeHTHQHUKAIINIO — IIAPOJIK JOJKHEI CONEpP:KATh He MeHee 6
mudp; OmomeTpusa Co3maéT ymoOCTBO MPM COXpaHEeHWH 0e30IIacHOCTH. BrirouatiTe

aBTOMATHUYECKYIO 6JIORI/IpOBKy IIpu 663HeﬁCTBI/II/I.

[TognmepsxuBatiTe ycTpoiicTBa B aKTYaJIbHOM COCTOSTHUH — O0HOBJIeHUST MOOMIbHBIX OC
W IIPUIOKEHHM  YacTO YCTPAHSAIT YA3BHMOCTH  0e30IIacHOCTH.  Brirouatite

aBTOMATHYECKHe OOHOBJIEHUS MJIM KOHTPOJIHpYyiTe oO0HOoBIeHue uepes MDM.

OrpanwuymBaiiTe WCTOYHUKH IIPUJIOKEHUNM — KOPIIOPATUBHBIE CPEIBl JIOJISKHBI
OTPAaHWYMBATL YCTAHOBKY NPUJIOKEHUN mMoBepeHHBIMEU wucTouHumkamu. Ha Android
OTKJIIOYUTE YCTAHOBKY M3 HEM3BeCTHBIX MCTOUHMKOB. Ha 10S mpegoTBpaTuTe ycTaHOBKY

TOTPEOUTEIIHCKUX TIPUJIOKEHNI Ha KOPIIOPATHUBHEIE YCTPOHCTRA.

Ucnionwaytite VPN nsa cereBott Oe3omacHocTH — BUpTyasibHas dactHasa ceTh (VPN)
3amuiaer Tpaduk B HeHaleKHBIX ceTax. CoBpemennbie MoOwibHBIE VPN moryT

AKTHUBHUPOBATHCA aBTOMATHUYECKH IIPH IIOJKJJIIOUYEHNHN K HEKOPIIOPATUBHBIM CETAM.

Buenpsitre samumty or MmoomiabpHBIX yrpo3 — perrenuss MTD (Mobile Threat Defense,
3ammTa OT MOOMJIBHBIX YyIrpo3) OOHAPY:KHUBAKT CcHeIupUIeCKre I MOOUIBHBIX
YCTPOMCTB yrpO3bI, BKJIOYAS BPEIOHOCHBIE TIPUJIOKEHUs, CeTeBble aTaKu WU
koMipomeranuio yerpoiiers. K Benymum mpoussogmresiaM MTD ormocsTea Lookout,

paspaboTymk pelreHni MOOHMJIBHON 0e30IIacHOCTH, M Zlmperium, pa3padoTImK



pelleHni 3aluThl MOOMJIBHEIX ycrpoiicrs, a Takie Microsoft Defender for Endpoint

(KOTOPBIN BKJIIOYAET MOOMJILHBIE BO3MOMKHOCTH).

YacTtb 7: lNpepoTBpalleHne yTedyku AaHHbIX
(DLP)

Texmomorum mpenmorspamieHns yreuxn maHuabix, uaum DLP (Data Loss Prevention),
HPeJOTBPAIaloT BBIXOA KOH(pMIOEHIIMAJIbHBIX MJAHHBIX M3 OPTAaHU3AI[dH dYepes
HecaHKITMOHUpoBaHHble kaHaabl. DLP agpecyer puck skcduibTpaliuu JaHHBIX, OYIb
TO Uepes AeMCTBUA 3JIOHAMEPEHHBIX MHCANIePOB, CIyIYaNHbIA 00MEH I JeATeIbHOCTD

3JIOYMBINIJIEHHHUKOB.

KoHuenuun DLP

Data Loss Prevention (DLP) Overview
DLP Deployment Points

Endpoint DLP Network DLP Cloud DLP
(On the device) (At the gateway / proxy) (In Saa$ / cloud apps)
- Copy to USB / removable media - Email traffic inspection - Cloud storage scanning
~Printing and screen capture - Web upload monitoring - Saa$ app monitoring

-Application-evel access - SSL/TLS decryption - Sharing policy enforcement
- Clipboard monitoring - Protocolevel filtering - CASB integration

Data Classification - Sensitive Data Types
Credit Card Numbers SSNs / National IDs Source Code Patient Records Credentials
PCI-DSS protected PIl - regulated Intellectual property HIPAA protected Passwords, keys

Data Channels Protected

[ Email ] [ Web Upload ] [ USB / Removable j [ Cloud Storage ] [ Print ]

DLP Enforcement Flow

1.Data Detected 2. Policy Matched 3. Action Taken
Content inspection finds Rule engine evaluates Block / Alert / Encrypt /
sensitive data in transit data against DLP policies Quarantine per policy
DLP Response Actions
Monitor Alert Block Encrypt Quarantine
Log silently Notify admin/user Prevent transfer Auto-protect data Isolate for review

Leading DLP Vendors
Microsoft Purview | Symantec DLP (Broadcom) | Digital Guardian | Forcepoint | Cloud-native (AWS Macie, Google DLPAPI)

Pucynox 17: IIpedomepauierue ymeuxku oarntoix (DLP): sawuma koHpuieHuuaibHotl

UHPOPpMALLULL

ObOnapy:xenre © KjaacCU(PUKAIUASA MaHHBIX — oT0 Qyugamenr. DLP Tpebyer
MMOHUMAHUS TOTO, KAKHe KOH(MUIEHIINAIbHBIE JaHHbIE Y BaC €CTh U I/[e OHU XPaHSITCS.
Knaccudurarmsa mosxeT OBITH Py4YHOHM (IT0OJIB30BATEIN MAPKHUPYIOT JTOKYMEHTBI) HJIHN
aBTOMATHYECKON (aHAJIM3 COMEPsKMMOI0 BBISBJIAET KOH(HUIEHIIMAJTbHBIE JTaHHbIE). K
pacIpocTpaHeHHBIM THUIAM KOHQPUIEHIIMAIBHBIX JAHHBIX OTHOCATCS MI€PCOHAJbHBIE
mamabre, win PII (Personally Identifiable Information), dumancoBble maHHEBIE,

MEeITUITMMHCKAaA I/IH(bOpMaL[I/IH, HHTeJIJIEKTyaJIbHadA COOCTBEHHOCTD 1 Y4YeTHbIEC JaHHBIE.

OHpe,E[eJIeHI/Ie IIOJIMTHUK OIIMChIBA€T, KaKHe JAaHHBIE TOJIKHBI OBITH 3alITUINEeHBbI 1 KAKNM

obpasom. IlomuTurym MoOryT OJIOKMpPOBATH IIepemady HOMEPOB KPEIUTHBIX KapT II0



QJIEKTPOHHOM II0YTe, IIPEeIOTBPAINATh KOIMPOBAHHE CEKPETHBIX JoKyMeHTOB Ha USB-
HAKOTUTEIU WJIN TIPeayIIpeskIaTh, Korga OOoJIbINKre 00BheMBl JAHHBIX 3arpysKaioTcs B

obJrauHOe XpaHUJIHUIIIE.

DLP Channels / Coverage Areas

Copy-Paste
By (Slack, Teams)

Cloud DLP Jaiaiai R e T T T ~
1
1 Network DLP  piaiaiaiekll kbl el el kel ] N :
1 1 \ H
1 ! 1
H 1 s, 1 H
1 1 Endpoint DLP =~ 1
1 1 ! \ 1 !
1 ! H L] ® : H 1
! H 1 USB/ Removable EmailInspection | ! H
: 1 I (attachments, body) | H 1
1 1 ! [} 1 H :
1
I : 1 Printing : : H
: H 1 Web Uploads 1 I :
1 1 : / (HTTP POST, cloud) : 1 H
1 ! 1 H
1 ! H SENSITIVE ! ! !
H i i DATA i ! :
1 I 1 H
: 1 1 [ 1 1 :
1 ! : [ ] Cloud Storage : 1 H
! : 1 Screen Capture (OneDrive, GDrive) | : 1
i [ ! 1 H !
1 I 1 H
1 ® !
1 i '
H H 1 el SaaSApplications | - 1
H 1 1 1 1 !
1 1 ' 1 1 !
1 H 1
H 1 H 1
H 1
1 1 1 H
1 \ 7 H
7

@ Endpoint DLP @ Network DLP ® cloudDLP
On device: USB, printing, screen, clipboard At gateway: email, web uploads In cloud: storage services, SaaS apps

Red amows = data exfiltration attempts blocked at each DLP layer

Pucynox 18: Kananwvt monumopunea DLP: koneurbvie mouku, cems u 061aKo

Mexannambr IIPUMEHEHHN A peaJIu3yIOT IIOJINTUKM Yepe3 pa3JIMYHbIEe KaHaJIbI:

DLP KoHEUHBIX TOUEK OTCJICKMBAET JaHHBbIE Ha KOHEYHBIX TOYKAX, KOHTPOJIMPYA

KOIIIPpOBaHUE Ha Cb€MHEIE HOCUTEJIN, IIeUaTh, 3aXBaT 3KpaHa U JOCTYII HpHJIOHCGHHfI.

CereBoii DLP orcnesxmBaer cereBoil Tpaduk, IIpoBepsAs OJIEKTPOHHYIO IIOYTY, BeO-

3arpy3KH U Apyrie IIepeaadr Ha HaJInJne KOH(PUIeHIINAIbHBIX JaHHbIX.

O6mnaunsrit DLP orcieskuBaer obiadyHble MPUJIOKEHUS W XPAHUJIAINE, IPEIOTBpAIIas
HeHaJJIeKallee XpaHeHWe WM pachpocTpaHeHWe KOHPUIEHITUATBHBIX TAHHBIX B

00JIaYHBIX CEPBHUCAX.

TpyaHocTtn BHegpeHus DLP

Buenpenme DLP compsiskeno c¢ tpymmoctsimu. JloskHBle cpabaThiBaHUS BO3HUKAIOT,
KOra JIETUTUMHAs OM3HeC-IeATeJIbHOCTh OJIoOKupyerca. IIpomyckn Bo3HMEKAIOT, Korma
KOoH(HIeHIIMaIbHbIe TaHHBIe wu3beraor ob0Hapy:xkeHus. Hacrporika DLP mua

MHUHUMHU3AITNN 000MX THIIOB OIITHNOOK Tpe6yeT IIOCTOAHHBIX yCPIJIHﬁ.

BamudpoBaHHBIe TaHHBIE IPeACTaBJIAT mpodaemy — DLP me mosker mpoBepuTh TO,
uyTo He MoskeT mpoumrtarhb. WMucmexims SSL/TLS mosxer permmth mpobseMy ceTeBOoro

mrrppoBaHUS, HO KAHAJBI CO CKBO3HBIM ITHQPOBAHNEM MOTYT 00XOIUTEH O0HAPYIKEHE.

O06xomHbIE IIYTH II0JIL30BATEJIEHM MOSABJATCS, Korma DLP caummkoMm orpaHuumTesbHA.
[lonb3oBaTenn HaAXOmAT M300peTaTeNbHBIE CIOCOOLI BBIIIOJHEHHS 3a0JOKHPOBAHHBIX

3amady — apxuBHUpoBaHHe (PaAMIOB, IIepeMMEHOBAHIE PACIINPEHNIN, WCIIOJIH30BAHMIE



JanyHbIX yerpoiers. DLP mosmxua 6astaHcupoBaTh Meskay 0€30HaCHOCTBI0 M YI00CTBOM

HCIIOJIb3OBaHMA.

K sexymmm npoussomuresnam DLP oraocarca Microsoft Purview (pamee Microsoft 365
DLP u Azure Information Protection), Symantec DLP (mompasmenenne Broadcom),
Digital Guardian, paspaboTuuk perreHuit 3aIUTH JaHHBIX, U Forcepoint, paspadboTynk
pemrennii  kmOepOesomacHoctr. OOJauHble  IIpoBaMmepbl  TaKKe  IIPeIjIaraior

BcTpoeHHBIe BodaMoskHOCTU DLLP nis cBoux cepBUCOB.

Yactb 8: NorpaHn4HbIn cepBnc 6e30nacHoro
pnoctyna (SASE)

SASE (Secure Access Service Edge, mpousmocurcs "cacen'") — oT0 hOpMHUPYIOLIASCS
APXUTEKTYypa, 00beJUHAIONIA ceTeBYI0 be3omacHocTh U BoaMmoxkHocT WAN (Wide Area
Network, riobanbuas cers) B obiaunbli cepsuc. SASE pemaer sagaum obecrieueHus
0e30ITacHOCTH  paclpelesieHHOM  pabodyeil  CHJIBI,  HCIIOJb3YIOIIeHd  00JadyHbIe

TIPUITOKEHUI.

KomnoHeHTbl SASE

SASE (Secure Access Service Edge) Architecture

Destinations
SASE Cloud Platform (PoP)

No backhauling to corporate DC required Internet / SaaS

\

1

1

1

1 Apps (M365, etc.)
SD-WAN SWG i

Software-Defined WAN Secure Web Gateway
Optimized Routing Web Filtering

Remote / Home
Workers

Mobile
Users

Branch
Offices

CAsB ZTNA [ Corporate
Cloud Access Zero Trust Data Center
Security Broker Network Access

FWaas

1
1
1
1
Firewall as a Service :\A
Cloud Firewall i Cloud Workloads
1 (laas)
1
1
1
1
1
1
1

Unified Policy Engine

o

Key Benefits
Single Platform Unified Policy Cloud-Native

Alluser traffic routes through the nearest SASE PoP (no VPN backhauling needed)

Pucynor 19: O630p SASE: koHeepeenmuble cemesble cep8ucht i cepauchl 6e3onacHocmu

[Tporpammuo-ompenensiemas riiobasbHas cetb, mwiu SD-WAN (Software-Defined Wide
Area Network), obecrieurBaeT MHTEJJICKTYAJbHYI0 MAPIIPYTHU3AIMIO Tpadguea depes
MHOsxecTBO ceTeBhIX mogkaodennii (MPLS, mupoxomnosocusrii mocrymn, LTE). SD-WAN
ONTUMU3UPYET IIPOU3BOJUTEJIBHOCTH ¥ CHUKAET 3aTpaThl II0 CPABHEHUIO C

TpaauITHOHHBIMU apxuTekTypamu WAN.



Besommacuwiii Be6-mumo3, miau SWG  (Secure Web Gateway), BrimoaHser BeO-
uapTpanuo, ckaHUpPOBaHUWE HA BPEIOHOCHBIE IIPOrPaMMBI W MPUMEHEHUEe ITOJIUTHK
nis BebO-tpadura. SWG 3sammimaer 1mosb3oBaTesiell OT BPEIOHOCHBIX BeO-CANTOB

KOHTPOJIMPYyeET CO6IIIO,I[eHI/Ie IIOJIUTUK OOIIyCTHMOI'O MCIIOJIb3OBaAHMA.

Bpoxep 6esomacuocTr obsraunoro gocryia, uian CASB (Cloud Access Security Broker),
OAaéT BUOUMOCThR U KOHTPOJL WCIIOJIL30BAHMA 00maunblx mpuiaosxkennii. CASB
obHapy:xuBaer TeHeBble U'T, mpuMeHseT HOJIUTUKN W IIPEIOTBPAIAET YTEUKY JAHHBIX

B 00JIAYHEBIX CEPBHUCAX.

CereBoit moctym c¢ mysaeBbiM goBepuem, wiam ZTNA (Zero Trust Network Access),
IIpeoCTaBJIsIeT 0e30MaCHBIM JIOCTYI K IIPHJIOMKEHUSM HA OCHOBE WIEHTUPUKAIINUA U
KOHTEKCTa, a He cereBoro pacmoioskenus. ZTNA samenser Tpaguimonusiii VPN mis

JOCTYyIIa K ITPUJIOKEHUAM.

MesxcereBoit oxpan rax ycayra, unu FWaaS (Firewall as a Service), mpemocrasiiser
BO3MOJKHOCTA MEKCEeTEeBOr0 oKpaHa B o0Jake, 3amuinas Tpaguk He3aBUCHUMO OT

MECTOIIOJIOKEHMU A II0JIb30BaTEJIA.

SASE Architecture

Office Home Mobile Branch
LAN users Remote workers Phone/tablet Remote office
\Lo vaqy - ﬂea!es!y/ /

SASE Point of Presence (PoP)

Identity Web Filtering Threat Data
Verification (sWG) Inspection Protection

MFA, SSO URL categories vare, |PS DLPYASB

TSI E T T s s s e e e e e S . Access Control
{ ) oTrust
| Converged Cloud Services rone (ZMNA)

SD-WAN + SWG + CASB + FWaas$ + ZTNA

|
|

Single platform, unified policy engine | m_
0 |

Internet/ Saa$
Direct optimized path
Corporate DC
SD-WAN optimized path

Traditional Approach vs SASE

Traditional: Backhaul to HQ SASE: Direct via Nearest PoP

Saas
Branch —®=  MPLS —P- m—> Net user  —>- [Iak)
Security+Route

Corp DC
g (e = CTEB Ui (e Low latency - nearest PoP to user
(S ML) S ol 7D Cloud-native, elastic, no MPLS needed
Poor user experience for remote workers Cart eEmy) (D

Pucynox 20: Apxumexmypa SASE: obnaunas 6ezonacrocms Ha nepugepuu

MpeumywecTesa SASE

CHmiKeHMe CJIOKHOCTH — BMECTO pAa3BEPTHIBAHUS U YOPABJIEHUS MHOMKECTBOM
OT/IeJIbHBIX IIPOJAYKTOB OPraHU3aIlMU II0TPEOJISI0T KOHBEPTreHTHYH 0e30IIacHOCTH C

eIMHOM ILTaT(OPMEL.

Viyuitenre mIpou3BOOUTEIBHOCTH — TpadHWK HANpAaBJIsSeTCsa K OJIMKaMNIIeil TodkKe
npucyrerBus SASE BMecro o0paTHON mepemaunm depes3 IEHTP 00pabOTKM OAHHBIX.
[lonb3oBaTeny OIIYIIAIOT JIYYIIYI IIPOM3BOIUTEIHHOCTH, OCOOEHHO JIS OO0JAYHBIX

IPUJIOKEHUH.



E,HI/IHOO6paSHaH 0e3ommacHoCTh — OJHHN M Te e IIOJIMTHUKH IITPHMMEHAITCA He3aBHUCHMO
OT MECTOIIOJIOKEHHUS IIoJb3oBares. Iloab3oBaTesb JoMa I10JIiydaeT Ty e 3allluTy, 9TO

H II0JIb30BaTEeIb B OQIICE.

Macmrabupyemocts — 00JIAYHBIE CEPBUCHI  MACIITAOHMPYIOTCA aBTOMATHYECKI.

OpI‘aHI/I3aI_II/IHM He HYKHO BbIAEJIATH MOIITHOCTH JJId TIIIKOBOM Harpy3kKu.

MpousBoautenn SASE

Prmmox SASE crpemurensao passuBaerca. K KioueBsIM IIpou3BOIUTEIISAM OTHOCATC:

Zscaler, pas3paboTUMK pelreHuil 00JaYHON 0e30IacHOCTH, — IIHOHep B 00JIacTHh

obJstagHoM Oe3omacHocTH ¢ mmatgopmoit Zero Trust Exchange.

Palo Alto Prisma Access — mpenocraBisger SASE, mocTpoeHHBI Ha BO3MOMKHOCTSIX

besonacuoctu Palo Alto.

Cisco — oboweguumma SD-WAN (Viptela) m 6esomacumocrs (Umbrella) B cBoe

npemaoskenne SASE.

Netskope, paspaboTumi pemreHnil 00JIAaYHON 0€30IAaCHOCTH, — MIpeayaraerT MOIIHEIE

BoamosxHoct CASB 1 SWG B cBoett mitatopme SASE.

Cloudflare One — wmcmosb3yeT CBOK TJIO0AJIBHYIO CeTh JJIsI IIPEIOCTABJIEHUS] CEePBUCOB
SASE.

YacTtb 9: YHuUuunposaHHoe ynpasieHue
KOHEYHbIMN TOYKaMM

IIo mepe Toro Kak OpraMm3alldy YIIPABJISIOT PA3HOOOPA3HBIMU TUIAMHU YCTPOMCTB —
Windows, macOS, 10S, Android, Linux — mmardopmMsl yHUPHUIITPOBAHHOIO
yrapaBiaeaus KoHeudHbiMu Toukamu, wiax UEM (Unified Endpoint Management),

IIPeaoCTaBJIAIOT € JUHYIO KOHCOJIb JIJId YIIpaBJIEHUA BCEMU YCTpOﬁCTBaMH.

UEM pasBuiioch n3 KOHBEPreHIIMU TPAIUIIMOHHBIX HHCTpyMeHTOB yupasienus [IK u
yIpaBJIeHUus MOOWJIBHBIMUA yCTpoiicTBamMu. BwMecTo HCIIOIb30BAHUS — OTIEIbHBIX
uracrpymenToB jia [IK m mobmapubix yerpoiictB UEM peanmsyer corsiacoBaHmHoe

yIIpaBJIeHHE IIOJUTHKAMHA JJISI BCeX THUIIOB KOHEUYHBIX TOUEK.
K rmoueBriM Boamo:xHOCTAM UEM oTHOCATCA:

Peructparusa u HacTpoliKa yCTPOMCTB — IOAKJIIOUEHHE YCTPOHCTB M aBTOMATHUECKOE
IpUMeHeHrue KOHQUTrypalnit. BecKoOHTAKTHAS pPEeTruCTpaIids II03BOJISIET OTIPABJISITH
YCTPOWCTBA HEMOCPEJCTBEHHO TOJb30BATEJSIM ¥ HACTpAWBAThL TIPU  TIEPBOM

HMCIIOJIb3OBAHMMU.

praB.TIeHI/Ie IIPUJIOKEeHUAMMT - — pa3BepThIBaAHHE, 00HOBJICHHUE %8 yaoaJieHue

HpHJIO?ReHHfI. HpeﬂOCTaBJIeHI/Ie KaTaJIoroB HpPIJIO?ReHPII:I CaMOO6CJIY§RI/IBaHI/IH.



Vmpasienne KOHQUTYPAITUIMU TPUIOKEHUIT,

MOHI/ITOpI/IHI‘ COOTBETCTBHUA — IIPOBEPKa TOIo, 4YTO YCTpOﬁCTBa COOTBETCTBYIOT
TpeboBaHUsM  Oes3omacHocTu. HecooTBeTcTByIOIe  yCTPOMCTBA  MOTYT  OBITH

3a0JIOKMPOBAHEI OT KOPIIOPATUBHEIX PECYPCOB MJIM aBTOMATHUYECKU HUCIIPABJICHEI.

Wnrerpamnms ¢ sammroir koHeuHbIX Touek — UEM Bce axruBHee maTerpupyercss ¢ EDR
U JOPYTUMH CpPeICTBAMHK 0e30IIaCHOCTH, IIPEeOOCTABJIASI €eIWHOEe IIPpeICTaBJIEHIEe O

COCTOSTHUU 0€30TIaCHOCTH YCTPOMCTBA.

K Bengymum miardopmam UEM oraocsares Microsoft Intune, VMware Workspace ONE,
IBM MaaS360 u Citrix Endpoint Management. Otu miaTdopMbl pasandarTcs IIO

CBOMIM CHJIBHBIM CTOPOHAM OJIA PAa3HBIX THUIIOB YCTpOfICTB U CIIeHapHueB YIIPaBJICHUA.

3akKJiro4YeHue

3ammra KOHEYHBIX TOYEK U CHCTEM OXBATHIBAET OOIIMPHBIA MACCHB TEXHOJIOTHHA MU
mpakTuk. Ot EDR, obecmeumBaroiiero BO3MOKHOCTH OOHAPY’KEHHUS W pearupoBaAHUSI,
Yepe3 XOCTOBBIE CPeJICTBA KOHTPOJISA, 00eCIIeUnBAIOIINe IIEJIOHNPOBAHHYIO 3AIUTY, 10
YCUJIEHUs 3allUTHl OIEPAITMOHHON CHUCTEMBI, COKPAIIAOIIEero IMOBEPXHOCTh aTakKH, JI0
yIIpaBJIeHUs OOHOBJIEHUAMH, 3aKPBIBAIOIIET0 M3BECTHBIE YSIZBUMOCTH, JIO0 YIIPABJICHUS
MOOHMJIBHBIMU YCTPOMCTBAMHU, 3AIUIIAIOIIET0 YCTPOMCTBA B KapMaHaX II0JIb30BaTesIed,
mo DLP, mpemorBpaimamoIinero yredky OaHHBIX — KasKIbIH ypOBEHb BHOCHUT BKJIAI B

001I1yI0 0E30IIaCHOCTb.
KimroueBble IpUHITUIL, KOTOPBIE CIIEAYeT 3allOMHUTD:

SH_[eJIOHI/IpOBaHHaH 3almuTa — HH OJJHO CPEeJICTBO KOHTPOJIA He ABJIAeTCA JOCTAaTOYHBIM.
Hacnamsaiite MHO:ecTBO TeXHOJIOI‘HfI, YTOOBI IIpu OTKa3e OJTHOM Apyrume CoxpaHdAIn

3alIIUTYy.

Bunumocts Heobxommma — BBI HE MOKETe 3alllUTHUTL TO, vero He suaure. KDR,
SKYPHAJHPOBAHNE WM MOHUTOPHHT JAOT BUIMNMOCTb, HEOOXOIMMYIO IJII OOHAPY KEeHUS

yI'p03 U pearupoBaHUsa HA HUX.

[IpemorBpainenne BaskHO, HO OOHAPYKEHNEe U pearnpoBaHUe He MeHee KPUTHYHBL —
HeCMOTpPsI HA BCe BaIlllM IIPEeBEHTHBHLIC YCHJINS, HAPYIICHHs 0e30IIaCHOCTH OyIyT
npoucxoauThb. (CmocobHOCTh OBICTPO OOHAPY:KMBATHL HApyIIleHusS # 3PPEKTUBHO

pearupoBaTh OIIpesesiseT KOHEeUHBIH yIepo.

[logmepskuBaiiTe cucTeMBI B AKTYaJIbLHOM COCTOSHMN — YCTAHOBKA OOHOBJICHHMA
ocTaercsa OmHOM M3 Hambosee odPpPEeKTUBHELIX Mep 0€30IIacHOCTH. BoJBIIMHCTBO aTak

QKCIINIYaTHUPYIOT M3BECTHBIEC YA3BUMOCTH, OJId KOTOPBIX JOCTYITHBI 0OHOBJICHUSI.

IlonbsoBaTenn BakHBI — OJHMX TEXHOJIOrME Hemocrarouno. OOydeHme 110
MHAOPMAIIIOHHON 0e30IIaCHOCTH, YeTKHe IIOJUTHKM 1 yIOOHBIEe MJIs IO0JIb30BaTesIei

cpeacrBa 0e30IIaCHOCTH — BCE 9TO BHOCUT BKJIaJ B 0e30I1aCHOCTh KOHEUHEIX TOYCK.



Mz paccMmoTpesin OCHOBHEIE TEeXHOJIOTHYEeCKHe obJsiactu I/IH(bOpMaHI/IOHHOﬁ
0es3omacHoCTH — YIiIpaBJIeHHue JI0CTYIIOM, ayTeHTI/I(bI/IRaL[I/IIO, CceTeBYIO 0e30macHOCTbL U
3alllUTY KOHEYHBIX TOYEK. B IIOCJIEAYIINMMUX JIEKIIUAX MBI HCCJIeayeM OIllepaltum
6630H3.CHOCTI/I, pearupoBaHNe HA MHIITUACHTBI 1 JPYyI'He TeMbl, KOTOPbIe CBA3BIBAIOT 3THU

TE€XHOJIOTHH B KOMIIJIEKCHYIO IIporpaMmy 0e30I1aCHOCTH.

Bonpochbl ansa o6cyxxpeHns

1. Kak oprammsaimuam ciaemyer 0aJIaHCHPOBATD MEXKIY HeOOXOIHMMOCThI0 0€30IIaCHOCTH
KOHEUYHBIX  TOYEK M  [POU3BOOUTEJILHOCTHI0O W KOHPHUICHIIMAJILHOCTHIO

II0JIb30BaTEeJIe?

2. Kakme crpaTrermu MOTYyT TIOMOYb OPTAHU3AIIUSM COKPATUTH BpeMs MEKIY

PaCKpBITHEM YSI3BUMOCTH U PA3BEPTHIBAHUEM OOHOBJICHUS?

3. ITo mepe pasMbIBaHUAd T'PAaHUIIBI MEXOY JIHYHBIMKA W  KOPIIOPpATHMBHBIMM
yCTpOfICTBaMI/I, KaK JOJIXKHBI aJAaIITUPOBATBCA IIOOAXOOBI K 0e30I1aCHOCTH KOHEUYHBIX

TOuek?

Biaromaprio 3a BunMaHue. YBUIUMCSI B CJIEIYIOIINHA pas.

KOHTpOsbHbIE BONPOCHI

1. Yem EDR (Endpoint Detection and Response, oO0HapyskeHMe u pearmpoBaHme Ha
KOHEUHBIX TOYKAX) OTJMYaercs OT TpagulmoHHoro amrusmpyca? Kaxwme

BoamoskHOcTH EDR 11peocrasister moMumo oOHaApysKeHUsT?

2. O0BsIcCHUTE KOHIIEIITNIO aTak ¢ "ucroab3oBanueM mratHbeix cpeacts” (Living off the
Land) m moueMy OHM IIPeACTABJISIOT CJIOKHOCTH J[JIS TPATUIIMOHHBIX CPEICTB

0e30I1aCHOCT.
3. UTo Tarkoe KOHTPOJIbL HPHIJIOMKEHNN 1 KAKOBBI TPYSHOCTH €r0 BHEIPEHU?
4. OnuiunTe TPU TeXHOJIOMAH 3AIIUTEL OT dKCILJIOMTOB U KAaK OHU 3alllMINAIOT OT aTaK.

5. Ilouemy ympaBiaeHre OOHOBJIEHUSMH OCTAETCS CJIOKHOM 3ajadeil, HeCMOTps Ha

KOHIICIITYaJIbHYIO IIPOCTOTY?

6. Cpasuwure mmogxoxsr MDM (Mobile Device Management, yupasiieHre MOOMIbHBIME
yerpoiictramu) u  MAM  (Mobile Application Management, ympaBiieHne
MOOWMJIBHBIMU  IIPUJIOMKEHUSIMH) K MOOMIbHON Oe3omacuHoctu. Korma BBl OBI

HUCIIOJIB30BAJIN KAKIBIN U3 HUAX?

7. KakoBer ocuoBHble KommoHeHThl pemrenuss DLP  (Data Loss Prevention,

penoTBpalleHue yreukn qaggeix)? C xakuMuy TpygHocTaMu crankusaercs DLP?

8. Oobacuure apxurekTypy SASE (Secure Access Service Edge, morpanmunbIii cepBuc

0e30macHOro JOCTYIA) M ee IIPeMMYINECTBA II0 CPABHEHMIO C TPAIUIIMOHHBIMHI



IIogxXoJaMu K 0e30I1aCHOCTH.

Knio4yeBble TEPMUHDI

e Bennpiii cnucox mnpuao:keHmuin: IIpaktura 0OesomacHoCTH, paspelIaroas

BBITIOJIHEHNE Ha CHUCTeMe TOJIbKO O,ZIO6peHHBIX HpI/IJIOXCeHI/Iﬁ

e ASLR: Pammommsamnums pasmelnenuns azpecuoro mpocrpaHcrBa (Address Space
Layout Randomization)

L4 HOBeHEquCRaH AHAJIUTHUEKA: Texumomorus 6e3OHaCHOCTI/I, HCIIOJIb3YyIoIIad
MAaIlITHHOEe 06yquI/Ie JJIA 06Hapy91€eHI/IH aHOMAaJIbHOT'O MOBeJIeHU I10JIb30BaTeJIel 1

cymIHOCTeH
e CASB: Bpoxkep 6esomacuoctu obsaunoro mocryma (Cloud Access Security Broker)
e DEP: IIpenoreparnienne BermotHeHud gaHuabix (Data Execution Prevention)
e DLP: IIpenorspamienne yreuku nqauubx (Data Loss Prevention)

o EDR: OGOumapy:kenne m pearmpoBaHue Ha KoHeuHBIX Toukax (Endpoint Detection

and Response)

e EPM: Vmoparinenwe mpuBmiernaMu KoHedHBIX Touek (Endpoint Privilege

Management)

e HIDS: XocroBass cucrema OOHApPY:KEeHUsS  BTOPMKEHHM,  OTCJIEKMBAIOIIAS

IIOJO3PUTEIJIBHYIO AaKTUBHOCTDb Ha OTOEJIbHOM XOCTe

e HIPS: XocroBaa cucreMa IIpegOTBPAINEHNS BTOPYKEHHM, AKTHBHO OJIOKHPYIOIIAS

O6HapyH€eHHBIe YI'po3bl HA OTAECJIBHOM XOCTe

e MAM: Vupasnesnnme MobunbHbeiMH  mpuiaosxkenausavu  (Mobile  Application

Management)
e MDM: YVupasiienne moomiababsiMu yerpoiicteamu (Mobile Device Management)
e MTD: 3amwura or moounpHbIX yrpoad (Mobile Threat Defense)
e NGAV: Autusupyc HoBoro mokosienust (Next-Generation Antivirus)

L4 YHpaBJIeHI/Ie OOHOBIIEHUAMM: Hpouecc BBIABJICHUA, IIOJIYY€HUA, TECTUPOBAHUA N

ycranoBkH oouoBsieHuit 110 nis yerpanenus ysisBumocTreit
e SASE: Ilorpaununsiii cepsuc 6e3omacHoro mocryma (Secure Access Service Edge)

o SD-WAN: Ilporpammuo-onpenensgeMas riobanbuas ceth (Software-Defined Wide
Area Network)

o SWG: Besomacusiit Beo-mtoa (Secure Web Gateway)

e UEM: Vuudwuimporaunoe ymnpasiaenune kouHeunbiMu Todukamu (Unified Endpoint

Management)

e ZTNA: Cerenoii mocryi ¢ HyaeBbsIM gosepueM (Zero Trust Network Access)



