Information Security Terminology
Mapping

English - Romanian - Russian

This document provides terminology mappings for key information security terms used in the

course materials.

Core Concepts

English

Romanian

Russian

Information security

Cybersecurity

CIA Triad
Confidentiality
Integrity
Availability
Authentication
Authorization
Non-repudiation
Accountability
Defense in Depth
Security by Design
Security by Default
Audit Trail
Logging

Data at Rest

Data in Transit

Securitatea informationala

Securitate cibernetica
Triada CID
Confidentialitate
Integritate
Disponibilitate
Autentificare
Autorizare
Non-repudiere
Responsabilitate
Apérare in profunzime
Securitate prin proiectare
Securitate implicita
Jurnal de audit
Jurnalizare

Date in repaus

Date in tranzit

MHdopmaumoHHasa 6e3onacHoCTb
KnbepbezonacHOCTb

Tpuaga KU/
KoHduaeHumanbHOCTb
LlenocTtHoCTb

JocTynHocTb

AyTeHTudunkaums

AsTOpPU3aLA

HeoTpekaeMocTb
NogoT4ETHOCTL
SLlenoHnpoBaHHas 3awmTa
BezonacHOCTb Ha aTane NPOeKTUPOBaHNS
BesonacHOCTb MO yMon4aHuto
KypHan ayguta
KypHanmpoBaHue

[aHHbIe B COCTOSIHUN MOKOS

[aHHble B npouecce nepega4n



English
Data in Use
McCumber Cube

Steganography

Romanian

Date in utilizare
Cubul McCumber

Steganografie

Russian

LaHHble B npouecce 06paboTKu

Ky6 MakKamb6epa

CTteraHorpadus

MITRE ATT&CK Tactics

Source: Positive Technologies MITRE ATT&CK Matrix (Russian)

10

11

English

Reconnaissance

Resource

Development

Initial Access

Execution

Persistence

Privilege

Escalation

Defense Evasion

Credential

Access

Discovery

Lateral

Movement

Collection

Romanian

Recunoastere

Dezvoltarea

resurselor

Acces initial

Executie

Persistenta

Escaladarea

privilegiilor

Evaziunea

apararii

Acces la

credentiale

Descoperire

Miscare
laterala

Colectare

Russian

PasBegka

lMNoprotoBka
pecypcoB

lMepBOHa4anbHbIi
Joctyn

BbinonHeHne

3akpenneHne

[NoBblweHne
npuBmIernin

MNpepoTBpaLLeHne
OBHapy>XeHus

MNony4yeHne
YHETHbIX AaHHbIX

Nay4yeHune

MNepemeLleHne
BHYTPMW NepumeTpa

C60p paHHbIX

Description

C60op nHpopmauun o uenm

BbisiBneHne n nprnobpeteHne
PEecypCcoB Ans ataku

MonyyeHne

nepBoHa4asjibHOro OoCcTtyna K

cucrtemMme nnnm cetu

Sal'lyCK BPeOoHOCHOIo Koga

B cncteme

CoxpaHeHune gocTyna K

cncrTemMme nnnm cetn

Mony4yeHne NoBbILLEHHbIX
NPUBWAErNiA B CUCTEME NN

ceTn

OTkntoYeHne nnm obxop,

CpencTB 3aluThbl

MonyyeHne y4ETHbIX OaHHbIX
ONs foctyna K cuctemam

nnn oaHHbIM

BbisiBneHne [ONonHUTENbHbIX
CcUCTeM 1M nHopmMauun B

ceTn

MepemelyeHne no

CKOMIMPOMETNPOBAHHON CETYU

C60p paHHbIX 13

CKOMMNPOMETNPOBAHHbIX

cuncTtem


https://mitre.ptsecurity.com/ru-RU

English Romanian Russian Description

12 Command and Comanda si OpraHusauust YcTaHoBfeHVe CBSA3K CO
Control (C2) control yrnpasneHus CKOMMPOMETMPOBAHHBIMM
cuctemMammn
13 Exfiltration Exfiltrare Skchunsrpayms [Mepepava NOXULLEHHbIX
OaHHbIX OaHHbIX N3
CKOMIMPOMETNPOBAHHOM
CuUCTEMbI
14  Impact Impact LecTpyKTnBHOE LencTtBusa ons gOCTMXXeHNs
BO3[eNCTBMe uener 3noyMblILLIEHHNKA

MITRE ATT&CK Use Cases

Source: MITRE ATT&CK Getting Started

English Romanian Russian

Threat intelligence Informatii despre amenintari AHanuTtuka yrpos

Detection development Dezvoltarea detectérii Paspa6oTka npasun obHapy>XeHns
Security assessment Evaluarea securitatii OueHka 6e3onacHoOCTU

Red teaming Red teaming Pa6oTa kpacHo KomMaHAbl
Training and education Instruire si educatie O6yyeHne n nogroToBka

Gap analysis Analiza de decalaj AHanms paspbiBOB

Vendor evaluation Evaluarea furnizorilor OueHka NnocTaBLUMKOB

Threats and Vulnerabilities

English Romanian Russian
Threat Amenintare Yrposa
Vulnerability Vulnerabilitate YazsumocTb
Risk Risc Puck

Asset Activ AKTVB

Attack Atac ATaka


https://attack.mitre.org/resources/getting-started/

English

Attack vector
Threat actor
Security incident
Security breach

Advanced Persistent Threat
(APT)

Zero-Day

CVE (Common
Vulnerabilities and

Exposures)

CVSS (Common
Vulnerability Scoring
System)

Insider Threat
Threat Intelligence

Indicator of Compromise

I00)

Supply Chain Attack

Nation-State Actor
Cybercriminal
Hacktivism
Al-Powered Attack

Harvest Now, Decrypt Later

Responsible Disclosure

Software Bill of Materials
(SBOM)

Attack Surface Reduction

Script Kiddie

Romanian

Vector de atac

Actor de amenintare
Incident de securitate
Bresa de securitate

Amenintare Persistenta

Avansata

Vulnerabilitate de tip zero-

day

CVE

CVSS

Amenintare interna
Informatii despre amenintari

Indicator de compromitere

Atac pe lantul de

aprovizionare
Actor statal
Infractor cibernetic
Hacktivism

Atac asistat de IA

Intercepteaza acum,

decripteaza mai tarziu
Divulgare responsabila

Lista componentelor

software

Reducerea suprafetei de atac

Script kiddie

Russian

BekTop aTtaku

Cyb6bekT yrposbl
NHumpeHT 6e3onacHocTun
HapyweHune 6e3onacHocTu

MpoaBuHyTasi NOCTOSIHHAS
yrposa

YazsumocTb HyneBoro gHs

CVE

CVSS

BHyTpeHHsAs yrposa
AHannTrka yrpo3s

n HOMKATOP KOMMpoMeTauunmn

ATaka Ha LLEMOYKY NMOoCTaBOK

[ocyaapCTBEHHbIN akTop
KunbepnpecTynHuK
XaKTnBnam

ATtaka ¢ ncnonb3soaHunem VA

lMepexBaTtu cenvac, paclundpym
noTom

OTBETCTBEHHOE pacKpbITE

[MNepeyeHb komnoHeHTOB 10

CoKpalleHne NnoBepxHOCTU
aTaku

CkpunT-Knpan



English
SQL Injection
Cross-Site Scripting (XSS)

Cross-Site Request Forgery
(CSRF)

Server-Side Request
Forgery (SSRF)

BOLA (Broken Object-Level

Authorization)

Path Traversal

Buffer Overflow

Brute Force Attack
Credential Harvesting
Lateral Movement
Privilege Escalation
Reconnaissance

Command and Control (C2)
Data Exfiltration

Remote Code Execution

National Vulnerability
Database (NVD)

Open-Source Intelligence
(OSINT)

Information Sharing and
Analysis Center (ISAC)

Port Scanning
Session Hijacking
SYN Flood

Slowloris

Romanian
Injectie SQL
Cross-Site Scripting (XSS)

Cross-Site Request Forgery
(CSRF)

Falsificarea cererilor pe

partea serverului (SSRF)

Autorizare defectuoasa la
nivel de obiect (BOLA)

Parcurgerea directoarelor /

Traversarea cailor
Depasire de buffer

Atac prin fortd bruta
Colectarea credentialelor
Miscare laterala
Escaladarea privilegiilor
Recunoastere

Comanda si control
Exfiltrarea datelor

Executarea codului la

distanta

Baza Nationala de Date a

Vulnerabilitatilor

Informatii din surse deschise

Centru de Schimb si Analiza

a Informatiilor
Scanarea porturilor
Deturnarea sesiunii
Atac de tip SYN flood

Slowloris

Russian
SQL-MHbeKumsa
Me>XcanToBbI CKPUMTUHI

Mopaenka mMexcanToBbIxX
3anpocos

MNopaenka 3anpocoB Ha CTOpOHe
cepsepa (SSRF)

HekoppekTHas asTopusaums Ha
ypoBHe 06bekToB (BOLA)

O6xop kaTtanoros

[NepenonHeHne 6ydepa

ATaka mMeTogom nepebopa
C60p YYETHBIX OAaHHbIX
[opun3oHTanbHOE nepemMeLleHne
[NoBbiWweHne npuBMneruin
PasBegka

KomaHgHbI cepsep
OkchunsTpaumsa gaHHbIX

YpanéHHoe BbINOJSIHEHNE Koaa

HaumonanbHan 6a3a AaHHbIX
YSA3BUMOCTEN

Paseepgka 13 OTKPbITbIX
NCTOYHNKOB

LleHTp obmeHa » aHanusa
NHdopMauun

CkaHnpoBaHve nopToB
[NepexsaT ceccumn
SYN-chnyg,

Slowloris



English Romanian Russian

Man-in-the-Middle (MitM) Atac de tip om-la-mijloc ATaka "4yenoBek nocepepgmHe"

Attack

Denial of Service (DoS) Refuz de serviciu OTkas B o6Ccny>xnusaHum

Eavesdropping Interceptare [NpocnywmnBaHne

Shoulder Surfing Observare peste umar MNoprnageiBaHne Yepes nne4vo

Amplification Attack Atac de amplificare ATaka c ycuneHmnem

ARP Spoofing Falsificarea ARP MNopmeHa ARP

Command Injection Injectie de comenzi BHeppenne komaHg OC

DNS Cache Poisoning Otravirea cache-ului DNS OtpaBneHue kawwa DNS

DNS Spoofing Falsificarea DNS MNogmeHa DNS

VLAN Hopping VLAN hopping lNepeckaknsaHne mexxgy VLAN

Evil Twin Attack Atac de tip geamin malitios ATaka "3noi OBONHUK"

Watering Hole Attack Atac de tip adapatoare ATtaka "Bogonoin"

Typosquatting Typosquatting TanCKBOTTUHI

Bug Bounty Recompensa pentru [Mporpamma Bo3HarpaxkgeHns 3a
vulnerabilitati YA3BMMOCTH

Malware and Social Engineering

English Romanian Russian

Malware Software malitios / Program BpepoHocHoe MO
malitios

Virus Virus Bupyc

Worm Vierme Yepsb

Trojan Troian TposH

Ransomware Ransomware / Program de [Nporpamma-BbiMoraTtenb
santaj

Spyware Spyware / Program spion LLInnoHckoe MO

Rootkit Rootkit PyTtkut



English Romanian Russian

Phishing Phishing duInHr
Social engineering Inginerie sociala CoumanbHas UHXXeHepust
Deepfake Deepfake Oundenk
Adware Adware / Program cu reclame PeknamHoe MO
Bootkit Bootkit ByTtkuT
Cryptojacking Cryptojacking / Criptominare KpnnTogKeKnHr

neautorizata
Ransomware-as-a-Service Ransomware ca Serviciu BbiMoraTenbcTBO Kak ycnyra
(RaaS)
Double Extortion Extorcare dubla [BoliHOEe BbiMOraTenbCTBO
Drive-By Download Descarcare automata CkpbiTas 3arpyska
Fileless Malware Software malitios fara fisiere Becdaiinosoe spegoHocHoe MO
Living off the Land Tehnici de tip Living off the TexHuka ncnonb3oBaHUsA
(LOtL) Land LWITaTHbIX CPencTB
Sandbox Sandbox / Mediu izolat MNecoyHnuya
Sandbox Evasion Evitarea sandbox-ului O6x0[ Neco4HuLbl
Static Analysis Analiza statica CTratuyeckuii aHanna
Dynamic Analysis Analiza dinamica OdnHamundeckuin aHanms
Spear Phishing Spear phishing / Phishing LleneBsoin pmLLnHr

tintit
Whaling Whaling / Phishing executiv Yannunr
Vishing Vishing / Phishing vocal BuwimHr
Smishing Smishing / Phishing prin SMS CmunwnHr
Quishing Quishing / Phishing prin cod KeuumHr

QR
Deepfake Deepfake Oundelik
Vishing Vishing / Phishing vocal BuwimHr
Phishing Varieties Varietéti de phishing PasHoBngHOCTU chuimHra
AT in Social Engineering IA in ingineria sociala N B coumnanbHOn nHXeHepun

Physical Attacks Atacuri fizice dusn4eckme aTaku



English
Defense Strategies
Reciprocity

Commitment and

Consistency
Social Proof
Authority
Liking
Scarcity

Tailgating

Piggybacking

Dumpster Diving

Impersonation

Site Reconnaissance

BEC (Business Email

Compromise)

CEO Fraud

Pretexting
Baiting

Tailgating

Dumpster Diving

Impersonation

Site Reconnaissance

Security Awareness

Training

Phishing Simulation

Romanian

Strategii de aparare

Reciprocitate

Angajament si consecventa

Dovada sociala
Autoritate
Simpatie

Raritate / Deficit

Tailgating / Urmarirea

neautorizata

Piggybacking

Céautarea in gunoi

Uzurparea identitatii

Recunoasterea locatiei

Compromiterea e-mailului de

afaceri

Frauda de tip CEO

Pretexting

Momeala

Tailgating / Acces prin

urmarire
Céautarea in gunoi

Uzurparea identitatii

Recunoasterea obiectului

Instruire de constientizare a

securitatii

Simulare de phishing

Russian

CTpaterun 3awmTbl
B3avMHbIn 06MeH

O65s3aTenbCTBO U
nocnenoBaTeslbHOCTb

CoupnanbHoe [okasaTenbCTBO
AsTOopuTET
BnaropacnonoxeHue
Hedvunt

lNpoxon cnegom (TeNNrenTuHr)

Mpoxop, BCnen 3a apyrum
(MUIrrNMB3KNHT)

AHanns mycopa

MimnepcoHaumsa (Bblgaya cebs 3a
npyroe nuuo)

PekorHocunpoBka o6bekTa

KomnpomeTtauusa genosow
nepenmnckin

MOLLEHHNYECTBO OT UMEHN
pykoBoguTens

MNpeTekCcTuHr
MNpumanka

[Npoxopn cnegom

AHanns mycopa

MimnepcoHaumsa (Bblgaya cebs 3a
npyroe nuuo)

PekorHocunpoBka o6bekTa

O6y4eHune No MHHPOPMaLNOHHON
6e30omacHoCcTH

Cumynsaumna dumvHra



English Romanian Russian

Adversarial Al IA adversariala CocTtsazarensHbii A
Polymorphic Virus Virus polimorf MonumopdHbI BUPYC
Metamorphic Virus Virus metamorf MeTtamopdHbIin BUpYC
Remote Access Trojan Troian de acces la distanta TposiH yganéHHoro goctyna
(RAT)
Keylogger Keylogger / Inregistrator de Kewnnorrep
taste
Exploit Kit Kit de exploatare Habop akcnnonTtos
Malvertising Publicitate malitioasa BpepnoHocHasa peknama
User and Entity Behavior Analiza comportamentului AHanuTnka noBegeHus
Analytics (UEBA) utilizatorilor si entitatilor Nnosib30BaTeNen 1 CyLHOCTEN
Piggybacking Piggybacking Mpoxop, BCnen 3a apyrum
DMARC DMARC DMARC
DKIM DKIM DKIM
SPF (Sender Policy SPF SPF
Framework)
Triple Extortion Extorcare tripla TpolHoe BbIMOraTenbCcTBO
Wiper Wiper / Software de stergere Bainep
HTML Smuggling HTML Smuggling KoHTpabanga HTML
Signature-Based Detection = Detectarea bazata pe O6Hapy>xeHne Ha oCHoBe
semnaturi curHaTyp
Heuristic Detection Detectarea euristica OBpUCTNHECKOE OBHApPY>XeHne
Out-of-Band Verification Verificare pe un canal BHenonocHasa sepudurkaums

alternativ (out-of-band)

Cialdini's Principles of Influence

Source: Skillbox - Principles of Influence Psychology

English Romanian Russian

Reciprocity Reciprocitate B3anMHbIn 06MeH


https://skillbox.ru/media/marketing/shest-printsipov-psikhologii-vliyaniya/

English Romanian Russian

Commitment and Angajament si O6s3aTenbLCTBO U

Consistency consecventa rnocnenoBaTesibHOCTb

Social Proof Dovada sociala CouuanbHoe goKasaTenbCTBO
Authority Autoritate ABTOpUTET

Liking Simpatie BnaropacnonoxeHue

Scarcity Deficit Hedovunt

Psychology of Manipulation

Source: CISA: Avoiding Social Engineering and Phishing Attacks

English Romanian Russian

Phishing Varieties Varietati de phishing PazHoBmaHOCTU huLLnHra
Vishing and Deepfakes Vishing si deepfakes BuwmHr n gundenkn

Smishing and Quishing Smishing si quishing CMUWNHI 1 KBULINHI

Al in Social Engineering IA in ingineria sociala MW B coumnanbHOn NHXeHepun
Physical Attacks Atacuri fizice dusnyeckne ataku

Defense Strategies Strategii de aparare Ctparerun 3awnTbl

Access Control

Source: NIST SP 800-192: Verification and Test Methods for Access Control Policies/Models

English Romanian Russian

Access control Control al accesului YnpasneHne gocTynom
Identification Identificare VoeHTudunkaums
Discretionary Access Control Control Discretionar al [nckpeunoHHoe ynpasneHue
(DAC) Accesului 0OCTYrom

Mandatory Access Control Control Obligatoriu al MaHgaTHoe ynpasneHue

(MAC) Accesului OOCTYrnom


https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks
https://csrc.nist.gov/pubs/sp/800/192/final

English

Role-Based Access Control
(RBAC)

Attribute-Based Access
Control (ABAC)

Policy-Based Access Control
(PBAC)

Relationship-Based Access
Control (ReBAC)

Policy-as-Code
Least privilege

Multi-factor authentication
(MFA)

Single Sign-On (SSO)

Zero Trust

Access Control List (ACL)

Separation of Duties
Bell-LaPadula Model
Biba Model
Need-to-Know

Privilege Creep

XACML

AAA Framework

Open Policy Agent (OPA)
Just-inTime Access
Clark-Wilson Model

Brewer-Nash Model (Chinese
Wall)

Role Explosion

Romanian

Control al Accesului Bazat

pe Roluri

Control al Accesului Bazat
pe Atribute

Control al Accesului Bazat

pe Politici

Control al Accesului Bazat

pe Relatii
Politica ca cod
Privilegiu minim

Autentificare multi-factor

Autentificare unica

Zero Trust / Incredere

Zero

Lista de control al

accesului

Separarea atributiilor
Modelul Bell-LaPadula
Modelul Biba

Necesitatea de a cunoaste
Acumularea privilegiilor
XACML

Cadrul AAA

Open Policy Agent

Acces la momentul necesar
Modelul Clark-Wilson

Modelul Brewer-Nash
(Zidul Chinezesc)

Explozia rolurilor

Russian

YnpasneHne 4OCTyrnom Ha
OCHOBe porei

YnpasneHne AoCTyrnom Ha
OCHOBE aTpubyTOB

ynpaBneHvle L0OCTYyNnoM Ha
OCHOBe MOJINTUK

YnpaBneHne gOCTyrnomM Ha
OCHOBE OTHOLLEHUI

Monutnka Kak Kog
MuHuManbHbIEe NpuBUNErnm

MHorogakTopHas
ayTeHTUmkaums

EpuHas Touyka Bxopa

Hynesoe pfosepue

Cnncok yrnpasnieHna goCcTtyrnom

PaspeneHne obsazaHHoOCTEN
Mogenb Benna-Jlanagynbl
Mopenb Buba
HeobxognmocTb 3HaTb
HakonneHve npusunerun
XACML

®penmBopk AAA

Open Policy Agent

LocTyn To4HO B CpOK
Mogenb Knapka-Buncona

Mogenb Bptoepa-Hawwa
(Kutanckasa cteHa)

BapbiB ponen



Authentication and Identity Management

Source: NIST SP 800-63: Digital Identity Guidelines

English
Authentication Factor
FIDO2

WebAuthn

Passkey

TOTP (Time-based One-

Time Password)

OAuth 2.0

OpenlID Connect (OIDC)
SAML

Federated Identity

Privileged Access
Management (PAM)

Identity Governance and
Administration (IGA)

Account Lifecycle

Management

Credential Stuffing

Decentralized Identity

Identity Threat Detection
and Response (ITDR)

MFA Fatigue
CTAP2

Risk-Based Authentication

Behavioral Biometrics

Romanian

Factor de autentificare
FIDO2

WebAuthn

Passkey / Cheie de acces

Paroléd unica bazata pe timp

OAuth 2.0

OpenID Connect
SAML

Identitate federata

Gestionarea accesului

privilegiat
Guvernanta si administrarea
identitatii
Gestionarea ciclului de viata

al conturilor

Credential stuffing / Testare

automatéd de credentiale

Identitate descentralizata

Detectarea si raspunsul la

amenintéri de identitate
Oboseala MFA
CTAP2

Autentificare bazata pe risc

Biometrie comportamentala

Russian

®dakTop ayTeHTUhnKauumn
FIDO2

WebAuthn

Kntod gocTyna

OpHopaszoBbIl Naposib Ha OCHOBE

BpeMEHN
OAuth 2.0
OpenID Connect

SAML

depepaTtuBHasn nageHTUdmkaums

YnpasneHue

npmBmnnernpoBaHHbIM OOCTYINOM

YnpasneHue un
agMVHVUCTPUPOBaHNe
naeHTndrKaumn

yn paBneHne XnM3HeHHbIM LNKII0M

YYETHBIX 3anucen

lMNogcTaHoBKa YYETHBIX AaHHbIX

[eueHTpanm3oBaHHas
naeHTndrKaumna

OGHapy)XeHne 1 pearmpoBaHiie

Ha yrposbl ngeHTudukaumn
Yctanoctb ot MFA
CTAP2

AyTeHTUdhNKaums Ha OCHoBe
pPUCKOB

NoBegeH4yeckas GuomeTpus


https://pages.nist.gov/800-63-3/

English
JSON Web Token (JWT)
SIM Swapping

Passwordless

Authentication
Identity Provider (IdP)

Continuous

Authentication
Adaptive Authentication

Continuous Adaptive
Trust (CAT)

Continuous Access
Evaluation (CAE)

SCIM (System for Cross-
domain Identity

Management)

Machine Identity

Management

Romanian

JSON Web Token
Schimbarea cartelei SIM

Autentificare fara parola

Furnizor de identitate

Autentificarea continui

Autentificarea adaptiva

Incredere adaptiva continua

Evaluarea continua a

accesului

SCIM (Sistem pentru
managementul identitatii

intre domenii)

Gestionarea identitatii

masinilor

Network Security

Russian
JSON Web Token
MopmeHa SIM-kKapTbl

BecnaponbHasa ayTeHTUduKaums

lMNocTaBLmMK ngeHTugmnKaymm

HenpepbiBHasa ayTeHTudmkauns

ApanTtuBHasa ayTeHTudurKayns

HenpepbiBHOE aganTuBHOE
gosepue

HenpepbiBHas oueHka gocTyna

SCIM (Cuctema MeXXgOMEHHOro
ynpasneHus ngeHtuduxkaumen)

YHpaBneHme MallHHbIMU
NOeHTN4YHOCTAMU

Source: NIST SP 800-41: Guidelines on Firewalls and Firewall Policy

English

Firewall

Next-Generation Firewall
(NGFW)

Web Application Firewall
(WAF)

Intrusion Detection System

(IDS)

Intrusion Prevention System

IpSs)

Romanian

Paravan de protectie /

Firewall

Paravan de protectie de

noud generatie

Paravan de protectie pentru

aplicatii web

Sistem de Detectie a

Intruziunilor

Sistem de Prevenire a

Intruziunilor

Russian

MexxceTeBol aKpaH

Me>xceTeBol 9KpaH HOBOro
MOKOJ1IeHUA

Me>xxceTeBol 9KpaH YPOBHS
NPUNOXEHNI

Cuctema obHapy>xeHus
BTOP>XXEHUI

Cuctema npegoTBpaLleHnst
BTOP>KEHWI


https://csrc.nist.gov/pubs/sp/800/41/rev-1/final

English Romanian Russian

Virtual Private Network Retea Privata Virtuala BupTyanbHas 4acTtHasa ceTb
(VPN)
Network segmentation Segmentarea retelei CermeHTauus cetu
Microsegmentation Micro-segmentare MukpocermeHTaums
DMZ (Demilitarized Zone) Zona demilitarizata LemunutapnsosaHHasi 30Ha
Security Information and Gestionarea Informatiilor si YnpasneHne nHhopmaumen n
Event Management (SIEM) Evenimentelor de Securitate COObLITUAMN 6E30MacHOCT
(SIEM) (SIEM)
Endpoint Detection and Detectie si Raspuns la O6Hapy>xeHne 1 pearmpoBaHune
Response (EDR) Punctele Terminale Ha KOHEYHbIX TOYKax
Extended Detection and Detectie si raspuns extins PaclumpeHHoe o6Hapy>XeHue 1
Response (XDR) pearnpoBaHune
Security Orchestration, Orchestrare, automatizare si OpkecTpauus, aBToMmaTmsauns 1
Automation and Response raspuns de securitate pearvpoBaHve
(SOAR)
Secure Access Service Edge Serviciu de acces securizat lMorpaHun4HbIA cepBuc
(SASE) la margine 6e3o0mnacHoro goctyna
Cloud Access Security Broker de securitate pentru Bbpokep 6e3onacHoCTU
Broker (CASB) accesul la cloud obna4yHoro gocryna
Zero Trust Network Access Acces la retea cu incredere CeTeBoil 4OCTYN C HYNEBbIM
(ZTNA) Zero nosepuem
VLAN VLAN VLAN
IPSec IPSec IPSec
WireGuard WireGuard WireGuard
DDoS (Distributed Denial of DDoS DDoS
Service)
Packet Filtering Firewall Paravan cu filtrare de MexceTeBol aKpaH c
pachete hunbTpauvel NakeTos
Stateful Packet Inspection Paravan cu inspectie de Me>xxceTeBol aKpaH C
(SPI) Firewall stare a pachetelor KOHTPOJSIEM COCTOSIHUIN NaKeToB
Proxy Firewall Paravan proxy / Proxy de Mpokcu-akpaH
aplicatie
Deep Packet Inspection Inspectie profunda a [My6oKuin aHann3 nakeTos

pachetelor



English Romanian Russian

Snort Snort Snort

Suricata Suricata Suricata

Software-Defined Perimeter Perimetru definit prin [MporpammHo-onpenensiemMsliii

(SDP) software nepumeTp

Mean Time to Detect Timpul mediu de detectie CpepHee Bpemsi 0GHapy>XKeHust

(MTTD)

Mean Time to Respond Timpul mediu de raspuns CpepnHee Bpems pearmpoBaHus

(MTTR)

Firewall as a Service Paravan de protectie ca Me>xceTeBon aKpaH Kak ycnyra

(FWaaS) serviciu

SSL/TLS VPN VPN SSL/TLS VPN Ha ocHoBe SSL/TLS

OpenVPN OpenVPN OpenVPN

Data Channel Offload (DCO) Descarcarea canalului de Paarpyska KaHana gaHHbIX
date (DCO) (DCO)

OSI Model (Open Systems Modelul OSI Mogenb OSI (Mogenb

Interconnection) (Interconectarea Sistemelor B3aUMOOENCTBUS OTKPbITbIX
Deschise) CUCTEM)

OWASP Top 10 OWASP Top 10 OWASP Ton 10

RFC 1918 (Private IPv4 RFC 1918 (Adrese IPv4 RFC 1918 (HacTHble IPv4-agpeca)

Addresses) private)

Network Access Control Controlul accesului la retea KoHTponb ceTeBoro gocrtyna

(NAC)

SSL/TLS Inspection Inspectie SSL/TLS MHcnekuma SSL/TLS

Endpoint and System Protection

Source: NIST SP 800-114: User's Guide to Telework and Bring Your Own Device (BYOD)

Security

English Romanian Russian

Next-Generation Antivirus Antivirus de noua generatie AHTVBMPYC HOBOIO MOKONEHS
(NGAV)


https://csrc.nist.gov/pubs/sp/800/114/rev-1/final
https://csrc.nist.gov/pubs/sp/800/114/rev-1/final

English

Data Loss Prevention (DLP)

Mobile Device Management

(MDM)

Mobile Application
Management (MAM)

Unified Endpoint
Management (UEM)

Patch Management
Application Whitelisting

Endpoint Privilege
Management (EPM)

Mobile Threat Defense
(MTD)

Behavioral Analytics

ASLR (Address Space

Layout Randomization)

DEP (Data Execution

Prevention)
Secure Boot

Trusted Platform Module

(TPM)

Host-based IDS (HIDS)

Host-based IPS (HIPS)

SD-WAN

Secure Web Gateway (SWG)

Control Flow Guard (CFG)

Control-flow Enforcement
Technology (CET)

Measured Boot

Immutable Infrastructure

Romanian

Prevenirea pierderii datelor

Gestionarea dispozitivelor

mobile

Gestionarea aplicatiilor

mobile

Gestionarea unificatd a

punctelor terminale
Gestionarea actualizarilor
Lista alba a aplicatiilor

Gestionarea privilegiilor

punctelor terminale

Apararea impotriva

amenintarilor mobile
Analizad comportamentala

ASLR

DEP

Pornire securizata

Modul platforma de

incredere

IDS bazat pe gazda

IPS bazat pe gazda

SD-WAN

Gateway web securizat

Protectia fluxului de control

Tehnologia de aplicare a

fluxului de control
Pornire méasurata

Infrastructurad imuabila

Russian

MpepoTBpaLleHe yTeuKu
AaHHbIX

YnpasneHne MoOUbHbIMU
yCTponcTBamu

YnpasneHne MOGUNbHbIMU
MPUNOXEHNAMMN

YHumunpoBaHHoe ynpasneHne
KOHEYHbIMY TOYKaMU

YnpasneHne o6HOBEHNAMU
Benbin cnncok npunoXxeHni

YnpaBneHne npuBunerusiMun
KOHEYHbIX TOYeK

3awmta oT MOBWIbHBIX Yrpo3

[MoBepeHyeckas aHanuMTka

ASLR

DEP

BesonacHas 3arpyska

[oBepeHHbIn NNaTOpPMEHHbIN
Moaynb

XocToBas cuctema obHapy>XxeHus
BTOP>XXEHWUI

XocToBasi cuctema
NPEeaoTBPAaLLEHNS] BTOPXKEHWIA

SD-WAN
BesonacHbin Be6-LLO3
3awmTa noToka ynpasfieHuns

TexHonorus KOHTPOMA NOTOKa
BbINOJIHEHUA

M3mepeHHas 3arpyska

HeunsmeHsemasa nHgpacTpykTypa



English Romanian Russian

Bring Your Own Device Aduceti propriul dispozitiv Vicnonb3oBaHWe NUYHbIX

(BYOD) YCTPOWCTB

CIS Benchmarks Standarde de referinta CIS CtaHpgapTbl KoHurypauum CIS

Full Disk Encryption (FDE) Criptarea completa a MonHoe wundgpoBaHne gucka
discului

System Hardening Intarirea sistemului YcuneHne 3awmTbl CUCTEMBI

Cryptography - General

Source: NIST SP 800-175B: Guideline for Using Cryptographic Standards in the Federal

Government

English Romanian Russian

Cryptography Criptografie Kpuntorpacdus
Encryption Criptare LLiIncdbposaHne
Decryption Decriptare PacwmndposaHne
Cipher Cifru LLindp

Key Cheie Kntou

Plaintext Text clar OTKpbITbIN TEKCT
Ciphertext Text cifrat LLincppoTekcT

Key exchange Schimb de chei O6meH Kntovamun

Key management Gestionarea cheilor YnpasneHune kntoyamu
Nonce Nonce / Numar unic OpHopasoBhbIit HOMep
Key Rotation Rotatia cheilor PoTauus kntoyen
Avalanche Effect Efectul de avalansa J1aBUHHbIN adhhekT
Kerckhoffs' Principle Principiul lui Kerckhoffs MpuHumn Kepkrodgdca
Hardware Security Module Modul de securitate AnnapatHbI Mogynb
(HSM) hardware 6e3onacHocTu

Key Management Service Serviciu de gestionare a CepBuc ynpasneHus Knoyamm
(KMS) cheilor

Confusion Confuzie lNepemewnsaHmne


https://csrc.nist.gov/pubs/sp/800/175/b/rev-1/final
https://csrc.nist.gov/pubs/sp/800/175/b/rev-1/final

English Romanian Russian

Diffusion Difuzie PacceunsaHne

Crypto-Agility Agilitate criptografica Kpuntorpadunyeckas rmbkoCcTb
Side-Channel Attack Atac pe canale laterale ATtaka no nob6o4HbIM KaHanam
Initialization Vector (IV) Vector de initializare BekTop uHuumanusaumn
Forward Secrecy Secret direct Mpsamasi CeKPeTHOCTb

Perfect Forward Secrecy Secret direct perfect CoBepLueHHas npsmas

(PFS) CEKPETHOCTb

Perfect Secrecy Secret perfect CoBeplLueHHas CEKPETHOCTb
Trapdoor Function Functie cu trapa DYHKLMSA C CEKPETOM

Key Derivation Function Functie de derivare a DyYHKUMSA BbIBOAA KHOYEN
(KDF) cheilor

Lightweight Cryptography Criptografie usoara O6neryéHHas kpunTtorpadus
Enigma Enigma OHurma

VENONA VENONA BEHOHA

ElGamal ElGamal Onb-lamanb

Symmetric Cryptography

Source: NIST SP 800-67: Recommendation for the Triple Data Encryption Algorithm (TDEA)
Block Cipher

English Romanian Russian

Symmetric encryption Criptare simetrica CuMMeTpuryHoOe WindpoBaHmne
Block cipher Cifru bloc BnoyHein wndbp

Stream cipher Cifru flux [MoTokoBbIn WP

Advanced Encryption Standard Standard Avansat de YCcoBepLUEHCTBOBAHHbIN CTaHOAPT
(AES) Criptare LngpoBaHms

AES-NI (AES New Instructions) AES-NI (instructiuni AES-NI (annapatHble NHCTPYKLMN
hardware AES) AES)

Data Encryption Standard (DES) Standard de Criptare CtaHpgapT WwndpoBaHns SaHHbIX

a Datelor


https://csrc.nist.gov/pubs/sp/800/67/rev-2/final
https://csrc.nist.gov/pubs/sp/800/67/rev-2/final

English Romanian Russian

Triple DES (3DES) Triple DES (3DES) TpownHon DES

ChaCha20 ChaCha20 ChaCha20

Ascon Ascon Ascon

Mode of operation Mod de operare Pexxum paboTbl

Authenticated encryption Criptare autentificata AyTeHTudnLMpoBaHHOE
wngpoBaHue

AEAD (Authenticated Encryption = AEAD AEAD

with Associated Data)

GCM (Galois/Counter Mode) GCM GCM

CBC (Cipher Block Chaining) CBC CBC

CTR (Counter Mode) CTR CTR

ECB (Electronic Codebook) ECB ECB

CCM CCM CCM

HKDF HKDF HKDF

PBKDF2 PBKDF2 PBKDF2

Feistel Network Retea Feistel Cetb DeiicTens

Substitution-Permutation Retea de substitutie- MopcTaHOBOYHO-

Network (SPN) permutare nepecrtaHoBo4YHas CeTb

S-box (Substitution Box) S-box S-610K

Padding Oracle Attack Atac de tip padding ATaka Ha opakyn AOMOfHEHNS
oracle

One-Time Pad Cifru cu cheie unica OpHopa3oBbIil 65IOKHOT

XChaCha20 XChaCha20 XChaCha20

Poly1305 Poly1305 Poly1305

ChaCha20-Poly1305 ChaCha20-Poly1305 ChaCha20-Poly1305

Asymmetric Cryptography

Source: NIST SP 800-56B: Recommendation for Pair-Wise Key-Establishment Schemes Using



https://csrc.nist.gov/pubs/sp/800/56/b/rev-2/final
https://csrc.nist.gov/pubs/sp/800/56/b/rev-2/final

English

Asymmetric encryption
Public key

Private key

RSA

Elliptic Curve
Cryptography (ECC)

Diffie-Hellman

ECDH (Elliptic Curve
Diffie-Hellman)

Post-Quantum
Cryptography (PQC)

ML-KEM (Module-Lattice
Key Encapsulation)

ML-DSA (Module-Lattice
Digital Signature)

SLH-DSA (Stateless Hash-

Based Digital Signature)
Ed25519

Curve25519

Key Encapsulation
One-Way Function
Hybrid Scheme

Shor's Algorithm

OAEP (Optimal
Asymmetric Encryption
Padding)

PSS (Probabilistic

Signature Scheme)

Learning With Errors
(LWE)

Key Encapsulation
Mechanism (KEM)

Romanian

Criptare asimetrica
Cheie publica
Cheie privata

RSA

Criptografie pe Curbe
Eliptice

Diffie-Hellman

ECDH

Criptografie Post-

Cuantica

ML-KEM

ML-DSA

SLH-DSA

Ed25519

Curve25519
Incapsularea cheii
Functie unidirectionala
Schema hibrida
Algoritmul lui Shor

OAEP

PSS

Invatare cu erori

Mecanism de

incapsulare a cheii

Russian

AcnmMMeTpuY4Hoe ndpoBaHme
OTKpbITbIN KIHOY

3aKpbITbIA KI1HOY

RSA

Kpuntorpadums Ha anamnTnyeckmx
KPMBbIX

Ondbdun-XennmaH

ECDH

MocTkBaHTOBasA KpunTorpadus

ML-KEM

ML-DSA

SLH-DSA

Ed25519

Curve25519

MHkancynauusa knoya
OpHoHanpasneHHas pyHKUMSA
MépugHasa cxema

Anroputm LLlopa

OAEP

PSS

O6y4eHune ¢ owmbKamm

MexaHn3m MHKaNCynaunm Kio4en



English Romanian

ECDHE (Ephemeral
ECDH)

ECDHE

Discrete Logarithm
Problem

Problema logaritmului

discret

Integer Factorization Problema factorizarii

Problem numerelor intregi

Lattice-based Cryptography  Criptografie bazata pe

retele

X25519 X25519

Hashing and Integrity

Russian

ECDHE

3apava ONCKPETHOro
norapumMnpoBaHns

3apgaya chakTopusaumm Lenbix Yncen
(pasnoXkeHune 4ncna Ha MHOXUTENW)

Kpuntorpadus Ha peluétkax

X25519

Source: NIST SP 800-107: Recommendation for Applications Using Approved Hash Algorithms

English Romanian

Hash function

dispersie
Hash value Valoare hash
Collision resistance

Preimage resistance

Message Authentication Code

(MAC) Mesajelor

Digital signature Semnaétura digitala
Checksum Sumaé de control

Data integrity Integritatea datelor

SHA-1 SHA-1
SHA-2 SHA-2
SHA-256 SHA-256
SHA-3 SHA-3
MD5 MD5
BLAKE2 BLAKE2

Functie hash / Functie de

Rezistentd la coliziuni
Rezistentd la preimagine

Cod de Autentificare a

Russian

Xeww-pyHKUMA

Xelw-3HauyeHne
YCTOMYMBOCTE K KOMIN3USM
YcTonumBoCTb K Npeobpasy

Kop ayteHTumkaumm
COOOLLIEHNI

Lincdbposas nognucb
KoHTponbHas cymma
LlenocTHOCTb fgaHHbIX
SHA-1

SHA-2

SHA-256

SHA-3

MD5

BLAKE2


https://csrc.nist.gov/pubs/sp/800/107/rev-1/final

English Romanian Russian

BLAKE3 BLAKE3 BLAKE3

HMAC (Hash-based MAC) HMAC HMAC

KMAC KMAC KMAC

SHAKE/XOF SHAKE/XOF SHAKE/XOF

berypt berypt berypt

scrypt scrypt scrypt

Argon2id Argon2id Argon2id

Salt Salt / Sare criptografica Conb

Pepper Pepper / Piper criptografic Mepey, (cekpeTHas gobaBka K
rnaponto)

Password Hashing Hashing-ul parolelor XeluvpoBaHue naponen

Birthday Attack Atac de tip zi de nastere ATaka gHel poXageHus

Merkle-Damgard Constructia Merkle-Damgard ~ KoHCTpykuus Mepkna-

Construction Damropaa

Sponge Construction Constructia de tip burete KoHCTpyKums ry6km

Second Preimage Resistance Rezistentd la a doua YCTOMYMBOCTb KO BTOPOMY

preimagine npeobpasy

Length Extension Attack Atac de extensie a lungimii ATaka yaiMHeHnem coobLLeHns

Rainbow Table Attack Atac cu tabele curcubeu ATaka C NoOMOLLbI0 pagy>XHbIX
Tabnuy,

Proof of Work Dovada muncii [okasaTtenscTeo paboThl

Blockchain Blockchain BnokyeiH

PKI and Certificates

English Romanian Russian

Public Key Infrastructure (PKI) Infrastructura cu Cheie VHpacTpyKTypa OTKPbIThIX
Publica KIto4en

Certificate Authority (CA) Autoritate de Certificare YaocToBepsitoLLNA LEHTP

Digital certificate Certificat digital Lindbposoii ceptnduxar



English
X.509

Certificate revocation

Certificate Revocation List (CRL)

OCSP
TLS/SSL
ECDSA
EdDSA
DSA
RSA-PSS

ACME (Automatic Certificate

Management Environment)
Let's Encrypt

Certificate Transparency (CT)

Code Signing
OCSP Stapling
HSTS

DANE

Schnorr Signature
BLS Signature

Registration Authority (RA)

Distinguished Name (DN)

Certificate Signing Request (CSR)

Domain Validated (DV) Certificate

Organization Validated (OV)
Certificate

Romanian

X.509
Revocare certificat

Lista de Revocare a

Certificatelor
OCsP
TLS/SSL
ECDSA
EdDSA

DSA
RSA-PSS

ACME

Let's Encrypt

Transparenta

certificatelor
Semnarea codului
OCSP Stapling
HSTS

DANE

Semnétura Schnorr
Semnétura BLS

Autoritate de

Inregistrare
Nume distinctiv

Cerere de semnare a

certificatului

Certificat cu validare de

domeniu

Certificat cu validare de

organizatie

Russian

X.509
OT3bIB cepTudukaTa

Cnncok oTo3BaHHbIX
cepTudukaToB

OCSP
TLS/SSL
ECDSA
EdDSA
DSA
RSA-PSS

ACME

Let's Encrypt

[Npo3payHocTb cepTudunKaToB

MNopnuck Koga
Mpukpennerne OCSP
HSTS

DANE

Mognuck LLHoppa
Mopgnnck BLS

LleHTp pernctpauumn

YHuKanbHoe nms

3anpoc Ha noanuch
cepTtudukara

CepTudmkar ¢ npoBepkon
JoMeHa

CepTucukar ¢ npoBepKom
opraHusaumm



English

Extended Validation (EV)
Certificate

Web of Trust
PGP (Pretty Good Privacy)

Timestamp Authority (TSA)

Mutual TLS (mTLS)
TLS 1.3

Signed Certificate Timestamp
(SCT)

Cloud Security

English

Cloud security

Infrastructure as a Service
(IaaS)

Platform as a Service

(PaaS)

Software as a Service
(SaaS)

Shared responsibility model

Container security
Serverless

Cloud Security Posture
Management (CSPM)

Cloud Workload Protection
Platform (CWPP)

Cloud-Native Application
Protection Platform

(CNAPP)

Romanian

Certificat cu validare

extinsa
Retea de incredere
PGP

Autoritate de marcare

temporala
TLS reciproc
TLS 1.3

Marcaj temporal de

certificat semnat

Romanian

Securitate cloud

Infrastructura ca Serviciu

Platforma ca Serviciu

Software ca Serviciu

Model de responsabilitate

partajata
Securitatea containerelor
Serverless / Fara server

Gestionarea posturii de

securitate cloud

Platforma de protectie a

sarcinilor de lucru cloud

Platforma de protectie a

aplicatiilor native cloud

Russian

CepTudmkar ¢ paclumpeHHom

NPOBEPKOW
CeTb poBepus
PGP

Cnyxx6a LTamMrnoB BPeMeH!

BzanmHbii TLS
TLS 1.3

[NognucaHHasa BpemMeHHas
MeTKa cepTtudukara

Russian

O6nayHas 6e30nacHOCTb

NHdpacTpyKTypa Kak ycnyra

MnaTdopma Kak ycnyra

[MporpammHoe obecriedeHne Kak

ycnyra

Mopenb pasgenéHHoim
OTBETCTBEHHOCTH

BesonacHocTb KOHTeI7IHepOB

BeccepBepHble BblHMCNEHNS

YnpasneHne 6e30MacHOCTbIO

06nayvHbIX KOHUrypauuia

Mnatdopma 3awmuTbl 06n1a4HbIX

paboynx Harpy3ok

Mnatdopma 3awmuTbl 061a4HbIX

NPUNOXEHNI



English

Identity and Access
Management (IAM)

Infrastructure as Code

(IaC)

Deployment Pipeline

CI/CD Pipeline
DevSecOps
API Security

Cloud Controls Matrix
(CCM)

Cloud Security Alliance
(CSA)

FedRAMP
Envelope Encryption

Kubernetes

Virtual Private Cloud (VPC)

Service Mesh
Secrets Management

Confidential Computing

Trusted Execution
Environment (TEE)

Cloud Infrastructure

Entitlement Management

(CIEM)

STAR Registry

Romanian

Gestionarea identitatii si a

accesului

Infrastructura ca si cod

Flux de livrare / Pipeline de

deployment
Pipeline CI/CD
DevSecOps

Securitatea API

Matricea de controale cloud

Alianta pentru securitate

cloud

FedRAMP

Criptare cu plic
Kubernetes

Cloud privat virtual
Retea de servicii
Gestionarea secretelor

Calcul confidential

Mediu de executie de

incredere

Gestionarea drepturilor de

acces in infrastructura cloud

Registrul STAR

Russian

YnpaBsneHne ngeHtudukaunen n
0OCTyrnom

NHdpacTpyKkTypa Kak Kop,

KoHBeliep pa3BépTbiBaHs

KoHngeliep CI/CD
DevSecOps
BesonacHocTb API

MaTtpuua obnavHbiX KOHTPOSEN

AnbsiHC No obnavHomn
6e30MacHOCT

FedRAMP

KoHBepTHOE wndpoBaHme
Kubernetes

BupTtyanbHoe 4acTHoe ob6nako
CepBucHasa ceTka
YnpaBsneHne cekpetamu

KoHduaeHumanbHble
BblYNCIEHUS

,D,OBepeHHaFI cpena BbINoJIHEHUA

YnpaeneHvne npasamu B
obnayvHon NHppPaCcTpPyKType

Peectp STAR



Infrastructure Resilience

English

Romanian

Russian

High Availability (HA)

Recovery Point Objective
(RPO)

Recovery Time Objective
(RTO)

Business Impact Analysis
(BI1A)

Business Continuity Plan
(BCP)

Load Balancing

CDN (Content Delivery
Network)

Active-Active
Active-Passive
Chaos Engineering
Immutable Backup

SLA (Service Level

Agreement)

SLO (Service Level Objective)

SLI (Service Level Indicator)

Error Budget
Availability Zone
Tabletop Exercise

3-2-1-1-0 Backup Rule

WORM Storage (Write Once
Read Many)

Disponibilitate ridicata

Obiectivul punctului de

recuperare

Obiectivul timpului de

recuperare

Analiza impactului asupra

afacerii

Plan de continuitate a

afacerii
Echilibrarea incarcaturii

Retea de distributie a

continutului
Activ-activ
Activ-pasiv
Inginerie a haosului
Backup imuabil

Acord privind nivelul de

servicii

Obiectivul nivelului de

servicii

Indicatorul nivelului de

servicii

Buget de erori

Zona de disponibilitate
Exercitiu de simulare

Regula de backup 3-2-1-1-0

Stocare WORM

Bbicokast gocTynHocTb

LleneBas Touka BOCCTaHOBIEHUS

LleneBoe Bpemsi BOCCTaHOBNEHNS

AHann3 Bo3gencTensa Ha 6usHec

NnaH ob6ecneyeHus
HenpepbIBHOCTM 6U3Heca

EanchmpOBKa Harpysku

CeTtb OOCTaBKU KOHTEHTa

AKTUBHbIA-AKTUBHbII
AKTUBHbIA-NACCUBHbIN
Xaoc-mHxeHepus

HeunsmeHsiemasi pesepBHas Konusi

CornawleHne o6 ypoBHe
obcny>XnBaHus

LleneBoli ypoBeHb 06CNy>XMBaHNS

lNMokasaTenb ypoOBHs
obcny>XnBaHus

BrogkeT owmnbokK
30Ha goCcTynHOCTY
KabunHeTHble y4eHuns

MpaBuno pesepBHOro
konupoBaHus 3-2-1-1-0

XpaHunuie WORM



English Romanian

Site Reliability Engineering Ingineria fiabilitatii site-
(SRE) urilor

DDoS Mitigation Atenuarea DDoS

Failover Comutare la sistem de

rezerva

Disaster Recovery (DR) Recuperare in caz de

dezastru

Single Point of Failure
(SPOF)

Punct unic de esec

Geographic Redundancy Redundanta geografica

Risk Management

English Romanian

Risk management Gestionarea riscurilor

Risk assessment Evaluarea riscurilor
Risk treatment Tratarea riscului
Risk mitigation Atenuarea riscului
Risk acceptance Acceptarea riscului
Risk transfer Transferul riscului
Risk appetite Apetit pentru risc
Risk tolerance Toleranta la risc
Threat modeling

Penetration testing Testare de penetrare

Vulnerability Assessment Evaluarea

vulnerabilitétilor
Asset Classification Clasificarea activelor

ISO 27005 ISO 27005

Modelarea amenintarilor

Russian

ObecneyeHne HagéXHOCTU
canToB

3awmTa ot DDoS-aTaK

MepekntoveHne Ha pe3eps

ABapuniiHoe BOCCTaHOBMEHNE

EnnHas Touyka oTkasa

leorpaduyeckoe
pe3epBupoBaHme

Russian

YnpasneHvne puckamm
OueHka puckoB
O6paboTka pucka
CwmsiryeHne pucka
[NpuHaTre pucka
[Nepepava pucka
AnneTuT K pucky
TonepaHTHOCTb K PUCKY
MopenvupoBaHue yrpos

TecTnpoBaHue Ha
NMPOHNKHOBEHNE

OueHka ya3BuMocCTel

Knaccumpukauysa aktmesos

ISO 27005



English

FAIR (Factor Analysis of

Information Risk)
STRIDE
PASTA

ALE (Annualized Loss
Expectancy)

KRI (Key Risk Indicator)

KPI (Key Performance

Indicator)
Attack Tree
Cyber Insurance
Third-Party Risk

Single Loss Expectancy (SLE)

Annual Rate of Occurrence

(ARO)

Monte Carlo Simulation

Red Team

Blue Team

Purple Team

Residual Risk
Compensating Control
Risk Avoidance

Risk Management Framework
(RMF)

Risk Register

Qualitative Risk Assessment

Quantitative Risk Assessment

Romanian

FAIR

STRIDE
PASTA

Expectanta pierderilor

anuale
Indicator cheie de risc

Indicator cheie de

performanta

Arbore de atacuri
Asigurare cibernetica
Risc al tertilor

Expectanta pierderii unice

Rata anuala de aparitie

Simulare Monte Carlo

Echipa rosie

Echipa albastra
Echipa purpurie
Risc rezidual
Control compensator
Evitarea riscului

Cadrul de gestionare a

riscurilor
Registru de riscuri

Evaluare calitativa a

riscurilor

Evaluare cantitativa a

riscurilor

Russian

FAIR

STRIDE
PASTA

Oxunpgaemble cpefHerogoBble
notepu

KnioueBon nHgukarop pucka

Knto4eBon nokasarenb
3 eKTUBHOCTH

[epeBo aTak
KubepcTpaxosaHue
Puck TpeTbnx CTOpoH

EQvHoBpeMeHHble OXraaemble
noTtepu

CpepHerofoBasi 4acToTa
BO3HVKHOBEHUS

MogennpoBaHe MeToAoM
MoHTe-Kapno

KpacHas komaHga
CuHsas KomaHpa
duronetoBas KomaHga
OcTaToyHbIN pUCK
KomneHcupyoLas mepa
N3bexxaHne pucka

dpeiMBOPK yrnpasneHns
puckamu

Peectp puckos

KayecTBeHHas oueHka pncKoB

KonunyectBeHHas oLeHKa
pucKoB



Compliance and Governance

English

Romanian

Russian

Compliance
Security policy
Security audit

Information Security
Management System
(ISMS)

Incident response
Business continuity

Disaster recovery

Security Operations
Center (SOC)

GRC (Governance, Risk

and Compliance)

CISO (Chief Information
Security Officer)

DPO (Data Protection
Officer)

Three Lines Model
SOC Report

Acceptable Use Policy
(AUP)

Security Baseline

Computer Security
Incident Response Team
(CSIRT)

Chain of Custody

Data Protection Impact
Assessment (DPIA)

Compliance-as-Code

Conformitate
Politica de securitate
Audit de securitate

Sistem de Management al
Securitatii Informatiilor

(SMSI)
Réaspuns la incidente
Continuitatea afacerii

Recuperare in caz de

dezastru

Centru de Operatiuni de

Securitate

Guvernanta, risc si

conformitate

Director de securitate a

informatiilor

Responsabil cu protectia

datelor
Modelul celor trei linii
Raport SOC

Politica de utilizare

acceptabila

Nivel de referinta de

securitate

Echipa de raspuns la
incidente de securitate

informatica

Lantul de custodie

Evaluarea impactului asupra

protectiei datelor

Conformitate ca si cod

CooTBeTcTBUE
MNMonntnka 6esonacHocTn
AyouT 6esonacHoCcTU

Cuctema MeHepyKMeHTa
NMHOpMaLMOHHOM 6e30MacHOCT
(CMUB)

PearvpoBaHne Ha UHLMOEHTHI
HenpepbiBHOCTL 613Heca

BoccTaHoBneHre nocre Katactpod

LleHTp onepauuin 6e3onacHOCT

YnpaBneHue, puck N COOTBETCTBME

LvpekTop No MHopMaLNOHHON
6e30nacHoOCTK

OTBETCTBEHHbIV 3a 3aLUMTY LAHHbIX

Mopgenb Tpéx nuHun
OT4éT SOC

MonuTtuka gonycTnmoro
NCnonb30oBaHNsA

Ba3zoBbIi ypoBeHb 6€30MacHOCTM

[pynna pearnpoBaHusa Ha
NHUNOEHTbI KOMMbIOTEPHOIA
6e3onacHocTn

Llenoyka XpaHeHA 0oKa3aTesibCTB

OueHKa BO3OeNCTBUSA Ha 3awmTy
OaHHbIX

CooTBeTCcTBME KaK Kof



English Romanian Russian

RACI Matrix Matrice RACI Matpuuya RACI

Implementation Groups Grupuri de implementare pynnbl BHeOopeHus

(I

Gap Analysis Analiza de decalaj AHanna paspbiBOB

Conformity Assessment Evaluarea conformitatii OueHka cooTBETCTBUSA

Privacy by Design Confidentialitate prin KoHthuraeHumanbHOCTb Ha aTane
proiectare NMPOEKTNPOBaHNA

Standards and Frameworks

English Romanian Russian

ISO 27001 ISO 27001 ISO 27001

NIST Cybersecurity Cadrul de Securitate Cibernetica PpelriMBOpPK

Framework (CSF) NIST KnéepodesonacHocTn NIST
GDPR (General Data RGPD (Regulamentul general GDPR

Protection Regulation) privind protectia datelor)

NIS2 Directive Directiva NIS 2 (Directiva privind OnpekTtnea NIS2

securitatea cibernetica)

CIS Controls Controale CIS KoHTponu CIS

MITRE ATT&CK MITRE ATT&CK MITRE ATT&CK

PCI DSS PCI DSS PCI DSS

HIPAA HIPAA HIPAA

SOX (Sarbanes-Oxley) SOX SOX

DORA (Digital Operational DORA (Regulamentul privind DORA

Resilience Act) rezilienta operationala digitalad)

AT Act Regulamentul privind inteligenta 3akoH 06 I
artificiala

Cyber Resilience Act Regulamentul privind rezilienta 3aKoH o
cibernetica KnbepycTon4mBoCTU

COBIT COBIT COBIT

NIST SP 800-53 NIST SP 800-53 NIST SP 800-53



English Romanian Russian

ISO 22301 ISO 22301 ISO 22301
OWASP OWASP OWASP
PTES (Penetration Testing PTES PTES

Execution Standard)

Sources

Romanian Terminology
e SRI - Glosar de termeni pentru domeniul securitatii cibernetice (2019)
sri.ro/assets/files/publicatii/GLOSAR-TERMENI-CYBER-12-09-2019.pdf
e DNSC - Ghid de securitate cibernetica (2021) - dnsc.ro
o EUR-Lex - Regulamentul (UE) 2016/679 (RGPD) - text oficial
e EUR-Lex - Directiva (UE) 2022/2555 (NIS 2) - text oficial
o EUR-Lex - Regulamentul (UE) 2022/2554 (DORA) - text oficial

e EUR-Lex - Regulamentul (UE) 2024/1689 (Regulamentul privind inteligenta artificiala) -

text oficial

e EUR-Lex - Regulamentul (UE) 2024/2847 (Regulamentul privind rezilienta cibernetica) -

text oficial
e CyberSkill.ro - Glosar de termeni securitate cibernetica - cyberskill.ro/glosar-de-termeni/
e Microsoft Security Romania - Terminologie localizata - microsoft.com/ro-ro/security

e (Cisco Networking Academy - Cybersecurity Essentials (Romanian localization)

netacad.com

Russian Terminology

o EastWest Institute - Russia-US Bilateral on Cybersecurity Critical Terminology
Foundations

e CCDCOE - Cyber Definitions in Chinese, Russian and English

e GOST Standards (GOST 28147-89, GOST R 34.10, GOST R 34.11)

 RFC 4357, RFC 5830, RFC 7836 - Russian cryptographic algorithms

e GOST R ISO/IEC 27000 - Information security terminology (Russian adoption of ISO
27000)

o FSTEC Russia - Glossary of information security terms



o Kaspersky Encyclopedia - Glossariy terminov kiberbezopasnosti -

encyclopedia.kaspersky.ru/glossary/
e SecurityLab.ru - Glossariy terminov IB - securitylab.ru/glossary/
e DDoS-Guard - Baza znaniy / Terminy - ddos-guard.ru/terms

« OWASP API  Security Top 10 - Russian translation - owasp.org/API-
Security/editions/2019/ru/

Document prepared for the Information Security Technologies course at the Technical

University of Moldova by Maxim Masiutin, Adjunct Professor.



