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Lab - Research Network Security Threats
Lab - Research Network Security Threats
Objectives
Part 1: Explore the SANS Website
Part 2: Identify Recent Network Security Threats
Part 3: Detail a Specific Network Security Threat
Background / Scenario
To defend a network against attacks, an administrator must identify external threats that pose a danger to the network. Security websites can be used to identify emerging threats and provide mitigation options for defending a network.
One of the most popular and trusted sites for defending against computer and network security threats is SysAdmin, Audit, Network, Security (SANS). The SANS site provides multiple resources, including a list of the top 20 Critical Security Controls for Effective Cyber Defense and the weekly @Risk: The Consensus Security Alert newsletter. This newsletter details new network attacks and vulnerabilities.
In this lab, you will navigate to and explore the SANS site, use the SANS site to identify recent network security threats, research other websites that identify threats, and research and present the details about a specific network attack.
Required Resources
Device with internet access
Presentation computer with PowerPoint or other presentation software installed
Instructions
Exploring the SANS Website
In Part 1, navigate to the SANS website and explore the available resources.
Locate SANS resources.
Search the internet for SANS. From the SANS home page, click on FREE Resources.
Question:
List three available resources.
Type your answers here.
Locate the link to the CIS Critical Security Controls.
The CIS Critical Security Controls linked on the SANS website are the culmination of a public-private partnership involving the Department of Defense (DoD), National Security Association, Center for Internet Security (CIS), and the SANS Institute. The list was developed to prioritize the cyber security controls and spending for DoD. It has become the centerpiece for effective security programs for the United States government. From the Resources menu, select Critical Security Controls, or similar. The CIS Critical Security Controls document is hosted at the Center for Internet Security (CIS) web site and requires free registration to access. There is a link on the CIS Security Controls page at SANS to download the 2014 SANS Critical Security Controls Poster, which provides a brief description of each control.
Question:
Select one of the Controls and list implementation suggestions for this control.
Type your answers here.
Locate the Newsletters menu.
Question:
Highlight the Resources menu, select Newsletters. Briefly describe each of the three newsletters available.
Type your answers here.
Identify Recent Network Security Threats
In Part 2, you will research recent network security threats using the SANS site and identify other sites containing security threat information.
Locate the @Risk: Consensus Security Alert Newsletter Archive.
From the Newsletters page, select Archive for the @RISK: The Consensus Security Alert. Scroll down to Archives Volumes and select a recent weekly newsletter. Review the Notable Recent Security Issues and Most Popular Malware Files sections.
Question:
List some recent vulnerabilities. Browse multiple recent newsletters, if necessary.
Type your answers here.
Identify sites providing recent security threat information.
Questions:
Besides the SANS site, identify some other websites that provide recent security threat information.
Type your answers here.
List some of the recent security threats detailed on these websites.
Type your answers here.
Detail a Specific Network Security Attack
In Part 3, you will research a specific network attack that has occurred and create a presentation based on your findings. Complete the form below based on your findings.
Complete the following form for the selected network attack.
	Name of attack
	Type of attack
	Dates of attacks
	Computers / Organizations affected

	Blank

	blank
	blank
	blank

	How it works and what it did:

	Blank













	Mitigation options:

	Blank




	References and info links:

	Blank





Blank Line, No additional information
Blank Line, No additional information
Follow the instructor’s guidelines to complete the presentation.
Reflection Questions
What steps can you take to protect your own computer?
Type your answers here.
What are some important steps that organizations can take to protect their resources?
Type your answers here.
End of Documen
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Addressing Table
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	R1
	G0/0/1
	192.168.1.1
	255.255.255.0
	N/A

	S1
	VLAN 1
	192.168.1.11
	255.255.255.0
	192.168.1.1

	PC-A
	NIC
	192.168.1.3
	255.255.255.0
	192.168.1.1


Blank Line, No additional information
Objectives
Part 1: Configure Basic Device Settings
Part 2: Configure the Router for SSH Access
Part 3: Configure the Switch for SSH Access
Part 4: SSH from the CLI on the Switch
Background / Scenario
In the past, Telnet was the most common network protocol used to remotely configure network devices. Telnet does not encrypt the information between the client and server. This allows a network sniffer to intercept passwords and configuration information.
Secure Shell (SSH) is a network protocol that establishes a secure terminal emulation connection to a router or other networking device. SSH encrypts all information that passes over the network link and provides authentication of the remote computer. SSH is rapidly replacing Telnet as the remote login tool of choice for network professionals. SSH is most often used to log in to a remote device and execute commands. However, it can also transfer files using the associated Secure FTP (SFTP) or Secure Copy (SCP) protocols.
The network devices that are communicating must be configured to support SSH in order for SSH to function. In this lab, you will enable the SSH server on a router and then connect to that router using a PC with an SSH client installed. On a local network, the connection is normally made using Ethernet and IP.
Note: The routers used with CCNA hands-on labs are Cisco 4221 with Cisco IOS XE Release 16.9.4 (universalk9 image). The switches used in the labs are Cisco Catalyst 2960s with Cisco IOS Release 15.2(2) (lanbasek9 image). Other routers, switches, and Cisco IOS versions can be used. Depending on the model and Cisco IOS version, the commands available and the output produced might vary from what is shown in the labs. Refer to the Router Interface Summary Table at the end of the lab for the correct interface identifiers.
Note: Make sure that the routers and switches have been erased and have no startup configurations. If you are unsure, contact your instructor.
Required Resources
1 Router (Cisco 4221 with Cisco IOS XE Release 16.9.4 universal image or comparable)
1 Switch (Cisco 2960 with Cisco IOS Release 15.2(2) lanbasek9 image or comparable)
1 PC (Windows with a terminal emulation program, such as Tera Term)
Console cables to configure the Cisco IOS devices via the console ports
Ethernet cables as shown in the topology
Instructions
Configure Basic Device Settings
In Part 1, you will set up the network topology and configure basic settings, such as the interface IP addresses, device access, and passwords on the router.
Cable the network as shown in the topology.
Initialize and reload the router and switch.
Configure the router.
Open configuration window
Console into the router and enable privileged EXEC mode.
Enter configuration mode.
Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were host names.
Assign class as the privileged EXEC encrypted password.
Assign cisco as the console password and enable login.
Assign cisco as the VTY password and enable login.
Encrypt the plaintext passwords.
Create a banner that will warn anyone accessing the device that unauthorized access is prohibited.
Configure and activate the G0/0/1 interface on the router using the information contained in the Addressing Table.
Save the running configuration to the startup configuration file.
Configure PC-A.
Configure PC-A with an IP address and subnet mask.
Configure a default gateway for PC-A.
Verify network connectivity.
Ping R1 from PC-A. If the ping fails, troubleshoot the connection.
Close configuration window
Configure the Router for SSH Access
Using Telnet to connect to a network device is a security risk because all the information is transmitted in a clear text format. SSH encrypts the session data and provides device authentication, which is why SSH is recommended for remote connections. In Part 2, you will configure the router to accept SSH connections over the VTY lines.
Configure device authentication.
The device name and domain are used as part of the crypto key when it is generated. Therefore, these names must be entered prior to issuing the crypto key command.
Open configuration window
Configure device name.
Configure the domain for the device.
Configure the encryption key method.
Configure a local database username.
Configure a username using admin as the username and Adm1nP@55 as the password.
Enable SSH on the VTY lines.
Enable Telnet and SSH on the inbound VTY lines using the transport input command.
Change the login method to use the local database for user verification.
Save the running configuration to the startup configuration file.
Establish an SSH connection to the router.
Start Tera Term from PC-A.
Establish an SSH session to R1. Use the username admin and password Adm1nP@55. You should be able to establish an SSH session with R1.
Close configuration window
Configure the Switch for SSH Access
In Part 3, you will configure the switch to accept SSH connections. After the switch has been configured, establish an SSH session using Tera Term.
Configure the basic settings on the switch.
Open configuration window
Console into the switch and enable privileged EXEC mode.
Enter configuration mode.
Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were host names.
Assign class as the privileged EXEC encrypted password.
Assign cisco as the console password and enable login.
Assign cisco as the VTY password and enable login.
Encrypt the plain text passwords.
Create a banner that will warn anyone accessing the device that unauthorized access is prohibited.
Configure and activate the VLAN 1 interface on the switch according to the Addressing Table.
Save the running configuration to the startup configuration file.
Configure the switch for SSH connectivity.
Use the same commands that you used to configure SSH on the router in Part 2 to configure SSH for the switch.
Configure the device name as listed in the Addressing Table.
Configure the domain for the device.
Configure the encryption key method.
Configure a local database username.
Enable Telnet and SSH on the VTY lines.
Change the login method to use the local database for user verification.
Establish an SSH connection to the switch.
Start Tera Term from PC-A, and then SSH to the SVI interface on S1.
Question:
Are you able to establish an SSH session with the switch?
Type your answers here.
Close configuration window
SSH From the CLI on the Switch
The SSH client is built into the Cisco IOS and can be run from the CLI. In Part 4, you will SSH to the router from the CLI on the switch.
View the parameters available for the Cisco IOS SSH client.
Open configuration window
Use the question mark (?) to display the parameter options available with the ssh command.
S1# ssh ?
  -c    Select encryption algorithm
  -l    Log in using this user name
  -m    Select HMAC algorithm
  -o    Specify options
  -p    Connect to this port
  -v    Specify SSH Protocol Version
  -vrf  Specify vrf name
  WORD  IP address or hostname of a remote system
SSH to R1 from S1.
You must use the –l admin option when you SSH to R1. This allows you to log in as user admin. When prompted, enter Adm1nP@55 for the password.
S1# ssh -l admin 192.168.1.1
Password: 
Authorized Users Only!
R1>
You can return to S1 without closing the SSH session to R1 by pressing Ctrl+Shift+6. Release the Ctrl+Shift+6 keys and press x. The switch privileged EXEC prompt displays.
R1>
S1#
To return to the SSH session on R1, press Enter on a blank CLI line. You may need to press Enter a second time to see the router CLI prompt.
S1#
[Resuming connection 1 to 192.168.1.1 ... ]

R1>
To end the SSH session on R1, type exit at the router prompt.
R1# exit

[Connection to 192.168.1.1 closed by foreign host]
S1#
Question:
What versions of SSH are supported from the CLI?
Type your answers here.
Close configuration window
Reflection Question
How would you provide multiple users, each with their own username, access to a network device?
Type your answers here.
Router Interface Summary Table
	Router Model
	Ethernet Interface #1
	Ethernet Interface #2
	Serial Interface #1
	Serial Interface #2

	1900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	4221
	Gigabit Ethernet 0/0/0 (G0/0/0)
	Gigabit Ethernet 0/0/1 (G0/0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)

	4300
	Gigabit Ethernet 0/0/0 (G0/0/0)
	Gigabit Ethernet 0/0/1 (G0/0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)


Blank Line, No additional information
Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many interfaces the router has. There is no way to effectively list all the combinations of configurations for each router class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device. The table does not include any other type of interface, even though a specific router may contain one. An example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to represent the interface.
End of document
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Addressing Table
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	R1
	G0/0/1
	192.168.1.1
	255.255.255.0
	N/A

	S1
	VLAN 1
	192.168.1.11
	255.255.255.0
	192.168.1.1

	PC-A
	NIC
	192.168.1.3
	255.255.255.0
	192.168.1.1


Blank Line, No additional information
Objectives
Part 1: Configure Basic Device Settings
Part 2: Configure the Router for SSH Access
Part 3: Configure the Switch for SSH Access
Part 4: SSH from the CLI on the Switch
Background / Scenario
In the past, Telnet was the most common network protocol used to remotely configure network devices. Telnet does not encrypt the information between the client and server. This allows a network sniffer to intercept passwords and configuration information.
Secure Shell (SSH) is a network protocol that establishes a secure terminal emulation connection to a router or other networking device. SSH encrypts all information that passes over the network link and provides authentication of the remote computer. SSH is rapidly replacing Telnet as the remote login tool of choice for network professionals. SSH is most often used to log in to a remote device and execute commands. However, it can also transfer files using the associated Secure FTP (SFTP) or Secure Copy (SCP) protocols.
The network devices that are communicating must be configured to support SSH in order for SSH to function. In this lab, you will enable the SSH server on a router and then connect to that router using a PC with an SSH client installed. On a local network, the connection is normally made using Ethernet and IP.
Note: The routers used with CCNA hands-on labs are Cisco 4221 with Cisco IOS XE Release 16.9.4 (universalk9 image). The switches used in the labs are Cisco Catalyst 2960s with Cisco IOS Release 15.2(2) (lanbasek9 image). Other routers, switches, and Cisco IOS versions can be used. Depending on the model and Cisco IOS version, the commands available and the output produced might vary from what is shown in the labs. Refer to the Router Interface Summary Table at the end of the lab for the correct interface identifiers.
Note: Make sure that the routers and switches have been erased and have no startup configurations. If you are unsure, contact your instructor.
Required Resources
1 Router (Cisco 4221 with Cisco IOS XE Release 16.9.4 universal image or comparable)
1 Switch (Cisco 2960 with Cisco IOS Release 15.2(2) lanbasek9 image or comparable)
1 PC (Windows with a terminal emulation program, such as Tera Term)
Console cables to configure the Cisco IOS devices via the console ports
Ethernet cables as shown in the topology
Instructions
Configure Basic Device Settings
In Part 1, you will set up the network topology and configure basic settings, such as the interface IP addresses, device access, and passwords on the router.
Cable the network as shown in the topology.
Initialize and reload the router and switch.
Configure the router.
Open configuration window
Console into the router and enable privileged EXEC mode.
Enter configuration mode.
Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were host names.
Assign class as the privileged EXEC encrypted password.
Assign cisco as the console password and enable login.
Assign cisco as the VTY password and enable login.
Encrypt the plaintext passwords.
Create a banner that will warn anyone accessing the device that unauthorized access is prohibited.
Configure and activate the G0/0/1 interface on the router using the information contained in the Addressing Table.
Save the running configuration to the startup configuration file.
Configure PC-A.
Configure PC-A with an IP address and subnet mask.
Configure a default gateway for PC-A.
Verify network connectivity.
Ping R1 from PC-A. If the ping fails, troubleshoot the connection.
Close configuration window
Configure the Router for SSH Access
Using Telnet to connect to a network device is a security risk because all the information is transmitted in a clear text format. SSH encrypts the session data and provides device authentication, which is why SSH is recommended for remote connections. In Part 2, you will configure the router to accept SSH connections over the VTY lines.
Configure device authentication.
The device name and domain are used as part of the crypto key when it is generated. Therefore, these names must be entered prior to issuing the crypto key command.
Open configuration window
Configure device name.
Configure the domain for the device.
Configure the encryption key method.
Configure a local database username.
Configure a username using admin as the username and Adm1nP@55 as the password.
Enable SSH on the VTY lines.
Enable Telnet and SSH on the inbound VTY lines using the transport input command.
Change the login method to use the local database for user verification.
Save the running configuration to the startup configuration file.
Establish an SSH connection to the router.
Start Tera Term from PC-A.
Establish an SSH session to R1. Use the username admin and password Adm1nP@55. You should be able to establish an SSH session with R1.
Close configuration window
Configure the Switch for SSH Access
In Part 3, you will configure the switch to accept SSH connections. After the switch has been configured, establish an SSH session using Tera Term.
Configure the basic settings on the switch.
Open configuration window
Console into the switch and enable privileged EXEC mode.
Enter configuration mode.
Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were host names.
Assign class as the privileged EXEC encrypted password.
Assign cisco as the console password and enable login.
Assign cisco as the VTY password and enable login.
Encrypt the plain text passwords.
Create a banner that will warn anyone accessing the device that unauthorized access is prohibited.
Configure and activate the VLAN 1 interface on the switch according to the Addressing Table.
Save the running configuration to the startup configuration file.
Configure the switch for SSH connectivity.
Use the same commands that you used to configure SSH on the router in Part 2 to configure SSH for the switch.
Configure the device name as listed in the Addressing Table.
Configure the domain for the device.
Configure the encryption key method.
Configure a local database username.
Enable Telnet and SSH on the VTY lines.
Change the login method to use the local database for user verification.
Establish an SSH connection to the switch.
Start Tera Term from PC-A, and then SSH to the SVI interface on S1.
Question:
Are you able to establish an SSH session with the switch?
Type your answers here.
Close configuration window
SSH From the CLI on the Switch
The SSH client is built into the Cisco IOS and can be run from the CLI. In Part 4, you will SSH to the router from the CLI on the switch.
View the parameters available for the Cisco IOS SSH client.
Open configuration window
Use the question mark (?) to display the parameter options available with the ssh command.
S1# ssh ?
  -c    Select encryption algorithm
  -l    Log in using this user name
  -m    Select HMAC algorithm
  -o    Specify options
  -p    Connect to this port
  -v    Specify SSH Protocol Version
  -vrf  Specify vrf name
  WORD  IP address or hostname of a remote system
SSH to R1 from S1.
You must use the –l admin option when you SSH to R1. This allows you to log in as user admin. When prompted, enter Adm1nP@55 for the password.
S1# ssh -l admin 192.168.1.1
Password: 
Authorized Users Only!
R1>
You can return to S1 without closing the SSH session to R1 by pressing Ctrl+Shift+6. Release the Ctrl+Shift+6 keys and press x. The switch privileged EXEC prompt displays.
R1>
S1#
To return to the SSH session on R1, press Enter on a blank CLI line. You may need to press Enter a second time to see the router CLI prompt.
S1#
[Resuming connection 1 to 192.168.1.1 ... ]

R1>
To end the SSH session on R1, type exit at the router prompt.
R1# exit

[Connection to 192.168.1.1 closed by foreign host]
S1#
Question:
What versions of SSH are supported from the CLI?
Type your answers here.
Close configuration window
Reflection Question
How would you provide multiple users, each with their own username, access to a network device?
Type your answers here.
Router Interface Summary Table
	Router Model
	Ethernet Interface #1
	Ethernet Interface #2
	Serial Interface #1
	Serial Interface #2

	1900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	4221
	Gigabit Ethernet 0/0/0 (G0/0/0)
	Gigabit Ethernet 0/0/1 (G0/0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)

	4300
	Gigabit Ethernet 0/0/0 (G0/0/0)
	Gigabit Ethernet 0/0/1 (G0/0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)


Blank Line, No additional information
Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many interfaces the router has. There is no way to effectively list all the combinations of configurations for each router class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device. The table does not include any other type of interface, even though a specific router may contain one. An example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to represent the interface.
End of document
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Addressing Table
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	R1
	G0/0/1
	192.168.1.1
	255.255.255.0
	N/A

	S1
	VLAN 1
	192.168.1.11
	255.255.255.0
	192.168.1.1

	PC-A
	NIC
	192.168.1.3
	255.255.255.0
	192.168.1.1


Objectives
Part 1: Configure Basic Device Settings
Part 2: Configure Basic Security Measures on the Router
Part 3: Configure Basic Security Measures on the Switch
Background / Scenario
It is recommended that all network devices be configured with at least a minimum set of best practice security commands. This includes end user devices, servers, and network devices, such as routers and switches.
In this lab, you will configure the network devices in the topology to accept SSH sessions for remote management. You will also use the IOS CLI to configure common, basic best practice security measures. You will then test the security measures to verify that they are properly implemented and working correctly.
Note: The routers used with CCNA hands-on labs are Cisco 4221 with Cisco IOS XE Release 16.9.4 (universalk9 image). The switches used in the labs are Cisco Catalyst 2960s with Cisco IOS Release 15.2(2) (lanbasek9 image). Other routers, switches, and Cisco IOS versions can be used. Depending on the model and Cisco IOS version, the commands available and the output produced might vary from what is shown in the labs. Refer to the Router Interface Summary Table at the end of the lab for the correct interface identifiers.
Note: Make sure that the routers and switches have been erased and have no startup configurations. If you are unsure, contact your instructor.
Required Resources
1 Router (Cisco 4221 with Cisco IOS XE Release 16.9.4 universal image or comparable)
1 Switch (Cisco 2960 with Cisco IOS Release 15.2(2) lanbasek9 image or comparable)
1 PC (Windows with a terminal emulation program, such as Tera Term)
Console cables to configure the Cisco IOS devices via the console ports
Ethernet cables as shown in the topology
Instructions
Configure Basic Device Settings
In Part 1, you will set up the network topology and configure basic settings, such as the interface IP addresses, device access, and passwords on the devices.
Cable the network as shown in the topology.
Attach the devices shown in the topology and cable as necessary.
Initialize and reload the router and switch.
Configure the router and switch.
Open configuration window
Console into the device and enable privileged EXEC mode.
Assign the device name according to the Addressing Table.
Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were hostnames.
Assign class as the privileged EXEC encrypted password.
Assign cisco as the console password and enable login.
Assign cisco as the VTY password and enable login.
Create a banner that warns anyone accessing the device that unauthorized access is prohibited.
Configure and activate the G0/0/1 interface on the router using the information contained in the Addressing Table.
Configure the default SVI on the switch with the IP address information according to the Addressing Table.
Save the running configuration to the startup configuration file.
Close configuration window
Configure PC-A.
Open command prompt
Configure PC-A with an IP address and subnet mask.
Configure a default gateway for PC-A.
Close command prompt
Verify network connectivity.
Open configuration window
Ping R1 and S1 from PC-A. If any of the pings fail, troubleshoot the connection.
Close configuration window
Configure Basic Security Measures on the Router
Configure security measures.
Open configuration window
Encrypt all clear-text passwords.
Configure the system to require a minimum 12-character password.
Change the passwords (privileged exec, console, and vty) to meet the new length requirement.
Set the privileged exec password to $cisco!PRIV*
Set the console password to $cisco!!CON*
Set the vty line password to $cisco!!VTY*
Configure the router to accept only SSH connections from remote locations
Configure the username SSHadmin with an encrypted password of 55HAdm!n2020
The router’s domain name should be set to ccna-lab.com
The key modulus should be 1024 bits.
Set security and best-practice configurations on the console and vty lines.
Users should be disconnected after 5 minutes of inactivity.
The router should not allow vty logins for 2 minutes if 3 failed login attempts occur within 1 minute.
Close configuration window
Configure security measures.
Verify that all unused ports are disabled.
Router ports are disabled by default, but it is always prudent to verify that all unused ports are in an administratively down state. This can be quickly checked by issuing the show ip interface brief command. Any unused ports that are not in an administratively down state should be disabled using the shutdown command in interface configuration mode.
Open configuration window
Close configuration window
Verify that your security measures have been implemented correctly.
Open configuration window
Use Tera Term on PC-A to telnet to R1.
Question:
Does R1 accept the Telnet connection? Explain.
Type your answers here.
Use Tera Term on PC-A to SSH to R1.
Question:
Does R1 accept the SSH connection?
Type your answers here.
Intentionally mistype the user and password information to see if login access is blocked after two attempts.
Question:
What happened after you failed to login the second time?
Type your answers here.
From your console session on the router, issue the show login command to view the login status. In the example below, the show login command was issued within the 120 second login blocking period and shows that the router is in Quiet-Mode. The router will not accept any login attempts for 111 more seconds.
After the 120 seconds has expired, SSH to R1 again and login using the SSHadmin username and 55HAdm!n2020 for the password.
Question:
After you successfully logged in, what was displayed?
Type your answers here.
Enter privileged EXEC mode and use $cisco!PRIV* for the password.
Question:
If you mistype this password, are you disconnected from your SSH session after three failed attempts within 60 seconds? Explain.
Type your answers here.
Issue the show running-config command at the privileged EXEC prompt to view the security settings you have applied.
Close configuration window
Configure Basic Security Measures on the Switch
Configure security measures.
Open configuration window
Encrypt all clear-text passwords.
Change the passwords (privileged EXEC, console, and vty).
Set the privileged exec password to $cisco!PRIV*
Set the console password to $cisco!!CON*
Set the vty line password to $cisco!!VTY*
Configure the switch to accept only SSH connections from remote locations.
Configure the username SSHadmin with an encrypted password of 55HAdm!n2020
The switches domain name should be set to ccna-lab.com
The key modulus should be 1024 bits.
Set security and best-practice configurations on the console and vty lines.
Users should be disconnected after 5 minutes of inactivity.
The switch should not allow logins for 2 minutes if 3 failed login attempts occur within 1 minute.
Disable all of the unused ports.
Verify all unused ports are disabled.
Switch ports are enabled, by default. Shut down all ports that are not in use on the switch.
You can verify the switch port status using the show ip interface brief command.
Use the interface range command to shut down multiple interfaces at a time.
Verify that all inactive interfaces have been administratively shut down.
Close configuration window
Verify that your security measures have been implemented correctly.
Verify that Telnet has been disabled on the switch.
SSH to the switch and intentionally mistype the user and password information to see if login access is blocked.
After the 30 seconds has expired, SSH to S1 again and log in using the SSHadmin username and 55HAdm!n2020 for the password.
Question:
Did the banner appear after you successfully logged in?
Type your answers here.
Enter privileged EXEC mode using $cisco!PRIV* as the password.
Issue the show running-config command at the privileged EXEC prompt to view the security settings you have applied.
Close configuration window
Reflection Questions
The password cisco command was entered for the console and VTY lines in your basic configuration in Part 1. When is this password used after the best practice security measures have been applied?
Type your answers here.
Are preconfigured passwords shorter than 10 characters affected by the security passwords min-length 12 command?
Type your answers here.
Router Interface Summary Table
	Router Model
	Ethernet Interface #1
	Ethernet Interface #2
	Serial Interface #1
	Serial Interface #2

	1800
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	1900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2801
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)

	2811
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	4221
	Gigabit Ethernet 0/0/0 (G0/0/0)
	Gigabit Ethernet 0/0/1 (G0/0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)

	4300
	Gigabit Ethernet 0/0/0 (G0/0/0)
	Gigabit Ethernet 0/0/1 (G0/0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)


Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many interfaces the router has. There is no way to effectively list all the combinations of configurations for each router class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device. The table does not include any other type of interface, even though a specific router may contain one. An example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to represent the interface.
End of document
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