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Agenda - Modulul 5 WA

* Concepte generale de securitate cibernetica pentru sistemele de conducere
industriale (ICS); principii de asigurare a confidentialitatii, integritatii si
disponibilitatii in cadrul ICS si analiza comparativa IT/OT

* Modelul Purdue pentru securitatea ICS si ghidul NIST SP 800-82r3 pentru
securitatea tehnologiei operationale (OT)

 Aspecte de standardizare: familiille de standarde ISO27001 - Sistem de

management pentru securitatea informatiilor si ISA/IEC 62443 — Securitate
cibernetica industrial

 Cadrul European actual de reglementare si certificare pentru securitatea
cibernetica pentru operatori esentiali si de infrastructuri critice (elemente
cheie ale directivelor NIS2, CSA, CRA si schema Europeana de certificare
EUCC pentru produse, sisteme si servicii informatice)

* Studiu de caz: Proiectul ELECTRON. Demo: Configurarea si testarea
echipamentelor dedicate pentru securitate cibernetica in mediul industrial.
Exemplificare Siemens SCALANCE XC208/S615 cu PLC din seria S7-1500.
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Atacuri cibernetice — Stuxnet (2010) /ASE=
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Modules of current malware were first time detected by "VirusBlokada" company
specialists on the 17th of June, 2010 and were added to the anti-virus bases as
Trojan-Spy.0485 and Malware-Cryptor.Win32.Inject.gen.2. During the analysis
of malware there was revealed that it uses USB storage device for propagation.
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You should take into consideration that virus infects Operation System in unusual way
through vulnerability in processing Ink-files (without usage of autorun.inf file).

So you just have to open infected USB storage device using Microsoft Explorer or any
other file manager which can display icons (for i.e. Total Commander) to infect your
Operating System and allow execution of the malware.

Malware installs two drivers: mrxnet.sys and mrxels.sys. They are used to inject code
into systems processes and hide malware itself. That's the reason why you can't see
malware files on the infected USE storage device. We have added those drivers to
anti-virus bases as Rootkit.TmpHider and SScope.Rookit.TmpHider.2. Note that
both drivers are signed with digital signature of Realtek Semiconductor Carp.
(www.realtek.com).

Thus, current malware should be added to very dangerous category causes the risk of
the virus epidemic at the current moment.

after we have added a new records to the anti-virus bases we are admitting a lot of
detections of Rootkit.TmpHider and SScope.Rookit.TmpHider.2 all over the world.
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Atacuri cibernetice — Stuxnet AN
m HOW STUXNET WORKED
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1. infection 2. search 3. update
Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given If the system isn't a target,
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if itis,
Microsoft Windows. By brandishing a digital trial control system made by Siemens. the worm attempts to
certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent
evade automated-detection systems. to enrich nuclear fuel. version of itself.
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4. compromise 5. control 6. deceive and destroy
The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-
target system’s logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-
exploiting “zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what's
software weaknesses that haven't take control of the centrifuges, making going wrong until it's too late to do
been identified by security experts. them spin themselves to failure. anything about it.
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Atacuri cibernetice — Black Energy (201 S)M@ML

Ukraine power grid hack

From Wikipedia, the free encyclopedia

On December 23, 2015, the power grid of Ukraine was hacked, which resulted in power outages for roughly 230,000 consumers in Ukraine for 1-6 hours.

4]JAN 2016 SNEWS

Destructive BlackEnergy Attacks Blitz Ukrainian News

and Energy Firms

Black Out In Ukraine: BlackEnergy In Power Grid Cyberattack

BlackEnergy trojan strikes again: Attacks Ukrainian electric power industry
sEesRiTY R wme 7# M posted on January 5, 2016 by ESET Ireland

Inside the Cunning, Unprecedented Hack of Ukraine's
Power Grid

The hack on Ukraine's power grid was a first-of-its-kind attack that sets an ominous precedent for the security of power
grids everywhere.
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Atacuri cibernetice — Black Ener
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INDUSTRIAL PROCESS AUTOMATION

Atacuri cibernetice — Colonial (2021) 5 W

The Colonial Pipeline is the largest pipeline system for refined oil products in the U.Ss.!" The
pipeline — consisting of three tubes — is 5,500 miles (8,850 km) Iong“] and can carry 3 million

barrels of fuel per day between Texas and New York.?! Lndeg S1NBBeN
It is operated by the Colonial Pipeline Company, which is headquartered in Alpharetta, Georgia. T _—
[ The company was founded in 1961 and construction of the pipeline began in 1962. e

S . Richmond
In May 2021, the pipeline was the subject of a ransomware cyberattack that caused a shutdown of Line 4 // < Norfolk
their operations for five days, which resulted in a temporary fuel shortage along the East Coast.[*/I5I[®] Greenshoro £

[ Operational
B Operational by 12 PM ET

. “as of 513-21,7 AMET
Line 2

@ Colonial Pipeline Company
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Atacuri cibernetice — Colonial
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INDUSTRIAL PROCESS AUTOMATION
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J. Beerman, D. Berent, Z. Falter and S. Bhunia, "A Review of Colonial Pipeline Ransomware Attack," 2023 IEEE/ACM
23rd International Symposium on Cluster, Cloud and Internet Computing Workshops (CCGridW), Bangalore, India, 2023
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Sisteme de conducere industriale /ASEE TV

* Industrial Control Systems (ICS) sau Industrial Automation and Control Systems (IACS)

 Automatizarea echipamentelor pe liniille de asamblare inainte de sistemele de
conducere bazate pe calculatoare era realizata cu scheme logice bazate pe relee.

* Acestea erau asamblate manual, fiind cost|S|toare $i orice modlflcare in logica de
comanda implica recablarea (anevoioasa!) ,

Releu individual cu rol de Panou
comutator logic automat curelee
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Automate programabile

e In anul 1968, General Motors a dorit inlocuirea sistemelor de
automatizare costisitoare cu relee

* Propunerea castigatoare a provenit de la Bedford Associates -
MOdular Digital CON (MODICON) sub forma primului PLC

* A permis modificari ieftine si rapide in minute in loc de zile

PLC din Seria Siemens S7-300
cu CPU si module I/0
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* Un PLC (Programmable Logic Controller) controleaza de regula
procese relativ mici e.g. o statie dintr-un proces de asamblare cu
pana la cateva sute de semnale de I/0O

Sisteme ierarhizate

* Sistemele SCADA (Supervisory Control and Data Acquisition)
include PLC-uri conectate pentru controlul mai multor procese de
mici dimensiuni, inclusiv aflate in zone izolate

* Un sistem DCS (Distributed Control System) este utilizat pentru
procese de mari dimensiuni e.g. centrale electrice sau rafinarii,
folosind unitati DPU (Distribute Processing Units) si o retea - fiecare
DPU gestioneaza mii de puncte de I/O
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Sisteme de conducere industriale /AST# TN

* Sistemele PLC, DPU, SCADA si DCS sunt cuprinse in categoria ICS

e Arhitectura unui PLC este teoretic similara cu cea a unui DPU, astfel
incat consideram un PLC ca fiind reprezentativ pentru categoria ICS

* Arhitectura PLC: State
: : . . —> —>

* Memoria de program contine logica de comanda memory -
- -
* Memoria de stare contine variabilele de proces 2 l, T 2
. . . . v . o v
* Registrul de intrare contine intrarile de la ] Processor =
senzoriide camp sau de la elementele de 5 2
control manual ale procesului = T o

* Registrul de iesire contine iesirile catre elemente Program

memory

de actionare cum sunt lampile indicatoare,
motoare sivalve care opereaza asupra echipamentelor de proces

k Proiectul “Instruirea si certificarea utilizatorilor in
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Sisteme de conducere industriale

* PLC-ul colecteaza datele de proces, executa logica de comanda
si transmite comenzi catre echipamentele de camp

* Componente suplimentare intr-un ICS
* Interfata om-masina (HMI - Human Machine Interface)
Permite operatorului uman sa verifice starea procesului
si sa actioneze local direct asupra procesului PLC
» Statia de inginerie (ENG - Engineering workstation) ENG
Permite modificari si actualizari ale sistemului ICS
* Arhiva datelor de proces (HIST - Historian)
Colecteaza datele de proces intr-o baza de date pentru
analiza ulterioara si depanare HIST

HMI

k Proiectul “Instruirea si certificarea utilizatorilor in
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Configuratii ICS tipice ST YN

* Pentru procese distribuite geografic in locatii izolate, e.g. SCADA

Process Process Process
piece piece piece
/0 /0 /0
PLC |€ PLC |Modem PLC | Radio
1 ISDN/POTS
PTTTTTTTTTTTTIITIIII I C 7255 e
i Ethernet N )
: > Switch [€
N
% Radio
v \1' v v 4
Firewall | HIST HMI HMI | Modem ENG € Serial
Corporate WAN Main supervisory site
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Configuratii ICS tipice

* Pentru procese mari, centralizare e.g. DCS

Process — Field Devices

DPU | I/O DPU | I/O DPU | I/O DPU | I/O
HMI HMI Historical Firewall
Data
Server E—
Corporate WAN
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Provocari de securitate cibernetica

* Aspectele de securitate cibernetica specifice ICS
 Mediul de operare ICS

* Conectarea directa la procesul fizic si conducerea in timp real
* Motivatiile si consideratiile utilizatorilor si ale organizatiilor

* Configuratii de retea unice si protocoale de comunicatii industriale

fost finantat printr-un grant al Bancii Mondiale (GEAR
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* Amenintare: Un potential de incalcare a securitatii, care exista atunci
cand exista o circumstanta, o capacitate, o actiune sau un eveniment
care ar putea incalca securitatea si poate cauza prejudicii.

Terminologie

* Vulnerabilitate: O slabiciune intr-un sistem IT (ICS) care poate fi
exploatata cu succes de catre un atacator

* Riscul: Produsul dintre nivelul amenintarii si nivelul vulnerabilitatii,
care stabileste probabilitatea unui atac de succes

* Evaluarea riscurilor: Procesul prin care riscurile sunt identificate si
impactul acelor riscuri este determinat

\ Proiectul “Instruirea si certificarea utilizatorilor in
domeniul ingineriei fabricatiei pentru Industria 4.0 a . . 18
fost finantat printr-un grant al Bancii Mondiale (GEAR www.astiautomation.com

4.0), contract nr. MD-TECHUNI-354549-CS-CQS



WV

Mediul de operare ICS

* Aplicatiile ICS controleaza un proces fizic si opereaza intr-un mediu
de timp real

* Datele pot deveni inutile intr-o perioada foarte scurta de timp (secunde) si pot
conduce la scaderea eficientei procesului, daune sau oprire

* Fiabilitatea ICS este critica si este necesara operarea continua siin cazul unui
atac cibernetic

* Mediile de operare ICS sunt dificile, zgomotoase, murdare, cu variatii
extreme de temperaturi, etc.

* Ineficientele si opririle de proces sunt adesea foarte costisitoare in
special pentru procesele foarte mari (Mio. USD)

* In infrastructurile critice, pierderea unui sistem ICS poate avea efecte
negative asupra sanatatii publice, sigurantei si protectiei mediului

\ Proiectul “Instruirea si certificarea utilizatorilor in
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Utilizatorii ICS si securitatea cibernetica

* Traditional sistemele ICS au fost izolate fizic de lumea exterioara

(securitatea = control acces personal)

 In prezent sistemele sunt interconectate cu retelele WAN ale

companiilor si catre Internet pentru monitorizarea si mentenanta la
distanta

Inginerii automatisti, tehnicienii si operatorii nu au cunostinte de
securitate cibernetica
* Din perspectiva opusa, specialistii IT nu au cunstinte de proces si
automatizare
* Rezulta roluri si obiective diferite si uneori opuse in structura companiei

* Justificarea investitiilor in securitatea cibernetica este dificila

@
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Securitatea ciberneticain ICS

* Obiectivul este mentinerea functionarii procesului

 Masurile de securitate cibernetica pot crea puncte de defectare,
afecta performanta procesului si ingreuneaza mentenanta

* In sistemele IT, informatia este obiectivul in timp ce in ICS informatia
este cuplata cu si relevanta doar in contextul procesului fizic

 Datele de proces sunt valori de temperatura, presiune, comenzi, etc. si sunt
rareori confidentiale*

* Validarea informatiei si autentificarea suntinsa foarte importante

* ICS utilizeaza hardware si software proprietar

 Reactii incompatibile sau necunoscute la actualizarile de securitate
cibernetica - ICS opereaza adesea cu software ne-actualizat

* Solutiile bazate pe IT e.g. firewalls nu sunt adaptate pentru protocoalele de
comunicatii industriale

\ Proiectul “Instruirea si certificarea utilizatorilor in
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Securitatea ciberneticain ICS

Confidentialitate:
Protejarea infomatiilor la
accesul neautorizat

Integritate: Datele sunt de
incredere, complete si nu
au fost modificate,
accidental sau de catre un
utilizator neautorizat

Disponibilitate: Datele
sunt accesibile atunci

WV

Confidentiality

Ly

4
~ d "_ ]
cand sunt necesare Integrity Availability
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Interfete de retea in ICS

* Sistemele moderne sunt bazate pe Ethernet, 10M -1G baud

« Suficient de rapide pentru a evita probleme de latenta, fara a opera in timp real
sau cu acces garantat
* Disponibilitatea larga a Ethernet reduce costul sistemelor noi de automatizare

 Conexiuni seriale, 9600 -57k baud
* Acces punct la punct si legaturi directe RS232 / RS485
* Protocolul Modbus serial, timp real, acces garantat
e Utilizate Tn continuare pentru conexiuni simple la instrumentatie si sisteme
legacy
* Interfete proprietare, bucle sau daisy chain, 1- 4M baud
* Tipic token ring cu multiplexare in timp real si acces garantat, in curs de inlocuire

Proiectul “Instruirea si certificarea utilizatorilor in
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Protocoale de retea in ICS ST YN

e Ethernet TCP/IP

* Utilizat pentru beneficiile componentelor COTS si suficient de rapid
pentru emularea accesuluiin timp real

* Modbus si Modbus TCP

* Protocol comun utilizat in comunicatii seriale inca de la MODICON

 Retea master-slave in care nodul master trimite comenzi/cereri de date
de la noduri slave si primeste un raspuns. Nodul slave nu initiaza
comunicatii.

 Accesul este pe baza de adrese. Fara autentificare, criptare sau alte
masuri de securitate incorporate in standard

* Modbus TCP - o versiune Modbus actualizata peste Ethernet, fara
securitate. Comunicatia Modbus este incapsulata in pachete Ethernet.

Proiectul “Instruirea si certificarea utilizatorilor in
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Protocoale de retea — Modbus /ST YN

Transaction | Protocol Length Modbus
identifier identifier field frame Modbus TCP
Modbus Address Fucr:)cc‘;'leon Data Checksum
Master Slave Slave Slave Slave

S S N N A S

Serial daisy chain or Ethernet configuration
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Alte protocoale utilizate in ICS

* Retelele cu pasare de jetoane (token ring)
* E.g. Siemens PROFIBUS, utilizeaza un tip de retea determinista prin partajarea
si pasarea unui jeton virtual care determina nodul cu prioritate in retea
* Posesorul jetonului poate initia comunicatia. La expirarea timpului de detinere
a jetonului, se trece la urmatorul nod dintr-o lista.
e Sunt inlocuite treptat cu protocoale bazate pe Ethernet e.g. Siemens SIMATIC
NET, Allen Bradley Ethernet/IP

\ Proiectul “Instruirea si certificarea utilizatorilor in
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Amenintari cibernetice ICS ST Wk

* Numarulin crestere de atacuri stimulate de utilizarea in crestere a
Windows si a altor solutii COTS (Commercial-off-the-Shelf)

* Atacurile pot impiedica accesul sau serviciul furnizat, pot extrage
date sensibile sau insera informatii si comenzi false si cod

malitios in retea

GET

Computer MTU ..
Sensitive data

PLC RTU

ICS network / T
<€ >
7 T

Denial of service

PUT
False data and commands
Viruses, worms, etc
@ el o oo o oo 40 e .
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WV

* Atac direct asupra ICS. Moment de referinta din care infrastructura
critica a devenit un obiect de referinta pentru teroristi.

Viermele Stuxnet

* Foarte sofisticat si adresat specific, proiectarea acestuia indica resurse
vaste implicate la nivel national

* Nu afecteaza calculatoarele generice, se activeaza doar atunci cand
este utilizat intr-o retea ICS cu anumite PLC-uri Siemens

* Realizeaza anumite actiuni pentru a induce In eroare operatorii asupra
starii procesului (afecteaza reprezentarea datelor si logicii de proces

* PC-urile pot fi actualizate dar nu si PLC-urile — ICS ramane vulnerabil si
dupa ce atacul este cunoscut

\ Proiectul “Instruirea si certificarea utilizatorilor in
domeniul ingineriei fabricatiei pentru Industria 4.0 a . . 29
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Infectarea cu viermele Stuxnet

Worm
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Files
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Infected S7 Project Initial Asset
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S7 Project  Infected
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Remote
Access
External Contractor
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= ) Initial
___________________ giaaots
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Infectarea cu viermele Stuxnet

WinCC DB Network Print Server  Server S7 Project
Exploit Share Vuln Service Vuln  Files

Infected
USB Drive

Web Nav
Server
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Share Exploit
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Share
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_______ Logic Logic Tia
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Safety PLCs
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How

Stuxnet Invades the PLC

STUXNET
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Execute
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Mod de actiune Stuxnet

1. ldentifica siinfecteaza statiile de programare Siemens STEP 7

2. Inlocuieste rutinele DLL STEP 7 pe statii (impiedica vizualizarea
ulterioara a modificarilor efectuate asupra PLC-urilor)

3. Cauta modele specifice de PLC-uri Siemens (6ES7-315-2 si
6ES7-417)

4. ldentifica PLC-ul victima prin cautarea unor configurari specifice

5. Injecteaza una dintre cele trei componente de cod STEP 71n PLC
pentru a modifica operarea procesului

Proiectul “Instruirea si tifi utilizatorilor

domeniul ingineriei fabricatiei pentru Industria 4.0 a . .
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Modificari PLC Stuxnet

e Inlocuirea driverului PROFIBUS al PLC-ului

* Principalul bloc de program al PLC-ului (OB1) si principalul bloc
watchdog (OB35) sunt modificate semnificativ

* Sunt injectate intre 17 si 32 de blocuri de functii suplimentare in PLC

* Componentele de cod ‘A’ si ’B’ modifica frecventele de operare ale
convertizoarelor de frecventa si astfel viteza motoarelor

« Componenta de cod ‘C’ este proiectata pentru a controla un sistem
master — posibil un sistem safety

Proiectul “Instruirea si certificar utilizatorilor
domeniul ingineriei fabricatiei pentru Industria 4.0 a . .
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Stuxnet — Lectii invatate /ASTE WV

* Un exemplu de virus care poate prelua controlul asupra unui PLC

* Nu sunt disponibile actualizari de securitate pentru logica PLC

* Atacurile sunt concentrate si particularizate profesionist pe
sisteme si locatii specifice
* Nu mai sunt vizate sistemele cele mai uzuale
» Atacurile precedente reprezinta tipare (modificate!) pentru atacuri viitoare
* Prevalenta ICSin infrastructuri critice conduce la daune societale majore

* Motivatia financiara si de reputatie pentru atacuri este inlocuita treptat de
natiuni ostile si acte de terorism

Proiectul “Instruirea si certificarea utilizatorilor in
domeniul ingineriei fabricatiei pentru Industria 4.0 a . . 35
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Masuri de reducere a riscurilor

* Noi metode de autentificare si protocoale
* Noi politici si reglementari si abordari hardware si software
* Formare profesionala si validarea sistemelor de automatizare

* |ICS includ elemente specifice de securitate cibernetica cum ar fi
sistemele de detectie ale intruziunilor (IDS), pe echipamente sau
la nivelul interfetelor de retea

Computer MTU

PLCRTU

i ICS network ;; ‘:.
t-- } € >W - —>
_J_c'k?:; e I = o
— {\\'},_ - ey
_ Point to point
+ Secure e — Bump in the wire, or
software IDS Both ends of link
solutions Point of presence
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Autentificarea in ICS ST Wk

* Problema autentificarii in protocoalele existente e.g. Modbus

Current Address Function Data Checksum |——> <
Master Slave
Step 1 Step 2
Master Step 1b  Step 1a Slave

Challenge/Response, or possibly one-
Updated? Challenge > < Response ge/Resp : P .y
way cryptographic hash functions?

* Securizarea Modbus poate conduce la incompatibilitate cu
standardul si cu echipamentele existente

* Durata de viata a sistemelor de automatizare de 15-20 ani impune
interoperabilitatea peste diferitele generatii ICS

Proiectul “Instruirea si certificarea utilizatorilor in
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Protocoale ICS noi ST YN

* DNP3 - https://www.dnp.org

 Efort amplu de a implementa interoperabilitatea deschisa, bazata pe
standard, intre echipamentele de proces: PLC, RTU (Remote Terminal
Unit), IED (Intelligent Electronic Devices) si calculatoarele din camera de
comanda: HMI, ENG, servere

* Proiectat pentru a fi mai robust, eficient si compatibil fata de vechile
protocoale cum este Modbus, cu un cost de complexitate mai mare

* Include imbunatatiri de securitate

Microwave

Spread-spectrum
HMI/SCADA @ B @ | Remote
Master Twisted-pair mmn:na
Fiber-optics (RTU)
External Dial-up
Control Leased line
P0|nts | | \| Programmatie Loge Ganrotee (PLC)  /
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https://www.dnp.org/

DNP3
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Binary Outstation
IrEUt Control
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16| Analog 6] Output
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Application Layer
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Autentificarea in DNP3 UEVAE

1. Initializare: Atunci cand o statie master initiaza o sesiune DNP3 cu
o statie la distanta, Secure DNP3 va autentifica atat statia master
cat si clientul. Este generata o cheie de sesiune unica si aceasta
este partajata in timpul initializarii folosind chei partajate anterior.

2. Periodica: Statia master si clientul realizeaza reverificari periodice
pentru a evita deturnarea comunicatiei (hijacking) si alte atacuri.
Este generata si schimbata o noua cheie de sesiune in timpul
acestei actualizari periodice.

3. Cereride functii critice: Cererile critice sunt definite prin protocol si
de catre aplicatie.

4. Specifice implementarii: Furnizorii si utilizatorii  finali pot
implementa cerinte speciale de autentificari pentru functii
suplimentare.

Proiectul “Instruirea si certificarea utilizatorilor in
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DNP3 AT WV

* In prezent DNP3 include autentificare sigurd, managementul
cheilor siimbunatatiri criptografice

Challenge/response Aggressive mode

Master Station Outstation Master Station Qutstation

\Read\
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IEC 61850

« Standard international care

defineste protocoale de
comunicatie pentru IED in statiile G
electrice dWillp

* Modele de date abstracte si
asocieri cu protocoale: MMS, e —msooe | RTU
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Protocoale ICS noi - OPC

* OPC -original OLE for Process Control, folosind componentele
Microsoft OLE COM/DCOM

* Necesita de regula a configuratie DCOM total deschisa, foarte permisiva.
Probleme cu depasiri de buffer s.a. exclusiv Windows.

* Noua specificatie, Unified Architecture (OPC UA) este bazata pe servicii
web pentru utilizarea siinclude imbunatatiri de securitate si stabilitate

* Model client-server implementat prin Ethernet

* Folositin prezent pe scara largain ICS
* Proiectat ca un standard deschis - https://opcfoundation.org

X Proiectul “Instruirea si certificarea utilizatorilor in
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https://opcfoundation.org/

Industrial
Satellite

Interope

From Sen
&

into Cloud

Initiative for Field
Level Communications

Fieldbus

Proiectul “Instruirea si certificarea utilizatorilor in

domeniul ingineriei fabricatiei pentru Industria 4.0 a . .

fost finantat printr-un grant al Bancii Mondiale (GEAR www.astiautomation.com
4.0), contract nr. MD-TECHUNI-354549-CS-CQS

44



OPC-UA ST YN

* OPC-UA include masuri de securitate cibernetica si de autentificare

OPC UAClient OPC UA Server
Application Layer Application Layer
e User Authorization Session e User Authorization
e User Authentication - > e User Authentication
Communication Layer P Communication Layer
o Confidentiality Secure Channel o Confidentiality
e Integrity e Integrity
e App Authentication e App Authentication
Transport Layer
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Autentificarea in OPC-UA /ST T

Certificate Creates———— B Revocation List
Authority
Issues Administrator
Aoplicati Checks
Uses— 4 pplication
’ Instance ]
Has
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\ 4 # Updates

Operator Certificate g Trust List 4—‘

Has Has
User : , o
. Private Key -4—Contains Certificate Store
Credentials
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Comparatie IT/OT WA

* In sistemele IT, informatia este obiectivul principal

*In ICS, informatia este cuplata cu procesul industrial extern, care
este obiectivul principal

* Datele colectate in timp real de la echipamentele din procesul fizic
e Siguranta fizica a personalului si a instalatiilor este critica

* Hardware si software proprietar
* Reactii incompatibile sau necunoscute la actualizari de securitate
cibernetica. Adesea sistemele nu sunt actualizate perioade lungi de timp.

* Protocoale de comunicatii specifice, necunoscute solutiilor COTS de
securitate

* Mod fail open — sistemul trebuie sa ramana disponibil Tn timpul
atacurilor cibernetice

Proiectul “Instruirea si certificarea utilizatorilor in
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Comparatie IT/OT ST YN

e Un numar foarte redus de utilizatori

* De regula un singur operator la un moment dat cu toti operatorii partajand
un cont comun. Operare 24/7.

* Tehnicienii siinginerii au acces
« Utilizatorii din companie acceseaza baza de date in mod read only
* Fluxuri de date constante de mici dimenisiuni

* Nu sunt transferate fisiere mari in reteaua ICS - transferuri de date mici si
continue intre toate nodurile retelei

* Actualizari la fiecare secunda si importanta ordinii de actualizare pentru
fiecare echipamentfizic

* Autentificarea si fiabilitatea sunt critice

* Confidentialitatea este mai putin importanta (spre deosebire de
informatiile financiar-bancare de exemplu)

Proiectul “Instruirea si certificarea utilizatorilor in
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WV

* Securitatea cibernetica in ICS este cu atat mai importata decat in
sistemele IT generice deoarece poate afecta siguranta personala si
functii critice ale societatii

Comparatie IT/OT

* Depindem de ICS pentru operarea majoritatii infrastructurilor
critice (energie, utilitati, telecomunicatii, sanatate,
transporturi/logistica s.a.)

* Dezvoltarea solutiilor de securitate ICS mai lenta dar in crestere

* Grupurile responsabile de securitate cibernetica IT si ICS provin
din zone diferite si au obiective diferite dar trebuie sa colaboreze

Proiectul “Instruirea si certificarea utilizatorilor in
domeniul ingineriei fabricatiei pentru Industria 4.0 a . . 49
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Rezumat IT/OT

CATEGORIE

Cerinte de
performanta

Cerinte
disponibilitate
(fiabilitate)

Managementul
riscurilor

Fara cerinte de timp real

Raspunsul consistente.

Rata mare de transfer.

Latenta si jitter ridicate pot fi acceptabile.
Controlul stric al accesului poate fi
implementat conform cerintelor de
securitate.

Raspunsuri precum resetarea sunt
acceptabile

Deficiente de disponibilitate pot fi uneori
acceptate

Gestiunea datelor si asigurarea
confidentialitatii si integritarii
Intarzierea operatiilor de afaceri

TEHNOLOGIA INFORMATIEI (IT) TEHNOLOGIA OPERATIONALA (OT)

Operate in timp real.

Timp de raspuns critic.

Rata redusa de transfer acceptabila
Latenta mare / jitter inacceptabile
Raspunsul la interactiuni umane sau de
urgenta este critic.

Accesul la OT controlat strict, fara a
impiedica interactiunea om masina.

Resetarea sistemelor poate sa nu fie
acceptabila datorita cerintelor de
disponibilitate

Se poate impune redundata sistemelor

Control asupra lumii fizice

Siguranta umana urmata de protejarea
procesului

Toleranta la defecte

Proiectul “Instruirea si certificarea utilizatorilor fin
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Rezumat IT/OT

CATEGORIE

Operarea sistemelor

Constrangeri de
resurse

Comunicatii

Utilizeaza sisteme de operare comune, de
uz general
Actualizarile se fac direct prin instrumente
automate

Sistemele sunt proiectate cu suficiente
resurse pentru a suporta adaugarea unor
aplicatii terte e.g. solutii de securitate

Sunt folosite protocoale de comunicatie IT
standard

Retele cu fir si retele wireless locale

Bune practici de administrate a retelelor IT

TEHNOLOGIA INFORMATIEI (IT) TEHNOLOGIA OPERATIONALA (OT)

Utilizeaza sisteme diferite, proprietare,
fara functii de securitate integrate
Schimbarile software se fac controlat, de
catre furnizori, considerand impactul
asupra algoritmilor de control, hw/sw

Sistemele sunt proiectate pentru procesul
industrial si pot avea limitari de calcul
si/sau memorie pentru functii noi

Protocoale de comunicatie multiple,
eterogene, proprietare si/sau
standardizate*

Mix de medii de comunicatie prin legaturi
cu fir si la distanta

Retele complexe care necesita expertiza
inginerilor automatisti
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Rezumat IT/OT

CATEGORIE

Managementul
schimbarilor

Gestionare suport
tehnic

Durata de viata a
componentelor

Localizarea
componentelor

Modificari software aplicate la timp, alaturi
de politici si proceduri clare de securitate
(automate de multe ori)

Modalitati diversificate de asigurare a
suportului

De 3-5 ani

Locale si usor de accesat

TEHNOLOGIA INFORMATIEI (IT) TEHNOLOGIA OPERATIONALA (OT)

Modificarile software trebuie testate
riguros si implementate gradual pentru a
asigura integritatea sistemului OT
Deconectarea OT trebuie planificata cu
zile/luni in avans. OT poate folosi
software care nu mai este suportat si
multe aplicatii particularizate

Suportul tehnic oferit de regula printr-un
singur furnizor

De 10-15-20 de ani

Pot fi izolate, la distanta si impun effort
fizic semnificativ pentru a fi accesate

@
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Solutii de securitate cibernetica

* Exista o serie de produse pentru infrastructuri IT si care pot fi

aplicate in ICS dar foarte putine specifice pentru ICS (e.g. “diode
de date” Waterfall)

* Limitari hardware si software care nu permit implementarea unor
algoritmi sau metode complexe

* Sisteme legacy cu resurse de calcul si de memorie limitate, sisteme de
operare obscure

* Necesita adesea un server exter — externalizarea securitatii de pe
echipamente

* Multe protocoale de comunicatii nu includ functii de securitate
* Formarea personalului este esentiala
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https://waterfall-security.com/

CISA

* Cybersecurity and Infrastructure Security Agency — S.U.A.

* Obiective:
* Apararea mediilor ICS impotriva amenintarilor urgente
* |dentificarea si neutralizarea adversarilor inainte de a putea provoca daune

* Echiparea proprietarilor si operatorilor de infrastructuri (critice) cu
tehnologii siinstrumente y
eficiente
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CISAVLP AsTi WM

Certificate of Training

Completion

Presented by the
U.S. Department of Homeland Security

Cybersecurity and Infrastructure Security Agency (CISA)

Awarded To

Grigore Stamatescu

For completion of the

Virtual Industrial Control Systems Cybersecurity (301V) Training

Oon
7/28/2022
Wrg
CEUs Awarded: 1.4 (e, . CISA
Contact Hours: 14 7i/ CYBER+INFRASTRUCTURE
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NERC CIP Aswi G

* North - American Electric Reliability @ Corporation Critical
Infrastructure Protection

* Set de standarde pentru reglementarea, respectarea, monitorizarea
si gestionarea aspectelor de Securitate cibernetica in sistemele
energetice: https://www.industrialdefender.com/blog/what-is-nerc-

Clp
N E R C CIP Essentials Critical infrastructure

Cybersecurity incident identification-notification

Bulk electric system recovery plans

Bulk electric system cyber system information protection
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National SCADA Test Bed - DoE

* Facilitati de testare intr-un mediu controlat pentru validarea
securitatii cibernetice si a rezilientei ICS

* Concentrat pe securitatea sistemelor de automatizare in energie
* Permite partenerilor industriali sa isi testeze solutiile

* Partenerii de cercetare pot organiza experimente si sesiune de
formare

* Fact sheet: https://www.energy.gov/ceser/articles/national-
scada-test-bed-enhancing-control-systems-security-energy-
sector-september
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Etape atac cibernetic ASEE "G@ML

‘ cExploit client-side
Office
Computer
-

application
vulnerability to
bypa;smt;:;:orate Exploit vulnerable
SCADA application

[ software for
ﬂ ! J complete control
ol « J "

Active Directory SCADA 1
Domain Services Server

Office Network
172.16.100.0/24

N\
Exploit unpatched —
server to capture .. 0]

Exploit common
firewall openingto .
access network and .

u Production Ne{ credentials and hop |
10.1.1.0/24 across networks
SCADA 2 i ; e i —
credentials to login
to SCADA HMI and

upload malicious

e Control Network o
Exploit vulnerable bl gyl
field device to execute
unauthorized
commands
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NIST Cybersecurity Framework 2.0

Function Category Category Identifier
Govern (GV) Organizational Context GV.0C
Risk Management Strategy GV.RM
Cybersecurity Supply Chain Risk Management GV.SC
Roles, Responsibilities, and Authorities GV.RR
Policies, Processes, and Procedures GV.PO
Oversight GV.0V

INDUSTRIAL PROCESS AUTOMATION

NIST
Cybersecurity
Framework
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Zero Trust

» Zero Trust este un cadru de securitate care necesita ca toti
utilizatorii, fie din interiorul sau din afara retelei organizatiei, sa fie
autentificati, autorizati si validati continuu pentru configurarea si

pozitia de securitate inainte de a li se acorda sau de a pastra
accesul la aplicatii si date

-9

Any request to your
network

Never
trust... verif...

Authentication
based on identity
and context

L

Access -
=g

Workload
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Ghidul NIST 800-82r3 /ST T

* NIST Guide to Operational Technology (OT) Security

NIST Special Publication
NIST SP 800-82r3

Disponibil on-line: https://csrc.nist.gov/pubs/sp/800/82/r3/final Guide to Operational Technology

Keith Stouffer
Michael Pease

* Acopera urmatoarele tematici:

Timothy Zimmerman
Smart Connected Systems Division
Communications Technology Laboratory

* Bune practici pentru securizarea OT considerand
caracteristicile specifice de performanta, fiabilitate si
siguranta in operare

* Prezentarea topologiilor tipice de sisteme OT on
* |dentificarea amenintarilor si vulnerabilitatilor B e
. ) ) e,
* Contra-masuri de securitate pentru reducerea
riscurilor

(OT) Security

Victoria Pillitteri

Suzanne Lightman

Computer Security Division
Information Technology Laboratory

Adam Hahn
Stephanie Saravia
Aslam Sherule
Michael Thompson
The MITRE Corporation

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-82r3

September 2023

* |CS este un subset al OT
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https://csrc.nist.gov/pubs/sp/800/82/r3/final

Tipuri de incidente OT ST Y

Fluxul de infomatii prin retelele OT este blocat sau intarziat cu posibil
impact asupra operarii: pierderea vizbilitatii si pierderea controlului

* Modificari neautorizate ale instructiunilor, comenzilor sau pragurilor de
alarma care pot distruge, dezactiva sau opri echipamentele, punand in
pericol viata umana si mediulinconjurator

* Informatii incorecte transmise operatorilor, fie pentru a obfusca
modificarile neautorizare, fie pentru a provoca actiuni nepotrivite cu efecte
negative

* Modificarea software-ului sau a setarilor de configurare sau infectarea cu
malware OT

* Interferenta cu buna functionare a sistemelor de protectie a
echipamentelor care cauzeaza daune semnificative

* Interferenta cu sistemele safety care poate punein pericol viata umana
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Obiectivele securitatii OT

WV

@

Restrictionarea accesului logic la reteaua OT, la activitatea de
retea si la sistemele OT

Restrictionarea accesului fizic la echipamentele si reteaua OT
Protejarea la exploatare a componentelor OT individuale
Restrictionarea modificarii neautorizate a datelor

Detectarea evenimentelor si incidentelor de securitate cibernetica
Mentinerea functionalitatilor in conditii adverse

Restaurarea si recuperarea sistemului dupa un incident
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Structura unui sistem OT ST YN

Human-Machine

Interface (HMI) set points,
control algorithms,

parameter constraints,
process data

I | Controller ]1
manipulated variables A controlled variables
v
[ Actuators ]<l~ ------------ FEAE [_)lagnostlcs ------------ Sensors
and Maintenance

>[ Controlled Process }

N

process inputs process outputs

N
7

disturbances
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Exemplificare - BAS/BMS

INDUSTRIAL PROCESS AUTOMATION

p
Enterprise =) Enterprise / Internet /
Layer "] . Outside Work WAN
A
Supervisory £ c ‘
Layer Application I:I Control Center Human Interface
Servers e \Vorkstation Device
A (&
) [ [ [ X
Automation r ( ) i
Laver ¢| Building ll*ll*] Access Control Wireless
y 2| Controller Z|IZlI5] Controller Gateway
A\ J

Field

Layer
L] Controller
Controller

VAV Air
Box Handler

Box

- L =

________ s

[ Controller }
SE—

-

Controller J

\

Door |H [, "
Controller

Sensor
P

S — Wireless | | Wireless | Sensor
Actuator
J

- N
Turnstile | N
Controller

N

—{ Actuator II
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Exemplificare — lloT ASTR W

* Industrial Internet of Things (llol) Enterprise bomain )
compus din senzori, instrumentatie, Teer =l iatons (et oo |
echipamente si alte componente data flow
interconectate care folosesc =~ . (Q Seico |
conectivitatea la Internet pentru platiorm S
Tmbunatatirea proceselor si aplicatiilor , -

. . ’ . . . ? ? Service () Data . )
industriale si de fabricatie Platiorm | \Gaaa Transform”’*"‘”"y"“ [O"]

* Model pe trei niveluri definit de Industry i fow
loT Consortium B o |

e Arhitectura distribuita de sistem si Ter Ty
moduri de colaborare Si Q| e
interoperabilitate diferite

b

* Exploatarea resurselor locale de calcul

si comunicatie prin edge computing Nowork. @@H;f’[”ﬂr—w}
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Strategia de aparare in profunzime

Louuers of ICS Defense In Depth

° D efe nse-in 'd e pt h ( D | D) POLICIES, Pnkg(c:&l:‘k[ssss . . R—
. PERIMETER DEFENSE

NETWORK
SEGMENTATION

E ASSET HARDENING

* Dezvoltarea de politici de securitate,
proceduri, formare, materiale educationale

 Abordarea securitatii pe intregul ciclu de
viata al sistemelor OT

* Implementarea unei topologii de retea OT
cu straturi multiple

x APPLICATION HARDENING

* Separarea logica intre retelele companiei si
PROTOCOL AND
I’etelele OT . TRANSPORT DEFENSE

EMBEDDED DEVICE

* |dentificarea zonelor unde este necesara HAENING
separarea fizica
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U

Strategia de aparare in profunzime

* Utilizarea unei arhitecturi de retea DMZ pentru prevenirea
traficului direct intre reteaua companiei si cea OT

* Utilizarea autentificarii multi-factor pentru accesul la distanta la
sistemele OT

* Asigurarea redundantei pentru componentele critice, in retele
redundante

* Proiectarea pentru degradare gratioasa (toleranta la defecte)
pentru prevenirea evenimentelor catastrofice in cascada

* Dezactivarea porturilor si serviciilor nefolosite pe echipamentele
OT dupa testarea ca acestea nu vor influenta operarea

* Limitarea privilegiilor utilizatorilor OT la cele minime RBAC
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Strategia de aparare in profunzime

* Utilizarea de mecanisme de autentificare si credentiale separate
pentru utilizatorii retelei OT si a celei a companiei (e.g. conturile
din reteaua OT nu sunt aceleasi cu cele din reteaua companiei)

* Implementarea controalelor de securitate e.g. sisteme de detectie
Si prevenire a intruziunilor, software antivirus, verificare integritate
pentru a preveni, descuraja, detecta si remedia actiunile
software-ului malitios

* Aplicarea unor tehnici de securitate, cum este criptarea la
comunicatiile si stocarea datelor OT, acolo unde este posibil

* Aplicarea de actualizari software dupa testarea acestora pe un
sistem dedicat in conditii realiste
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Arhitectura Defense-in-Depth

* Initiativele de transformare digitala din industrie implementeaza
noi arhitecturi informationale care asigura de regula:
* Mentenanta echipamentelor, telemetrie, sisteme de conducere integrate
* Colectarea pe scara larga a datelor si diseminarea acestora
* Accesul la distanta

* Integrarea IT-OT necesita niveluri multiple de securitate
cibernetica

e Straturile unei arhitecturi DiD sunt urmatoarele:
* Nivelul 1 - Managementul securitatii
* Nivelul 2 — Securitatea fizica
* Nivelul 3 - Securitatea retelelor
* Nivelul 4 — Securitate hardware
* Nivelul 5 - Securitate software
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Modelul Purdue ST TN

* Williams, Theodore J. "The Purdue enterprise s,
reference architecture." Computers in industry
24.2-3 (1994): 141-158.

* Modelul Purdue a fost conceput ca model de
referinta pentru fluxurile de date in fabricatia
integrata in computer (CIM). ‘

 Ulterior, acest model a ajuns sa defineasca PR el el e bl wd
standardul pentru construirea unei arhitecturi de :
retea ICS care accepta securitatea OT prin comeazone | SAPAOES Bt s o5
separarea straturilor retelel. T L

e Comitetul ISA99

Field 1/0 Devices

https://www.isa.org/standards-and-publications/isa- R lRE]

Level 0

standards/isa-standards-committees/isa99
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Modelul Purdue ST TN

Management level

Level 5 Harden handheld devices and Database

Enterprise Resource Planning, IT & servers

Mobile devices
: Level 4
IT-OT separation zone
e DMZ
Mirror Historian, Patch Mgmt, AV Server
Plat management level Level 3 Shatens Hordlardon, Aceive Deckary
: : . - g (AD), App whitelisting, Secure design
Engineering station, Historian, OPC W il Puch Mitosouent
Configuration management, Password
I Management, Change Management,

- Level 2 Backup & Restoration and User
OPera"on level specific access control
SCADA/DCS, Operators, ‘ :

HMIs Next-gen Firewalls
Control level Level 1 .
Harden automation
PLC /Controllers/ controllers, Disable
LHMIs unwanted ports
1
1
| P Harden
- ' e e automation field
I = - devices, CCTVs,
physical
Actuators ! ] = ﬁ , protection
& Actuators. T S
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Unidirectional gateway/Data Diode,
Network monitoring, Log management
& Auditing

Level 0

Field level
Sensors, Pre
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Comparatie Purdue — ISA/IEC62443 /ASEi

Purdue with DMZ

DMZ
Level 5 — Enterprise

Level 4 — Business

ISA/IEC 62443

Enterprise
)

Conduit

~—

DMZ

lc

DMZ

Enterprise Tier

)

DMZ

Planning / Logistics

)

DMZ

Conduit

Conduit

Level 3 —
Operations / Control

Level 2 —
Area Control (HMI)

Level 1 —
Controller Network

~—

Control

Center

Platform Tier

)

Edge Tier

N J

Level 0 —
Field 1/0 Devices
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Modelul SANS SCADA

INDUSTRIAL PROCESS AUTOMATION

ICS410 SCADA Reference Model

Enforcement Boundaries

Enforcement boundaries include cybersecurity
technologies to limit and monitor communications. Items
typically found in this zone include firewalls, NIDS/NIPS,
routers (with ACLs), data diodes, netflow collectors,
and full-packet collectors. Technologies implemented
will differ at the various enforcement zones (major
and minor) within each ICS environment depending on
identified risks and constraints.

PURDUE LEVEL 5:

Enterprise Networks

Corporate-level services used to support enterprise
scalability supporting individual business units and
users. These systems are usually located in corporate
data centers, and can include servers providing
enterprise AD, internal email, CRM systems, HR systems,
document management systems, backup solutions, and
enterprise SOC.

PURDUE LEVEL 3:

Site-Wide Supervisory

Monitoring, supervisory, and operational support for
an entire site or region. This level can include master
servers, HMIs, alarm servers, analytic systems, or
historians if scoped for an entire site or region. Level
3 can (and should) be broken into multiple subnets,
grouped by function/role to simplify ACLs. If Active
Directory is needed, use a separate domain with no
trust relationships. Use a subnet here for security
servers like SIEM, patching, and endpoint security.

PURDUE LEVEL 1:

Local Controllers

Devices and systems to provide automated control of a
process, cell, line, or DCS solution. Devices can include
PLCs, control processors, programmable relays, RTUs,
and process-specific microcontrollers. Modern ICS
solutions often obscure the lines between level 0 and 1.

Safety Systems

Demilitarized Zone (DMZ2)

A DMZ can be leveraged in any enforcement boundary.
It provides a staging and inspection area to pass data
between two different levels, where neither side has
full control. The preferred model is for one side to
push data to the DMZ, and the other side can pull that
data when needed.

PURDUE LEVEL 4:

Business Networks

IT networks for business users at local sites. This level
includes business workstations, local file and print
servers, local phone systems, enterprise AD replicas,
connectivity to enterprise WAN, and possibly local
Internet access. No system that can influence OT
processes should be in this level. Direct Internet access
should not extend below this level.

PURDUE LEVEL 2:

Local Supervisory

Monitoring and supervisory control for a single process,
cell, line, or DCS solution. Isolate processes from one
another, grouping by function, type, or risk. This level
includes HMIs, alarm servers, process analytic systems,
historians or control room if scoped for a single
process and not the site/region. Systems in this level
can leverage Active Directory in level 3 if needed.

PURDUE LEVEL 0:

Field Devices

Sensors and actuators for the cell, line, process, or
DCS solution. It could include basic sensors/actuators,
smart sensors/actuators speaking fieldbus protocols,
IEDs, lloT devices, communications gateways, and
other field instrumentation. It may not be necessary to
distinguish between level 0 and 1.

Systems that are engineered for a specific protective function, attempting to prevent worse-case scenarios.
This level includes all items identified in Level 0 and 1 with a dedicated purpose for a safety control function
such as acoustic monitoring, liquid chemistry monitoring, vibration monitoring, and emission monitoring. In
most safety systems there exists a control function that serves to protect the operation and personnel.

LARGER ICS SITES

LEVEL 4: Business Network

ICS DMz

LEVEL 3: Site-Wide Supervisory

LEVEL 2: Local Supervisory
LEVEL 1: Local Controllers
LEVEL 0: Field Devices

LEVEL 1: Local Controllers
LEVEL 0: Field Devices

‘ SMALLER ICS SITES
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Modelul SANS SCADA - Detaliere
ICS410 Large ICS Site Reference Model

PURDUE LEVEL 4: Plant’s Local Business Network (Non-ICS Networks)

ICS DMZ - Level 3to 4 ICSDMZ - Level 4to 3 ICS DMZ - Cloud Access

PURDUE LEVEL 3: Master Servers, Workstations Testing/Staging Cybersecurity

PURDUE LEVEL 2:
Local Supervisory

PURDUE LEVEL 2:
Local Supervisory

%)
-
e
g
B
=
n
=
M
[T
e
<
—r

PURDUE LEVEL 1:
Local Controllers

PURDUE LEVEL 1:
Local Controllers

PURDUE LEVEL 0:
Field Devices

PURDUE LEVEL 0:
Field Devices

OPERATIONS/ICS NETWORKS

B PROCESS/DCS/CELL/LINE C—

:
§
5
?

FPROCESSI DCS/CELL/LINE A—
—PROCESS/DCS/CELL/LINE B

Site-Wide Supervisory Historian,and HMIs  (pergroup/role)  (per system) Operations

PURDUE LEVEL 2:
Local Supervisory

PURDUE LEVEL 1:
Local Controllers

PURDUE LEVEL 0:
Field Devices

%
i

ICS DMZ - Remote Access

Jump Hosts
(per vendor or group/role)

‘—PROCESS/DCS/CELLILINE D

PURDUE LEVEL 2:
Local Supervisory

PURDUE LEVEL 1:
Local Controllers

PURDUE LEVEL 0:
Field Devices

5
%
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MITRE ATT&CK

securitatea cibernetica a organizatiilor

https://attack.mitre.org/matrices/ics/

Initial
Access

12 techniques 10 techniques

Execution

Persistence Privilege  Evasion
Escalation

6 techniques

2 techniques

7 techniques

Discovery

5techniques

Lateral
Movement

7 techniques

Collection Command
and

Control
11 techniques 3 techniques

WV

INDUSTRIAL PROCESS AUTOMATION

Adversarial Tactics, Techniques & Common Knowledge
Cadru, baza de cunostinte si instrumente de evaluare pentru

Aplicabilitate si instrumente specifice pentru domeniul ICS

Inhibit Imp
Response  Proc:
Function  Cont

14 techniques 5 technig

Drive-by
Compromise
Exploit Public-
Facing
Application
Exploitation
of Remote
Services
External
Remote
Services
Internet
Accessible
Device

Remote
Services

Replication

Removable
Media

Rogue Master

Spearphishing
Attachment

Supply Chain
Compromise

Transient
Cyber Asset

Wireless
Compromise

Autorun
Image

Change
Operating
Mode
Command-
ine

interface
Execution
through AP

Graphical
User
Interface
Hooking
fodify
Controller
Tasking

Native API

Scripting

er
Execution

Hardcoded
Credentials

Modify
Program

dule
Firmware

Project File
Infection

system
Firmware

Valid Accounts

Exploitation
for Privilege
Escalation

Hooking

Change
Operating

lode
Exploitation
or Evasion
Indicator
Removal on
Masquerading
Rootkit
Spoof
Reporting
Message
System Binary.
Proxy

Execution

Connection
numeratior

Network
Sniffing

Remote
System
Discovery

Remote

system

Information
iscovery

Wireless
Sniffing

Default
Credentials
Exploitation
of Remote
Services

Hardcoded
Credentials

Lateral Tool
Program
Download
Remote

Services

valid
Accounts

Adversary-in-  Commonly
the-Middle  Used Port

Automated  Connection
rox

Collection ~ Proxy
Datafrom  Standard
Information ~ Application
Repositories  Layer
Protocol

Data from
Local
System
Detect
Operating
Mode

1/0 Image
Monitor
Process
State

Point & Ta
Identification

Program
Upload
Screen
Capture

Wireless
Sniffing

Activate Firmware  Brute Fc
Mod o

Update Mode !
Alarm Modify
Suppression Parame
Block Command  Module
Message Firmwa
Block Reporting  Spoof
Message Reportir

Messag
Block Serial COM

Unauth
Change Comma
Credential Messag

Data Destruction

Denial of Service

Device
Restart/Shutdown
Manipulate 1/0
Modify Alarm
Settings

Rootkit

Service Stop

System Firmware
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https://attack.mitre.org/matrices/ics/

Tipuri de atacuri - DDoS /ASTE WV

HTTP Request from Bots _E—)
Attacker

» (Distributed) Denial of Service g e e o
(DDoS)

* Atacatorii identificd sisteme, ;‘:lzzz:::‘_’_'_ ............... £l g
servere sau retele pe care le .o el e
indunda cu solicitari pentru a 1

le epuiza resursele si latimea
de banda

Authentic User

A Zombies

* Serverele nu pot gestiona valul \ 8
|‘ %\ HTTP Request

de cereri si se blocheaza
W\ Zombies e~

*In  versiunea  distribuita, *
atacatorii folosesc multe %‘/—\mm TP Rt
sisteme compromise

1sanbay dLIH

- e E W e e Em e e e Em o e
-
L4

HTTP Request
Zombies

Victim Server
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Tipuri de atacuri - Phishing

* Cele mairaspandite atacuri

 Atac de tip inginerie sociala
unde atactorul impersoneaza
un contact legitim si transmite
mesaje e-mail false victimei

* Victima acceseaza link-uri
compromise/atasamente Si
permite astfel accesul Ila
informatii confidentiale sau
instalarea de malware

* Variante: spear-phishing,
whale phishing

Sent: Monday, May 09, 2016 10:07 AM
To:
Subject: Fwd: [UVa Library - Circulation] VIRGINIA WARNING: Closing & Deleting Your Account in Progress!

Hello User!

@r instructions to delete your account 1

o |

We will process your request w' g
All features associated witti your account will be lost. >~

To retain your account, kindly Cancel Request to continue using our services
“_ 3

Y
http://bit.lyTWTXQzB

Thank You,
Account Team
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WV

Tipuri de atacuri — Man-in-the-Middle

° MITM Cunoscut $i drept ataC ED Original Connection 5 .l=\.
de ascultare —

g g

e Atacatorul se interpune intre
doua terminale care comunica ——
e.g. intre client si gazda/master

Control side Physical side
° Poate ascu lta pasiv pe ntru a Operator| _Sending commands __ .| PLC
l t .nf rm t.. .nt r .n Checlk_ I <—> Sensors
anomaly in
C O e C a I O a s I I S a u I e VI e Iogegoeediv(;adla € Gethnq |0qqed data : Satak > Actuators
L] L] . L] OCl
a Ct IV p e n t r u a m O d Ifl C a S I Inject fa/smeciI ilnject falsified
M M M data | lcommand
manipula datele si comenzile .
Attacker
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Tipuri de atacuri — Acces neautorizat

O persoana care nu are
permisiune sa se conecteze la
sau sa utilizeze un sistem, in
acceseaza, de o0 maniera
nedorita de catre proprietarul 03 133 >
sistemului (“hacking”) > | © ->

* Exploatarea unor greseli
software prin rutine automate minsnasan B iy

attemps

e Utilizarea malware sau a
atacurilor de tip ”phishing”
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Tipuri de atacuri - False Data Injection /ASEa N

* FDI este un tip de atac
cibernetic prin care sunt 4 S
injectate date false intr-un |  =——7 ‘ ﬁ,
sistem de catre o entitate ' = |4
malitioasa

nnnnnnnnnnnn

I
I
| ,

* Exemplu: modificarea | | -
= .
|

{
(|
fv@:! J——
Il f =N
t. L 4 ol d t A t t [E 77‘ .‘l‘ Ir' :: iéc) O@/
-— j':u.m nnnnnnnnnnnn m] : - ' |: g ”;’
estimarilor de stare intr-o retea | ) [T L @ = |2 0= @ L@
electrica inteligenta § =T 3

* Se pot preveni prin mecanisme __ %- m(@n
a validare a datelor/comenzilor Ot e e
e.g. consens distribuit
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WV

MISP

* Malware Information Sharing Platform
* Initiat de CIRCL Luxemburgin 2012

* Un instrument software open-source pentru colectarea
de informatii de la parteneri, analisti si fluxuri de date
de securitate cibernetica

o,

MISP

* Permite colaboarea prin echipe si comunitati Threat Sharing

* Normalizeaza, coreleaza siimbogateste datele

* Alimenteaza instrumente de securitate cibernetica (e.g.
SIEM)

* https://github.com/MISP/MISP
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Interfata MISP

| Malicious activities Distribution graph [atomic event]

Event 1D 10878 oo s ¥
Uuid S86c700c-DebS- 468 T . e N

org ACL ar

Owner org 4

Contributors

Email aexancre duauroy

Tags

Date 2018.05.0¢

Threat Level Low

Analysis tal

Distribution M commurities ©

Info Malious acthites

fpubiished No

sanributes 2

Last change 20180504 023811 @Al @Aurbutes @ Object attributes
Extends.

Extended by

Sightings o0 &

Activity T ——————

LAll communities J

sics.

EDisplay  YFilters

|
L

INDUSTRIAL PROCESS AUTOMATION

evio-ur-eu Your orgar ]
Threat Level © Analysis @

Low Initial i
Event Info

Ransomware found on a production server

Extends event

5ad8687b-0e10-4aBb-2157-46a595¢

Analysis: Co
Threat level: Low

plotod

Togs:

osint-source-type="bk

misp-galaxy:ransomw:
misp-galaxy:ransomwar
{_info: OSINT - Minecralt & CS.GO Ransomware Strive For Media Atientior

=
attribute: ftp ftpo118.info Moy et =
estimative ) ence-Ir objest: ip-port
estimauve ence attnbse: sase
atritaste: down downOA16 el
High it
-
o P [ PR atrbute: 205 58,106,145, abject:p port [ B
w Authentication Failure Data (' & Authentication Fallure Data (' & Achievements of my organization [’ W
import Config JSON oot R 1ez2¢1.75.115 [ A Achievements Unlocked!
kimsu‘!i 31.184.199. m Congratulations, you have shared your first event!
Save Dashboard Config S
List Dashboard Templates ven!
rostares | EEEI 185.153.196.230 [ EEH
ubunlu 92.246.76.177 B P/~W You have been using tags, good job!
~

oracle
git
deploy e}
"puserm
nagios-
mysql EE]
suppon
11111
guesl

testuser g
=

136732172

159.89.201.59 k]
121.241.244 92
64.225.58.236
118.25.10.238 4
175.107.198.23 44
106.52.251.24 &l

54.37.159.12 [

123.206.90.149 £k
192.241.155.88
: =

Taxonomies have been used in your events.

Galaxies have no secrets for you in this Threat
Sharing universe.

Next on your list:
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Common Vulnerability Exposure

* Misiunea Programului CVE este de a identifica, defini si cataloga
vulnerabilitatile de securitate cibernetica dezvaluite public

* Exista o inregistrare CVE pentru fiecare vulnerabilitate din catalog

* Vulnerabilitatile sunt descoperite, apoi atribuite si publicate de
organizatii din intreaga lume care au colaborat cu Programul CVE

* Partenerii publica inregistrari CVE pentru a comunica descrieri
consecvente ale vulnerabilitatilor

* Profesionistii In tehnologia informatiei si securitatea cibernetica
folosesc inregistrarile CVE pentru a se asigura ca discuta aceeasi

problema si pentru a-si coordona eforturile de a prioritiza si
aborda vulnerabilitatile

ﬁ
5.
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Exemplu: CVE-2014-2259

INDUSTRIAL PROCESS AUTOMATION

CNA: MITRE Corporation

Published: 2014-03-16 Updated: 2020-02-10

Description CVE Program

Updated: 2024-08-06
This container includes required additional information provided by the CVE Program for this vulnerability.

Siemens SIMATIC S7-1500 CPU PLC devices with firmware before 1.5.0 allow remote attackers to cause a denial

of service (defect-mode transition) via crafted HTTPS packets.
References 3 Total

PrOdUCt Status « http://www.siemens.com/innovation/pool/de/forschungsfelder/siemens_security_advisory_ssa-45
Learn more 6423.pdf 2

x_transferred
Information not provided o http://ics-cert.us-cert.gov/advisories/ICSA-14-073-01 @  x_transferred

o https://cert-portal.siemens.com/productcert/pdf/ssa-456423.pdf &  x_transferred
References 3 Total

« http:/www.siemens.com/innovation/pool/de/forschungsfelder/siemens_security_advisory_ssa-45
6423.pdf

o http://ics-cert.us-cert.gov/advisories/ICSA-14-073-01
« https://cert-portal.siemens.com/productcert/pdf/ssa-456423.pdf =
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Zero Day ST YN

* Zero Day este o vulnerabilitate in software sau hardware care este
de obicei necunoscuta furnizorului si pentru care nu este
disponibil niciun patch sau alta remediere

* Vanzatorul are astfel zero zile pentru a pregati un patch, deoarece
vulnerabilitatea a fost deja descrisa sau exploatata

4 )
| \
b} 1] DISCOVERY EXPLOIT ATTACK
\ !
Cybercriminal discovers Cybercriminal creates exploit The vulnerability is
ZERO DAYS a Zero Day Vulnerability to use the vulnerability to leveraged in live attacks VENDORS FINDING OUT
take control over computer Software maker finds out about the Zero Day
systems
. /
PATCH DISTRIBUTED PATCH CREATED
Update is distributed & the Software maker creates rules
vul is closed on the systems to fix the Zero Day Vul
running the software
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CVSS

* Common Vulnerability Scoring System

A

* Metoda pentru generarea unei masuri calitative a severitatii

CVSS:4.0/AV:N/AC:H/AT:N/PR:L/UI:N/VC:H/VI:L/VA:H/SC:H/SI:L/SA:H/E:A/MAV:N/MAT:P/MPR:N/MVC:H/S:N/R:A/V:C/RE:L/U:Green

CVSS v4.0 Score: 9.2 | Critical ®

CVSSv4.0

U

INDUSTRIAL PROCESS AUTOMATION

CVSS v3.1 Severity and Metrics:

Base Score: 9.0 CRITICAL

Vector: AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H
Impact Score: 6.0

Exploitability Score: 2.2

Attack Vector (AV): Network
Attack Complexity (AC): High
Privileges Required (PR): None
User Interaction (Ul): None
Scope (S): Changed
Confidentiality (C): High
Integrity (I): High

Availability (A): High

Base Metric
Group

Exploitability Impact

Metrics

Metrics

Attack
Vector

Vulnerable System
Confidentiality

Attack
Complexity
Attack
Requirements

Vulnerable System
Integrity

Vulnerable System
Availability

Threat
Metric Group

“old name: Temporal Metric Group

Exploit
Maturity

Environmental
Metric Group

Modified Base
Metrics

® Attack Vector

o Attack Complexity

® Attack
Requirements

o Privileges Required

* User interaction

e Vulnerable System
Confidentiality

Confidentiality
Requirement

Integrity
Requirement

Availability
Requirement

Supplemental
Metric Group

Automatable

Recovery

Safety

= Y Y

. e Vulnerable System
I3Rr|V|I§ge‘1s Subsequent §y§tem Integrity Value Density
equire Confidentiality o Vulnerable System
e Availability -
User. Subsequent.System Rerrlb_edlalt'lon o Subsequent System Vulnerability
Interaction Integrity €ve Confidentiality Response Effort
Subsequent System " Ref;l);rt : Isr:.ltt;sg?lgt:ent System '3°Vide"
ilabili onfidence
Availability e Subsequent System rgency
Availability
KEY

[ ]
I

Existing Component
- No Update

Retired Component

Existing Component

- Updated

- New Component
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Standarde - 1S027001 /ST W

» Stabileste cerinte pentru Sisteme de Management al Securitatii
Informatiilor (ISMS - Information Security Management Systems)

* Asigurarea  confidentialitatii, integritatii si  disponibilitatii  prin
managementul riscurilor si oferirea de incredere catre partile interesate ca
informatiile cu gestionate adecvat

* Cerinte generice, aplicabile oricarei organizatii

* Rolurile managementului, politici, planificare, constientizare, evaluare si
revizii periodice

* Anexa A precizeaza controale de securitate a informatiilor, grupate pe 14
domenii: politici, organizatie, resurse umane, active, control acces,

criptografie, securitare fizica, securitatea operatiunilor, comunicatii,
sisteme, furnizori, managementul incidentelor, compliance
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Standarde - 1S027001 A>EE

Mandatory Clauses of ISO 27001

Improvement "
10 y . = General information

Improvement follows up on the evaluations
covered in Clause 9 v Introduction, scope, normative references,
terms and definitions

Performance evaluation h
Establish a procedure for monitoring and Z G i 12 Context of the orgqnizqtion 4

measurement of records. Documented proc
for the performance of internal audits and

i e Mandatory
clauses

Operation Leadership 5

Risk treatment plan and risk assessment report to
mitigate the risks that might arise as a result of your
company's scoped operations

Create the ISMS Scope that sets the boundaries of your
s! m and the applicability of the controls

Top management to document a Policy
Statement with employees and clients

Support Planning

Establish, implement and maintain the ISMS based on: 2 59 Establish, measure and monitor objectives based on ‘f if
Competence, Awareness, Communication, Documented risks and opportunities 4
Information and Records (that must be kept)

usecure
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Standarde — ISA/IEC62443

* Seria de standarde ISA/IEC 62443 defineste cerintele si procesele
pentru implementarea si mentinerea sistemelor de automatizare
si control industrial (IACS) securizate electronic

* Aceste standarde stabilesc cele mai bune practici pentru
securitate si ofera o modalitate de a evalua nivelul de performanta
de securitate

* Abordarea lor fata de provocarea securitatii cibernetice este una
holistica, reducand decalajul dintre operatiuni si tehnologia
informatiei, precum si intre siguranta proceselor si securitatea
cibernetica
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Standarde — ISA/IEC 62443

WV

INDUSTRIAL PROCESS AUTOMATION

62443-1-1 62443-1-2

Concepts and models SUBEIRE ity of

terms and abbreviations

62443-1-3

System security
conformance metrics

62443-1-4

IACS security lifecycle
and use-cases

Patch management in
the IACS environment

62443-2-4

Requirements for IACS
service providers

Implementation guidance
for IACS asset owners

]
o o
T
33
R Security program Security Protection
= requirements for IACS Ratin
g o asset owners 9
5
=
3 , .
" Security technologies Security risk assessment
a’,‘ for IACS and system design

System security

requirements and
security levels

62443-4-1 62443-4-2

Secure product Technical security
requirements for IACS

components

mponent

development lifecycle
requirements
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Reglementari Europene ST YN

* “Regulation (eu) 2019/881 of the european parliament and of the
council of 17 april 2019 on and on information and communications technology cybersecurity certification
(cybersecurity act),” Official Journal of the European Union, 2019. Available on-line: https://eur-
lex.europa.eu/eli/reg/2019/881/0j

* “Directive (eu) 2022/2555 of the european parliament and of the
council of 14 december 2022 on measures for a high common level of
cybersecurity across the union (nis 2 directive),” Official Journal of the European Union, 2022. Available on-line:
https://eur-lex.europa.eu/eli/dir/2022/2555

* Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on the resilience of

critical entities and repealing Council Directive 2008/114/EC (OJ L 333, 27.12.2022, pp. 164-198). Available on-line:
https://eur-lex.europa.eu/eli/dir/2022/2557/0j

* Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on horizontal cybersecurity
requirements for products with digital elements and amending Regulation (EU) 2019/1020. Available on-line:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0454 — Cyber Resilience Act

* Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down measures to
strengthen solidarity and capacities in the Union to detect, prepare for and respond to cybersecurity threats and

incidents. Available on-line: https://digital-strategy.ec.europa.eu/en/library/proposed-regulation-cyber-
solidarity-act - Cyber Solidarity Act
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Reglementari — NIS2 ST YN

* Impune si strategii nationale de Securitate cibernetica in UE

e Stabileste cerinte si capacitati tehnice pentru CSIRT nationale,
cooperare si schimbul de informatii

* Stabileste obligatii de management al riscurilor si de raportare
pentru entitati esentiale si importante

* Face referire la scheme de certificare Europene si standarde

Number of countries affected:
N
27 EU gg;gL-m? in the
\Y
Member States C NIS irective

HI
I
Amount of fines: 0O .'

- -goooo
Deadline for gooo
10 EUR million or up :l: 3// transposition —‘

into national law

to 2% of the total worldwide turnover

of an entity for non-compliance OCtOber 17; 2024
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Transpunerea NIS2 in Romania /ASTE WV

* OUG 155/2024 defineste sectoarele de activitate si entitatile (publice si
private) pentru care normele de securitate cibernetica sunt obligatorii,
Inclusivin:

* sectoare critice (energie, transporturi, infrastructura digitala, sanatate, apa si
apa uzata, administratie publica centrala, spatiu etc.)

* sectoare de importanta majora (servicii postale si de curierat, gestionarea _
deseurilor, productia si distributia de substante chimice, productia alimentara,
industria de fabricare, cercetare, furnizori digitali s.a.)

e Sfera de aplicare este impartita intre:

* entitatile esentiale: cele din administratia publica centrala, furnizorii de servicii
DNS, prestatorii de servicii de incredere calificate si orice entitate clasificata
drept ,,esentiala” prin incadrarile din anexe (energie, transporturi, sector bancar,
infrastructuri de piata financiara, sanatate, alimentare cu apa, infrastructura
digitala s.a.)

* entitatile importante: organizate dupa criteriul de marime (intreprinderi mari si
mijlocii) si care furnizeaza servicii considerate critice, dar care nu se incadreaza
la entitati esentiale; exemple - operatori de gestiune a deseurilor, servicii postale
si de curierat, productie alimentara, anumite fabrici etc.
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https://www.linkedin.com/posts/dan-cimpean_nis2-transposed-in-romanian-law-2024-activity-7280229251184824320-VuD7?utm_source=share&utm_medium=member_desktop

Transpunerea NIS2 in Romania /ST Y

* Impune realizarea unei anallze de risc si |mplementarea masurilor
tehnice, organlzatlonale si operationale corespunzatoare pentru protectia
retelelor si sistemelor informatice

Organizarea unui sistem intern de management al securitatii cibernetice
revine entitatilor esentiale si entitatilor importante, astfel cum acestea sunt
definite si mcadrate 'n actul normativ (in functie de domeniul de activitate,
crltler(|j|le de marime si importanta sau de impactul serviciilor furnizate), care
include

* numirea unei persoane responsabile de securitatea retelelor si sistemelor informatice;
* aprobarea si monitorizarea de catre organele de conducere a politicilor de securitate;
* instruirea periodica a personalului, inclusiv membri din conducere.

Sunt prevazute obligatii de audit si raportare a incidentelor, mai exact, un
audit de securitate ciberneticd periodic (sau ad-hoc, la cererea DNSC)
pentru entitatile identificate ca fiind esentiale sau |mportante precum Si
obligatia de a raporta imediat incidentele semnificative (Tn maximum 24-72
de ore, in functie de natura evenimentului) prin Platforma nationala pentru
raportarea incidentelor de securitate cibernetica (PNRISC)
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Entitati esentiale NIS2 - Exemplu  /ASEE Ve

1. Energie a) Electricitate — Intreprinderile din domeniul energiei electrice, astfel cum sunt definite ca
»operatori economici” la art. 3 pct. 73 din Legea energiei electrice si a gazelor
naturale nr. 123/2012 care indeplinesc functia de ,furnizare de energie electrica”,
astfel cum este definita la art. 3 pct. 46 din Legea energiei electrice si a gazelor
naturale nr. 123/2012, cu modificarile si completarile ulterioare

— Operatorii de distributie, astfel cum sunt definiti la art. 3 pct. 70 din Legea
nr. 123/2012

— Operatorii de transport si de sistem, astfel cum sunt definiti la art. 3 pct. 71 din
Legea nr. 123/2012

— Producatorii, astfel cum sunt definiti ca ,producatori de energie electrica” la art. 3
pct. 92 din Legea nr. 123/2012

— Operatorii desemnati ai pietei de energie electrica, astfel cum sunt definiti la
art. 3 pct. 68 din Legea nr. 123/2012

— Participantii la piata, astfel cum sunt definiti la art. 3 pct. 79 din Legea
nr. 123/2012, care furnizeaza serviciile de agregare, consum dispecerizabil sau
stocare de energie, astfel cum sunt definite la art. 3 pct. 6, 29, si respectiv, 121
— Operatorii unui punct de reincarcare, astfel cum este definit la art. 3 pct. 96 din
Legea nr. 123/2012, care sunt responsabili cu gestionarea si exploatarea unui
punct de reincarcare care furnizeaza un serviciu de reincarcare clientilor finali,
astfel cum sunt definiti la art. 3 pct. 20, inclusiv in numele si in contul unui furnizor
de servicii de mobilitate, astfel cum acestia sunt definiti la art. 2 pct. 36 din
Regulamentul (UE) 2023/1.804 al Parlamentului European si al Consiliului din
13 septembrie 2023 privind instalarea infrastructurii pentru combustibili alternativi
si de abrogare a Directivei 2014/94/UE

— Operatori economici, concesionarii i dezvoltatorul centralei electrice eoliene
offshore prevazuti de Legea nr. 121/2024 privind energia eoliana offshore
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EU Cyber Resilience Act

* Obiective specifice:
* sa se asigure ca producatorii
imbunatatesc securitatea

produselor cu elemente digitale
Inca din faza de proiectare si

will work in practice .o

i : 2022
90% of products 10% of products

dezvoltare si de-a lungul intregului
ciclu de viata

sa asigure un cadru coerent de
securitate cibernetica, facilitand
conformitatea pentru producatorii
de hardware si software

Default
category

Self-assessment

Application of a standard
or third-party assessment

Third-party assessment

Criteria:

« Functionality (e.g. critical software)
« Intended use (e.g. industrial control/NIS2)
« Other criteria (e.g. extent of impact)

Criteria:
n/a

Critical products

¢ ll\m b u n ététi re a t ra n S p a re nte i Examples Y Examples (Annex I11) Y Examples (Annex IlI)
proprietatilor de securitate ale %) momeamg 2 resirmmes | @ o
produselor cu elemente digitale % wiomets | @ sootvmis | @) rasons

* permite intreprinderilor Si D) s | @) s ©) ow
C 0 n S U m atO ri |.O r S é Uti l.i Zeze ’I\n @ Hard drives & Microcontrollers @ Secure elements
siguranta produsele cu elemente
digitale
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EUCC ST YN

Common Criteria AVA_VAN level
Scheme-CB name-Year-

CYBERSECURITY CERTIFICATION | month-ID number

T
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INDUSTRIAL PROCESS AUTOMATION

STUDIU DE CAZ

Proiectul ELECTRON

https://electron-project.eu
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https://electron-project.eu/

DEMO

Monitorizare trafic retele industriale cu Wireshark
Configurare retea industriala SIEMENS S7-1500 cu XC208/S615
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Network Security Training Panel

* AA054.400.01

* I[nclude:
 Siemens SCALANCE XC208
 Siemens SCALANCE S615

* Router LAN SCALANCE S615;
pentru protectia
dispozitivelor/retelelor n
tehnologia de automatizare si
pentru protectia comunicatiilor
Industriale prin VPN si firewall;
Alte functii: conversie adrese
(NAT/NAPT), conexiune la
SINEMA RC, comutator cu 5
porturi, 1x dig. intrare, 1x iesire
digitala.
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Portalul de Training Siemens SCE ST Wk

CNC Modules LOGO! Modules Classic Modules
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https://www.siemens.com/global/en/products/automation/topic-areas/sce-education-training/learning-training-documents.html

W

Laboratorul AISENSE - ASTI

* Artificial Intelligence for Sensing, Low-power Networking and ICS
Cybersecurity

* Infrastructura de cercetare pentru securitate cibernetica OT

* Colaborare dintre Asti Automation si Institutul de Cercetari
PRECIS al UPB —

35 AISENSE Ml
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https://precis.upb.ro/works/aisense/
https://precis.upb.ro/
https://precis.upb.ro/
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INDUSTRIAL PROCESS AUTOMATION

Va multumim!
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