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Analiza competentelor necesare

Obiective Metodologie

* |dentificarea competentelor  Analiza planurilor de invatamant
esentiale pentru Stiinta datelor de la universitati de top din
si Securitate informationala Romania, UE si SUA

* |[dentificarea competentelor » Sinteza competentelor tipice
acoperite partial / neacoperite n iIncluse in curricula
programele UTM

* Instruire

« Formularea noilor planuri de
invatamant
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Tendinte si provocari | Automatizare

Automatizarea si Al invatare continua si adaptabilitate

* Cresterea automatizarii * Nevoia de actualizare
sarcinilor de rutina constanta a competentelor

* Necesitatea de a colabora cu « Importanta invatarii pe tot
sisteme Al parcursul vietii

* Provocarea de a ramane * Adaptarea la noi tehnologii si
relevanti intr-un mediu n metodologii

schimbare rapida



| Which Jobs Have a Future?

Jobs forecast to grow the most ®

worldwide between 2023 and 2027 ’

Jobs with the largest employment gains” Fastest-growing jobs™

1. Agricultural equipment operators 1. Al and Machine Learning specialists
2. Heavy truck and bus drivers 2. Sustainability specialists

3. Vocational education teachers 3. Business intelligence analysts

4. Mechanics and machinery repairers 4. Information security analysts

5. Business development professionals 5. FinTech engineers

6. Building frame and related trades workers 6. Data analysts and scientists

7. University and higher education teachers 7. Robotics engineers

8. Electrotechnology engineers 8. Agricultural equipment operators

*

*

S

Based on absolute increase in jobs between 2023 and 2027
* Based on relative increase in number of jobs between 2023 and 2027

ource: WEF Future of Jobs Report 2023

statista %a



https://www.statista.com/chart/31566/jobs-forecast-to-grow-the-most-worldwide/

Cresterea proiectata a numarului de locuri de munca, SUA

Wanted: The Most In-Demand
Jobs of the Next Decade

Occupations with the highest projected change
in employment in the U.S. between 2022 and 2032

Home health and
personal care aides

804,600

Software developers

410,400

Restaurant cooks 277,600

Stockers and order fillers

178,600

Registered nurses 177,400
o e moctr: [N 58500
operationGserrr]érnaalgaenrg - 147,300
el ondhest IR 144,700
Light truck drivers - 133,800

Source: U.S. Bureau of Labor Statistics

statista %a



https://www.statista.com/chart/32236/occupations-with-the-highest-projected-change-in-employment-in-the-us/

ChatGPT Still Light-Years Away
From Universal Adoption

Share of respondents using ChatGPT in the following
frequencies, by age group (in %)

18

17 Once or twice
Monthly
15
14 Wgekly
13 13 M Daily
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18-24 25-34 35-44 45-54 55+

12,217 online respondents (18+ y/0) in Argentina, Denmark,
France, Japan, UK and the US surveyed Mar. 28-Apr. 30, 2024

Source: RIS) | YouGov

statista %a



https://www.statista.com/chart/32408/share-of-respondents-using-chatgpt-in-the-following-frequencies-by-age-group/

Generative Al: =
A Jack of All Trades? & (o

Share of respondents who have tried to use a generative
Al tool (e.g. ChatGPT) for the following applications (in %)

For creating media For getting information

Playing around
or experimenting
Writing an email
or letter

Answering
factual questions

Asking advice

Making an image Generating ideas

Writing an essay
or report

Playing around
or experimenting

Creative writing Summarizing text

A job application/
interview

Programming
or coding

Seeking support
Recommendations

Making a video Translations

12,217 adults surveyed in Argentina, Denmark, France, Japan, the UK and the US; Mar.-Apr. 2024
Source: Reuters Institute for the Study of Journalism

statista Y

Sursa


https://www.statista.com/chart/32411/use-cases-of-generative-ai-tools/

Tendinte si provocari
| Big Data

* Cresterea volumului si
complexitatii datelor

* Nevoia de securizare a
datelor

 Oportunitati prin ML

- Incorporarea Big Data in
domenii diverse

The need for
better security

Extended
adoption of
predictive
analytics \\

Therise of
/  machine 0 : More cloud
o learning adoption

BIG DATA
TRENDS

Flexible and More
customizable advanced

dashboard big data
More data tools
/4 sources / .



https://theecmconsultant.com/big-data-trends/

Tendinte si provocari
| Securitate

* Cresterea amenintarilor
* Necesitatea de a integra

securitatea prin design

* Protejarea datelor sensibile
si a proprietatii intelectuale

 Oportunitati: dezvoltarea Al

» Sporirea suprafetei de atac
prin Generative Al




Cybercrime: Critical
Infrastructure Is Top Target

Number of worldwide political cyber attacks aimed
at the following sectors, by reported period”

W 2023 2024 YTD

Critical infrastructure ) 500
State institutions/ 376
political systems 82
Education ? 83 _
I 13 Total @

Corporate targets 10 cyber incidents

Media -5 29 @ 17

63
Other 10 \ )

As of Mar. 26, 2024
* One incident may target more than one sector. Initial access by
malevolent actors may not always coincide with report period.

Source: European Repository of Cyber Incidents

statista %a



https://www.statista.com/chart/31985/number-of-cyber-attacks-recorded-per-sector/

Scams, Fakes, Abuse:
The Dangers of Generative Al

Share of respondents being very/somewhat worried
about the following potential problems caused by Al

Al scams 71% <I N
i v,

Deepfakes 69%

Sexual/online abuse 69%

Al hallucinations 66%
of all respondents
are very/somewhat
Data privacy 62% worried about at least
one problematic

Al scenario

Bias amplification 60%

\. J

16,795 respondents (13-64 y/0) in 17 countries surveyed online Jul.-Aug. 2023
Source: Microsoft Global Online Safety Survey 2024

statista s


https://www.statista.com/chart/32112/most-problematic-ai-scenarios/

The Cybersecurity Crisis of Artificial Intelligence: Unrestrained Adoption and
Natural Language-Based Attacks

Andreas Tsamados', Luciano Floridi?, Mariarosaria Taddeo!?

'Oxford Internet Institute, University of Oxford, 1 St Giles’, Oxford, OX1 3]S, UK
> Dagital Ethics Center, Yale University, 85 Trumbull Street, New Haven, CT 06511, US
* The Alan Turing Institute, British Library, 96 Euston Rd, London NW1 2DB, UK

* Email of correspondence author: mariarosaria.taddeo@oii.ox.ac.uk

Abstract

The widespread integration of autoregressive-large language models (AR-LLMs), such as ChatGPT,
across established applications, like search engines, has introduced critical vulnerabilities with
uniquely scalable characteristics. In this commentary, we analyse these vulnerabilities, their
dependence on natural language as a vector of attack, and their challenges to cybersecurity best

practices. We offer recommendations designed to mitigate these challenges.



https://arxiv.org/pdf/2311.09224

TikTag contra ARM

Cercetatorii au vizat
Memory Tagging
Extension (MTE), in ARM
arhitectura 8.5-A, care
detecteaza coruperea
memoriel. [Articol]

Prin dispozitivele TikTag:
executarea de cod
arbitrar, escaladarea
privilegiilor, scurgerea de
date sau refuzul serviciului

Sursa

ENDPOINT SECURITY

New TikTag Attack Targets Arm CPU
Security Feature

Researchers have targeted the MTE security feature in
Arm CPUs and showed how attackers could bypass
protections.

By Eduard Kovacs

: ) :’ June 18, 2024



https://arxiv.org/abs/2406.08719
https://www.securityweek.com/new-tiktag-attack-targets-arm-cpu-security-feature/

The Microsoft/CrowdStrike

Lriza Mic ros oft/ outage shows the danger of
Crowdstrike monopolization

Edward Ongweso Jr

As the world recovers from the largest IT outage
in history, it shows the danger of one point of
failure in IT infrastructure

Cea mai mare ,panad”
digitala: 19 iulie 2024

Riscurile monopolizarii
tehnologice

Focalizare excesiva pe
eficienta, cu costuri de
rezilienta

Sursa



https://www.theguardian.com/technology/article/2024/jul/20/the-microsoftcrowdstrike-outage-shows-the-danger-of-monopolization

Tendinte si provocari |
Etica & reglementari

* Cresterea reflectiei publice privind
etica tehnologiel

* Reglementari europene si globale;
GDPR, DSA & DMA, Al Act

* Provocari etice ale Al
* Explicabilitate
* Partinire
* Incredere
* Procurarea si utilizarea datelor
* Securitate
* Responsabilitatea deciziilor

Al GOVERNANCE

FAIR/NOT
BIASED

TRANSPARENT/ ROBUST/
EXPLAINABLE RELIABLE

REGULATORY
COMPLIANCE

RESPONSIBLE/
ACCOUNTABLE



https://www.forbes.com/sites/insights-ibmai/2020/03/26/trust-at-the-center-building-an-ethical-ai-framework/

Tendinte si provocari |
Personalizare

» Cererea crescuta pentru

solutii personalizate

* Oportunitati prin Al

* Diversificarea surselor de
date (Internet, 1oT) e,

* Tensiunea personalizare /
confidentialitate



https://www.forbes.com/sites/insights-ibmai/2020/03/26/trust-at-the-center-building-an-ethical-ai-framework/
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Obiective actuale

- Elaborarea noilor planuri de invatamant pentru
,otiinta datelor” si ,Securitate informationala”

* Lista competentelor noi
* Rezultate ale invatarii

» Matricea corelarii rezultatelor invatarii cu
disciplinele de studii

* Proiect plan de invatamant

« Chestionarul de evaluare:
https://forms.qgle/Zvv3|U1fk4Trms|L6



https://forms.gle/Zvv3jU1fk4TrmsjL6

Programe
analizate -
Stiinta
datelor

Universitate

Program

Harvard University

Master’s in Data Science

Stanford University

Statistics & Data Science MS

New York University

Masters in Data Science

TU Delft

Data Science and Atrtificial
Intelligence Technology (Master)

ETH Zurich Master in Data Science
Universitatea din Data science (Master)
Bucuresti

FMI

Universitatea Babes
Bolyai — UBB

Facultatea de
Matematica si
Informatica

Data Science for Industry and
Society MA

Universitatea Babes
Bolyai — UBB

Sociologie

Analiza datelor complexe (Master)




Programul UTM ,,Analiza datelor”

Contextul actual

* Program comprehensiv si
bine articulat

* Acopera competentele
esentiale

* Nevoia de aprofundare in
anumite domenii

Zone de aprofundare

» Evolutii in intelegerea si
utilizarea datelor Tn
socletate

* Provocari de
confidentialitate si
securitate n fluxuri
informationale

* Impactul Al asupra securitatii
datelor



Tematica propusa

- Intelegerea datelor in societate

* Aspecte economice, psihologice si sociologice
ale datelor masive

 Impactul asupra pietei libere si modelelor de
afaceri

o Utilizarea datelor 1n diverse contexte sociale

« Confidentialitate si securitate
* Provocari in fluxurile informationale

* Perspective ale decidentilor, expertilor si
utilizatorilor

 Modele de reglementare globale (UE, SUA,
China)
 Strategii de asigurare a confidentialitatii datelor

Al si securitatea datelor
 Impactul Al asupra securitatii cibernetice
 Riscuri asociate tehnologiilor emergente

* Pregatirea pentru abordarea provocarilor in
evolutie



Programe
analizate -
Securitate
informationa
|3

Universitate

Program

Harvard University

Extension School

Cybersecurity Masters

Stanford University

Cybersecurity Graduate Certificate

Stanford University

Advanced Cybersecurity Program

MIT

Professional Education Division

Applied Cybersecurity

European Institute of Technology — EIT
Digital

E6tvos Lorand University (ELTE)
Universitatea Babes Bolyai — UBB
University of Rennes

University of Trento (UniTN)
University of Turku (UTU)
University of Twente (UT)

CyberSecurity

New York University

Cybersecurity Master

TU Delft

Cybersecurity Master

ETH Zurich

Master in Cybersecurity

Universitatea Nationala de Stiinta si
Tehnologie POLITEHNICA Bucuresti -
UNSTPB

Securitatea Retelelor

Informatice Complexe

Universitatea Tehnica ,Gheorghe Asachi”
din lasi

Securitatea Spatiului Cibernetic
(Master)

Universitatea Tehnica din Cluj-Napoca
UTCN

Ingineria Securitatii Cibernetice /
Cybersecurity Engineering (EN)
(CE)

Universitatea din Bucuresti

FMI

Securitate si Logica Aplicata

Universitatea Babes Bolyai — UBB

Facultatea de Matematica si Informatica

Securitate Cibernetica




Programul UTM ,,Securitate

informationald”

Contextul actual

* Program comprehensiv si
bine articulat

* Acopera competentele
esentiale

* Nevoia de aprofundare in
anumite domenii

Zone de aprofundare

* Analiza datelor si detectia
erorilor

 Securitatea si
confidentialitatea datelor
vaste

* Al si securitatea cibernetica
 Securitatea loT
* Blockchain si aplicatiile sale



Tematica propusa

« Analiza datelor si detectia erorilor
» Masurarea fenomenelor si erori de masurare
 Coincidente, corelatii si cauzalitate
» Extragerea informatiei prin tehnici de analiza a

datelor

- Al si securitatea cibernetica
« Provocarile Al pentru securitatea cibernetica
 Atacurile specifice modelelor ML/AI

 Securitatea loT si Blockchain
« Securizarea Internetului Lucrurilor (10T)
 Blockchain si aplicatiile sale



Argumente bazate pe dovezi: analiza datelor in societate

* Coincidente, corelatii si cauzalitate
* Masurarea fenomenelor si erori de masurare

Ag e n d a * Esantionarea si modelarea; erori specifice

 Extragerea informatiei prin tehnici de analiza a datelor

propusd 2

1N St Fulirl « Dimensiunea economica: datele si piata libera, modele de afaceri
* Dimensiunea psihologica si sociologica

Confidentialitatea si securitatea datelor

* Decidenti: Modele de reglementare in EU, SUA si China
* Experti si utilizatori: Strategii de asigurare a confidentialitatii

Al si securitatea cibernetica

* Provocarile Al pentru securitatea cibernetica
* Atacurile specifice modelelor ML / Al

Optional - Teme aprofundate

* Blockchain si aplicatiile sale
* Securizarea Internetului Lucrurilor (loT)



Tendinte si provocari | 10T si dezvoltare
durabila

Dezvoltarea durabila si ingineria

loT si sisteme conectate verde

* Proliferarea dispozitivelor * Presiunea de a crea solutii
conectate sustenabile

* Provocari legate de * Integrarea principiilor de
interoperabilitate si standard durabilitate in proiectare si

- Gestionarea si securizarea productie
retelelor complexe de » Abordarea provocarilor legate

dispozitive de schimbarile climatice
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