
Securitate 
informațională.

Experți și utilizatori

Proiectul învățământului 
superior din Moldova –

DATASEA

Răzvan Rughiniș

razvan.rughinis@upb.ro



Experts and users:
Ethical monitoring, whistleblowing, curation



• Trading data for convenience

• “While users claim to be very 
concerned about their privacy, they 
nevertheless undertake very little to 
protect their personal data. ” (Barth & 
de Jong 2017)

• Cultural normalization of surveillance

Privacy paradox
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Outline

1. Social contracts

• Society and public goods

• Professions

• Corporations

2. The expert role

• Exit, voice, loyalty

• Ethical corporate activity vs. whistleblowing

3. The user & citizen role
• Limiting data flows: filtering, obfuscation
• Digital profile curation
• Monetizing one’s own data
• Curating for self and others
• Collective action



Social contracts

Society and public goods

Professional groups

Corporations
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Society: a structure of public goods

• Public sustenance
• Breathable air

• Drinkable water

• Eatable food

• Public infrastructures
• Roads, railroads, bridges

• Information infrastructures (Internet)

• Public housing

• Togetherness
• Peace

• Justice & social order

• Journalism & public debates

• Social support for disadvantaged people
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A variety of social contracts

• Profession

• Professional ethics

• Professional practices

• The interests of the profession

• Family & “tribes”

• Wellbeing

• Values

• Other groups: associations, 
NGOs
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Contracts with the engineering profession

• Enact professional ethics – eg NSPE (National Society of Professional 
Engineers):
• Hold paramount the safety, health, and welfare of the public.
• Perform services only in areas of their competence.
• Issue public statements only in an objective and truthful 

manner.
• Act for each employer or client as faithful agents or trustees.
• Avoid deceptive acts.
• Conduct themselves honorably, responsibly, ethically, and 

lawfully so as to enhance the honor, reputation, and usefulness 
of the profession.

• Consolidate professional knowledge & practices

• Advance the interests of the profession in society
• Consolidate reputation & prestige
• Make voices heard in politics, public debate
• Increase rewards
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Contracts with 
the corporation

• Who defines the goals of the 
corporation?

• Stakeholders vs. shareholders

• Corporate Social Responsibility (CSR)

• Is CSR ethical?

• Is CSR real, or just a decoy?

• Is CSR necessary?
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What is the 
purpose of a firm 
or corporation?



What are the 
motives of a firm’s 

founders?



Friedman doctrine: 
Shareholder theory

• Milton Friedman (Wiki): “The Social 
Responsibility of Business Is to Increase Its 
Profits.” (NY Times, 1970)

• A firm exclusive responsibility is to its 
shareholders

• A company has no social responsibility to the 
public or society

• Corporate charity is wasting shareholders’ 
money
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Freeman doctrine: 
Stakeholder theory

• R. Edward Freeman (Wiki) (1983)

• A firm responsibility is to its multiple stakeholders

• Shareholders

• Customers

• Employees and trade unions

• Suppliers and financiers

• Society and communities

• Future generations

• Ex.: Who are the stakeholders in higher education?
13



Corporate social 
responsibility (CSR) & 
business ethics

• Strategic corporate action that 
contributes to the social good

• Contributes to branding

• Long term profitability vs. waste of 
shareholders’ money?

• What relation between CSR and 
current business practice?

• Ex.: Big Tobacco, Big Plastic, Big Tech

• Corporate ethics policies & offices

• Social and natural sustainability
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Overspilling “for profit” 
paradigm

• We use the “for profit” & shareholder 
model for many types of groups

• What about the goals of…

• Media organizations

• Schools and Universities

• Hospitals

• NGOs

• Army, Police

• Churches
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Expert for hire

Monitoring and acting in the 
organization and in public

Whistleblowing
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Experts’ available reactions

• Albert O. Hirschman (1970) “Exit, Voice, and 
Loyalty” (Wiki)

• Exit

• Leaving the company (e.g. T. Harris)

• Whistleblowing (e.g. C. Wylie)

• Voice

• Taking actions within one’s organization (e.g. T. Harris)

• Contributing to public debates (e.g. T. Gebru)

• Scientific research

• Mass media & social media

• Loyalty / Indifference 
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Geoffrey Hinton & Dangers of AI

• Hinton quit Google in May 
2023

• After the San Francisco 
start-up OpenAI released a 
new version of ChatGPT in 
March, more than 1,000 
technology leaders and 
researchers signed an open 
letter calling for a six-
month moratorium on AI
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Meta, 2023

• Arturo Béjar, a longtime 
employee, came forward to 
the Wall Street Journal (Oct. 
2023) to accuse Meta of 
knowing, through its own 
research, that its platforms 
were hurting children

• He was engineering director 
on its Protect and Care Team 
(2009 to 2015) & consultant 
on Instagram’s Well-Being 
Team (2019 to 2021)
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Frances Haugen – The Facebook Files, WSJ
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Theranos whistleblowers

• Erika Cheung and Tyler Shultz became 
whistleblowers because their 
concerns were not taken seriously by 
the company. 

• Elizabeth A. Holmes was sentenced 
on in 2022 to 135 months (11 years, 3 
months) in federal prison 

• Ramesh “Sunny” Balwani was 
sentenced in 2022 to 155 months (12 
years, 11 months) in federal prison 
• For fraud that risked patient health by 

misrepresenting the accuracy of 
Theranos blood analysis technology and 
that defrauded Theranos investors of 
millions of dollars.
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Ethics @ Google, 2020

• Timnit Gebru et al., “On the Dangers 
of Stochastic Parrots: Can Language 
Models Be Too Big?” 

• 4 risks of  Large Language Models

• Carbon footprint & financial costs

• Black box models & bias

• High entrance costs for smaller & 
smarter, more focused models

• Illusion of meaning & hallucinations

(Hao 2020, MIT Technology Review)
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Ethics @ Google, 2013

• Tristan Harris’ presentation “A 
Call to Minimize Distraction & 
Respect Users’ Attention” (Feb. 
2013)

• Became design ethicist until 
2016 (Newton 2018)

• Left to co-found Center for 
Humane Technology

• Starring in Netflix’ The Social 
Dilemma
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Whistleblowing

Christopher Wylie & Cambridge Analytica

“At 28, Christopher Wylie agreed to talk, he told 
The Guardian, out of a sense of guilt. 
Four years earlier, Wylie says he came up with the 
idea to pull big data and social media to fuel a form 
of information warfare: an idea that led to the 
creation of Cambridge Analytica. 
Coming forward involved breaking a nondisclosure 
agreement, yet Wylie did it, he explained, because 
he felt morally conflicted.” (Hempel in WIRED, 
March 19, 2018)
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Is whistleblowing a 
new individualistic 
salvation practice?
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Users & 
citizens

Filtering, curation, exit

Monetizing data

Shared & collective action
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User responses

• Deriving value
• Using and/or monetizing one’s own data to 

create value
• Profitable digital footprints

• Exit means…
• Using & developing tools for privacy

• No use of digital products

• No sharing of digital data

• Obfuscation

• Minimal / poor digital footprint

• Filtering means…
• Using & developing tools for privacy

• Critical use of digital products

• Thinner digital footprints

• Curation

• Shaping personal profiles to fit a 
desired image

• Curated digital footprints

• Curating our own footprints - but also 
our significant others’ footprints
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Deriving 
monetary value



Deriving value from our personal data?

• Little progress by now

• Data trusts (Artyushina)

• https://www.trusts-data.eu/

• Solid Project (Tim Berners 
Lee)

• Trusts mediate individuals’ 
data exchange with 
companies and states

• Redistribution of data 
dividends

32







Exit



Exit 2023
• “Delete Facebook”!

• Low digital footprint

36Source, 2023 Source, 2023



Obfuscation

• Confusing trackers

• Track Me Not: random search 
queries

• AdNauseam: random ad clicks

• “Obfuscation is no substitute for 
an organized and energetic 
movement, backed by the force 
of law, to counteract the 
surveillance advertising that 
governs so much of the 
internet.” (McGuigan 2021, MIT 
Technology Review)
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Filtering & 
curation

Strategies

Tools



Strategies: Obfuscation & Minimization

Data obfuscation

• Disguising personal data

• VPN (Virtual Private Network): 
Hides your IP address and encrypts 
your internet connection.

• Tor Browser: Helps anonymize 
your web browsing.

• Fake Information Generators: For 
instances where you need to fill 
out non-essential forms online.

Data minimization

• Sharing the least amount

• Privacy-focused Browsers: Like 
Brave or Firefox Focus, which limit 
data tracking.

• Cookie Management Extensions: 
To control or block cookies that 
track your browsing.



Strategies: Encryption & Privacy settings

Encryption

• Making data unreadable

• End-to-End Encrypted 
Messaging Apps: Like Signal or 
WhatsApp.

• File Encryption Software: Such 
as VeraCrypt for encrypting files 
on your device.

Privacy settings management

• Limiting data sharing

• Built-in Privacy Controls: On 
platforms like Facebook, Google, 
etc.

• Privacy Guides and Checklists: 
Like those provided by the 
Electronic Frontier Foundation 
(EFF).



Strategies: Passwords & Updates

Secure password management

• Strong passwords

• 2-factor authentication

• Password Managers: Like LastPass 
or 1Password, which store and 
generate strong passwords.

• Authenticator Apps: Like Google 
Authenticator or Authy.

• Physical Security Keys: Such as 
YubiKey.

Regular software updates

• Protect against vulnerabilities

• Built-in Update Features: In 
operating systems and 
applications.

• Security Software: That notifies 
about outdated software.



Privacy startups

• Optery – to pierce data 
brokers’ anti-bot systems and 
find out who has your 
information

• Anjuna – for confidential 
computing, to protect data 
even when in use
• Protects against harvesting for 

AI training

• Pindrop – to detect synthetical 
speech, recorded-voice replay 
attacks, morphed voices, & 
audiovisual deepfakes

Source, 2023



Filtering & 
curation tools

1. Trustless transactions

• Encrypted messengers

• TOR browsing

• VPN

2. Privacy monitors

• Ad blockers

• Tracker blockers

• Feed monitors

• App leak monitors

3. Configuring settings



1. Trustless

transaction

solutions

End-to-end encrypted messaging 
apps

TOR browser

VPNs



Encrypted 
messaging 

apps

Signal

WhatsApp

Telegram

Threema

Wickr Me

Viber

Silence



Encrypted 
email



Privacy 
search 

engines

Source, 2023



Privacy 
oriented 
browsers

Source, 

2023



TOR browser





VPNs

Oeck



2. Privacy 2. Privacy 2. Privacy 2. Privacy 
monitorsmonitorsmonitorsmonitors

Ad blockers

Tracker blockers

Feed monitors

App leak monitors



The eternal cookie war

• We can give in to cookie 
demands, or we can 
work through extra 
clicks to minimize 
personal data flows

• There is still an 
asymmetry of effort 
between accepting and 
declining cookies



Cookies: “Refuse all”

• In the EU, the 
GDPR has led to 
the gradual 
appearance of 
“Refuse all” 
buttons



Delete your personal info from Data Brokers

• Companies that use the legal 
framework to demand the erasure 
of our personal data

• How many brokers? 

• Do they prevent Google search 
results?

• What price tiers?

• How focused is the query?

• Examples
• DeleteMe
• Incogni
• Optery
• PrivacyBee

• Reviews 2023



Ad blockers



Tracker 
blockers



Site-securing 
extensions

Source



3. App settings3. App settings3. App settings3. App settings

• Privacy configurations

o App access

o Face recognition

• Ad preferences: self-profiling

• Requesting and inspecting one’s 

data











Curate 
others’ 

extended 
selves



Join forces / 
Keep in 
touch

EFF

Source



Join forces / 
Keep in 
touch

Privacy Intl.

Source



Take away

1. Corporations are ethical actors

• Stakeholders vs. shareholders

• Corporate social responsibility vs. ethical corporate action

2. The expert role

• Exit, voice, loyalty

• Ethical corporate activity vs. whistleblowing

3. The user & citizen role
• Limiting data flows: filtering, obfuscation

• Digital profile curation

• Monetizing one’s own data

• Curating for self and others

• Collective action


