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Privacy paradox

* Trading data for convenience

* “While users claim to be very
concerned about their privacy, they
nevertheless undertake very little to
protect their personal data. ” (Barth &
de Jong 2017)

e Cultural normalization of surveillance




Outline

1. Social contracts
* Society and public goods
* Professions
* Corporations

2. The expert role
 Exit, voice, loyalty
* Ethical corporate activity vs. whistleblowing

3. The user & citizen role
* Limiting data flows: filtering, obfuscation
Digital profile curation
* Monetizing one’s own data
Curating for self and others
Collective action



Social contracts

Society and public goods
Professional groups

Corporations



Society: a structure of public goods

* Public sustenance
* Breathable air
* Drinkable water
* Eatable food

 Public infrastructures
* Roads, railroads, bridges
* Information infrastructures (Internet)
* Public housing

» Togetherness
* Peace
* Justice & social order
* Journalism & public debates
* Social support for disadvantaged people




A variety of social contracts

Profession

* Profession
* Professional ethics
* Professional practices
* The interests of the profession

* Family & “tribes” Family SOCI ety Firm

* Wellbeing
* Values

e Other groups: associations,
NGOs Other

groups



Contracts with the engineering profession

* Enact professional ethics — eg NSPE (National Society of Professional -
Engineers): T
* Hold paramount the safety, health, and welfare of the public.
* Perform services only in areas of their competence.

* Issue public statements only in an objective and truthful
manner.

e Act for each employer or client as faithful agents or trustees.
* Avoid deceptive acts.

¢ Conduct themselves honorably, responsibly, ethically, and
lawfully so as to enhance the honor, reputation, and usefulness
of the profession.

* Consolidate professional knowledge & practices

* Advance the interests of the profession in society
* Consolidate reputation & prestige
* Make voices heard in politics, public debate
* Increase rewards



Contracts with
the corporation

* Who defines the goals of the
corporation?

e Stakeholders vs. shareholders

» Corporate Social Responsibility (CSR)
* Is CSR ethical?
* Is CSR real, or just a decoy?
* Is CSR necessary?




What is the
purpose of a firm
or corporation?

10



What are the
motives of a firm’s
founders?

11



Friedman doctrine:
Shareholder theory

* Milton Friedman (Wiki): “The Social
Responsibility of Business Is to Increase Its
Profits.” (NY Times, 1970)

» A firm exclusive responsibility is to its
shareholders

* A company has no social responsibility to the
public or society

e Corporate charity is wasting shareholders’
money




Freeman doctrine:
Stakeholder theory

* R. Edward Freeman (Wiki) (1983)

* A firm responsibility is to its multiple stakeholders
e Shareholders
* Customers
* Employees and trade unions
* Suppliers and financiers
* Society and communities
* Future generations

e Ex.: Who are the stakeholders in higher education?

13



Corporate social
responsibility (CSR) &
business ethics

 Strategic corporate action that
contributes to the social good

e Contributes to branding

* Long term profitability vs. waste of
shareholders’ money?

* What relation between CSR and
current business practice?

* Ex.: Big Tobacco, Big Plastic, Big Tech

» Corporate ethics policies & offices
 Social and natural sustainability




Overspilling “for profit”
paradigm

* We use the “for profit” & shareholder
model for many types of groups

* What about the goals of...
* Media organizations
* Schools and Universities
* Hospitals
* NGOs
* Army, Police
e Churches

15




Expert for hire

Monitoring and acting in the
organization and in public

Whistleblowing




Experts’ available reactions

e Albert O. Hirschman (1970) “Exit, Voice, and
Loyalty” (Wiki)
* Exit
* Leaving the company (e.g. T. Harris)
* Whistleblowing (e.g. C. Wylie)

* Voice
* Taking actions within one’s organization (e.g. T. Harris)

* Contributing to public debates (e.g. T. Gebru)

* Scientific research
e Mass media & social media

* Loyalty / Indifference
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Geoffrey Hinton & Dangers of Al

* Hinton qU|t Google in May a0 A i
2023 Bl = =

» After the San Francisco
start-up OpenAl released a
new version of ChatGPT in
March, more than 1,000
technology leaders and

researchers signed an open N PN =l
letter calling for a six- r ' - v

. DAMGERS OF A.l
month moratorium on Al “GODFATHER OF AL” QUITS GOOGLE T0 WARN ABOUT LOOMNG DANGERS

Geoffrey Hinto

THE LEAD

Source: CNN, 2023 e




‘il!: EXPLABERS =  OADSSWORD  VIDED  PODGASTS  POLITIOS . POAIOY  CALTURE  MDAE = o,
Meta, 2023

The new Meta whistleblower adds to an

,. . uneven year for online safety laws
* Arturo Béjar, a longtime i i i s e I i i (0 S I o

employee, came forward to
the Wall Street Journal (Oct.
2023) to accuse Meta of
knowing, through its own
research, that its platforms
were hurting children

* He was engineering director
on its Protect and Care Team
(2009 to 2015) & consultant
on Instagram’s Well-Being
Team (2019 to 2021) Source, 2023 §




Frances Haugen — The Faceboo_k Flles WSJ

Frances Haugen wsj.comy/articles/the-facebook-file

b a3 Frances Haugen . —

ikn (EAABA ) i THE WALL STREET JOURNAL
American data — - i

engineer and
scientist, product

Inc. knows, in acute detail, that its
platforms are riddled with flaws that cause
harm, often in ways only the company fully
understands. That is the central finding of a

manager, and
whistleblower. She
disclosed tens of
thousands of
Facebook's internal
documents to the

Wall Street Journal series, based on a review of
internal Facebook documents, including
Wall Street Joumal in Haugen in 2021 research reports, online employee discussions

Securities and
Exchange

Commission and The

021, Born lowa City, lowa, U.S.

Education Olin College {BS)
Harvard University (MBA)

and drafts of presentations to senior

Occupation Dala engineer, product manager

Website franceshaugen.com &

20
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THE WALL STREET JOURNAL.
Reveal a Secret Elite That's Exempt
By Jeff Horwitz

has said Facebook allows its users to speak on equal footing
with the elites of politics, culture and journalism, and that its standards apply
to everyone. In private, the company has built a system that has exempted
high-profile users from some or all of its rules. The program, known as “cross

check” or “XCheck,” was intended as a quality-control measure for high-profile
accounts. Today, it shields millions of VIPs from the company’s normal
enforcement, the documents show. Many abuse the privilege, posting material
including harassment and incitement to violence that would typically lead to
sanctions. Facebook says criticism of the program is fair, that it was designed
for a good purpose and that the company is working to fix it. (Listen to a related

y
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THE WALL STREET JOURNAL.

Facebook Knows Instagram Is Toxic for Many Teen Girls,
Company Documents Show

By Georgia Wells, Jeff Horwitz and Deepa Seetharaman

Researchers inside Instagram, which is owned by Facebook, have been
studying for years how its photo-sharing app affects millions of young users.
Repeatedly, the company found that Instagram is harmful for a sizable
percentage of them, most notably teenage girls, more so than other social-
media platforms. In public, Facebook has consistently played down the app’s
negative effects, including in comments to Congress, and hasn’t made its
research public or available to academics or lawmakers who have asked for it.
In response, Facebook says the negative effects aren’t widespread, that the
mental-health research is valuable and that some of the harmful aspects aren’t
easy to address. (Listen to a related )

22



THE WALL STREET JOURNALL

Facebook Tried to Make Its Platform a Healthier Place. It
Got Angrier Instead.

By Keach Hagey and Jeff Honwitz

Facebook made a heralded change to its algorithm in 2018 designed to improve
its platform—and arrest signs of declining user engagement. Mr. Zuckerberg
declared his aim was to strengthen bonds between users and improve their
well-being by fostering interactions between friends and family. Within the
company, the documents show, staffers warned the change was having the
opposite effect. It was making Facebook, and those who used it, angrier. Mr.
Zuckerberg resisted some fixes proposed by his team, the documents show,
because he worried they would lead people to interact with Facebook less.
Facebook, in response, says any algorithm can promote objectionable or
harmful content and that the company is doing its best to mitigate the
problem. (Listen to a related )

23



Theranos whistleblowers

* Erika Cheung and Tyler Shultz became
whistleblowers because their
concerns were not taken seriously by
the company.

* Elizabeth A. Holmes was sentenced
onin 2022 to 135 months (11 years, 3
months) in federal prison

e Ramesh “Sunny” Balwani was
sentenced in 2022 to 155 months (12
years, 11 months) in federal prison

* For fraud that risked patient health by
misrepresenting the accuracy of
Theranos blood analysis technology and
that defrauded Theranos investors of
millions of dollars. Source Image source
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Ethics @ Google, 2020

* Timnit Gebru et al., “On the Dangers

) L] Mare images
of Stochastic Parrots: Can Language Tirani Gk <
Models Be Too Big?”

* 4 risks of Large Language Models ©  aisisnlord sduigebn
e Carbon footprint & financial costs e L
* Black box models & bias il SRR
* High entrance costs for smaller & Al, 3 community of black researchers working in
smarter, more focused models B S, S

* lllusion of meaning & hallucinations Nationality: Ethiopian
(Hao 2020, MIT Technology Review) il Wanat: Fairess

Education; Stanford Linivarsty

Barfn: Ethiopia

Academic advisor: Fa=Fal Li
25



Ethics @ Google, 2013

* Tristan Harris’ presentation “A
Call to Minimize Distraction &
Respect Users’ Attention” (Feb.
2013)

* Became design ethicist until
2016 (Newton 2018)

e Left to co-found Center for
Humane Technology

e Starring in Netflix” The Social
Dilemma

Successful products compete By exploiting
these vulnerabilities, so they can't remove them

without saerficing their success and growth

26



Whistleblowing

Christopher Wylie & Cambridge Analytica

“At 28, Christopher Wylie agreed to talk, he told
The Guardian, out of a sense of guilt.

Four years earlier, Wylie says he came up with the
idea to pull big data and social media to fuel a form
of information warfare: an idea that led to the
creation of Cambridge Analytica.

Coming forward involved breaking a nondisclosure
agreement, yet Wylie did it, he explained, because
he felt morally conflicted.” (Hempel in WIRED,
March 19, 2018)

Source
— 27



m I mEm BACKCHANNEL BUSINESS CULTURE GEAR IDEAS MORE v MY ACCOUNT v

. . IDEAS 18.18.2821 BB:88 AM
Is whistleblowing a

new individualistic The Facebook Whistleblower Won't
salvation practice? Change Anything

Whistleblowing has turned into a secular form of confession that keeps the
limelight on one person instead of the movements already doing the work.

f v @

MIEEE PACHCEANNEL BESINESS TULTURE GBEAR TODEAE MWORE v HY ACCOURT »~
TRUTH BE TOLD, predicting the future isn't my strong suit
(and I have a trophy to prove it)—but here’s one prediction

. I make with full confidence: The latest Facebook
4 ;'f revelations, courtesy of whistleblower Frances Haugen,

will have zero impact on regulation. No new laws, no new
regulations, no new challenges worth a damn. And the
issue isn't Haugen's testimony or proposals (not that there
aren’t issues with both), nor the inanity of some of the

questions she got in return (ditto). Rather, the issue is with
the expectations we place on whistleblowing. The idea we
have of what whistleblowing can achieve.

Source



Users &
citizens

Filtering, curation, exit
Monetizing data

Shared & collective action

29



User responses

* Deriving value

* Using and/or monetizing one’s own data to
create value

* Profitable digital footprints

e Exit means...

* Using & developing tools for privacy
* No use of digital products
* No sharing of digital data
* Obfuscation

* Minimal / poor digital footprint

* Filtering means...

* Using & developing tools for privacy
* Critical use of digital products
* Thinner digital footprints

BENE EF_E"EE5 [ A7
OaNEEEIENE 9 LB E aaekl
FTEHS G&NEARSN T |
EEE AT E O EIEmEan e
HRERES . P aa 7 1EA
as bl TR L, A BRI D
B A LS

BEAZIR

e Curation

* Shaping personal profiles to fit a
desired image

e Curated digital footprints

* Curating our own footprints - but also
our significant others’ footprints

30



Deriving
monetary value

y




Deriving value from our personal data?

* Little progress by now
 Data trusts (Artyushina)

e https://www.trusts-data.eu/

 Solid Project (Tim Berners
Lee)

e Trusts mediate individuals’
data exchange with
companies and states

* Redistribution of data
dividends

32



@ trusts-data.eu

o ) |

The project

The Horizon 2020 project TRUSTS - Trusted
Secure Data Sharing Space aims to develop a da
sharing platform for secure, trustworthy, and

GDPR-compliant data exchanges.

Based on the experience of two large national
data market projects, TRUSTS will allow the
integration and adoption of future platforms in

different jurisdictions.



& solidprojectorg
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Store anything

Any kind of data can be stored in a Solid pod, including
regular files that you might store in a Google Drive or
Dropbosx folder, but it is the ability to store Linked Data that
makes Solid special.,

All of your data, under your control

Solid lets people stare their data securely in decentralized
data stores called Pods. Pods are like secure personal web
servers for data. All data in a pod is accessible via the Solid
Protocol. When data Is stored in someone's pod, they
control who and what can access it

Solid Is led by the inventor of the Web, Sir Tim Berners-Lee,
to help realise his vision for its future,

@
@,,,

'Ir







e “Delete Facebook”!

EXIt 2023 * Low digital footprint

my screen time has fallen, my mood is

up - even my resting heart rate is lower PLUGGED IN, LEFT OUT,
||- :'-'In-' !I. |II ||. .i .:.ll --lf II II'IF:ITIl I ] II -L'l & - L]
| They left social media for good. Are they
A snap decision tostep away has become a I] ‘:I[]']iE[‘?
litestyle shitt for Mhilippa Moore. Thougzh
keeping up with friends can be tricky. she has no While experts try to understand social media's mental health impact, some
"'“!”_" _ users are running their own experiments.

F w ey

@ By Tatum Hunter

April 11, 2023 at 6:00 a.m. EDT

Source, 2023 Source, 2023 36



Obfuscation

e Confusing trackers

* Track Me Not: random search
queries

e AdNauseam: random ad clicks

* “Obfuscation is no substitute for
an organized and energetic
movement, backed by the force
of law, to counteract the
surveillance advertising that
governs so much of the
internet.” (McGuigan 2021, MIT
Technology Review)

FECDMMERDED BY FUEFDY

AONAUSEAM

“5
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Filtering &
curation

Strategies
Tools

y




Strategies: Obfuscation & Minimization

Data obfuscation Data minimization

* Disguising personal data e Sharing the least amount

* VPN (Virtual Private Network): * Privacy-focused Browsers: Like
Hides your IP address and encrypts Brave or Firefox Focus, which limit
your internet connection. data tracking.

* Tor Browser: Helps anonymize * Cookie Management Extensions:
your web browsing. To control or block cookies that

* Fake Information Generators: For track your browsing.

instances where you need to fill
out non-essential forms online.



Strategies: Encryption & Privacy settings

Encryption
* Making data unreadable

* End-to-End Encrypted
Messaging Apps: Like Signal or
WhatsApp.

* File Encryption Software: Such

as VeraCrypt for encrypting files
on your device.

Privacy settings management
* Limiting data sharing

* Built-in Privacy Controls: On
platforms like Facebook, Google,
etc.

* Privacy Guides and Checklists:
Like those provided by the
Electronic Frontier Foundation
(EFF).



Strategies: Passwords & Updates

Secure password management Regular software updates
* Strong passwords * Protect against vulnerabilities
 2-factor authentication  Built-in Update Features: In

operating systems and

* Password Managers: Like LastPass A
applications.

or 1Password, which store and
generate strong passwords.  Security Software: That notifies

* Authenticator Apps: Like Google about outdated software.
Authenticator or Authy.

* Physical Security Keys: Such as
YubiKey.



Privacy startups

* Optery — to pierce data
brokers’ anti-bot systems and
find out who has your
information

* Anjuna — for confidential
computing, to protect data
even when in use

* Protects against harvesting for
Al training

* Pindrop — to detect synthetical
speech, recorded-voice replay
attacks, morphed voices, &
audiovisual deepfakes

SUBSCRIBE

FSTOMPANY
1-28-23

The 3 next big technologies in
security and privacy for 2023

Thanks in part to a booming cybersecurity industry, the
cyberdefenses are quickly growing more sophisticated and
eqsier-to-use.
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Source, 2023



Filtering &
curation tools

1. Trustless transactions
* Encrypted messengers
* TOR browsing
* VPN

2. Privacy monitors
* Ad blockers
* Tracker blockers
* Feed monitors
* App leak monitors

3. Configuring settings



=—| End-to-end encrypted messaging
0 apps

transaction T&r

solutions

1. Trustless

TOR browser

VPN

| VPNs




Encrypted

messaging
apps

,,. Signal
Y WhatsApp

e Telegram
E Threema

Wickr Me
@ Viber
n Silence



B Google Play spon  Bscke i
Proton Mail: Encrypted Email

Encrypted

email

ADD sUpport

More by Proton AG #

v

Pectdn WPH: Pitidla Sasir

Lockan Pase Parswnid Mangger
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]fsﬁml S5COWS

Free music without ads
at SWisScows

metaker.

+ Itad MelxGed

sed rx

Privacy

search
engines

Startpage

Take back your online privacy
by making Startpage your
default search angine.

Add to Chrome

Source, 2023



I o . Brave

== Best browser for privacy overall

Mozilla Firefox
Most secure browser for tracking protection

Privacy
oriented The Tor browser
browsers Best for anonymous browsing
.
DuckDuckGo
WH;““ Best mobile browser for privacy and searches

Mullvad Browser

Best for use with a VPN Source,
2023




BLOCK TRACKERS
Tor Browsaer isolates each website you visit sothird-party trackers

and ads can't falbow yow, Any coakies automatically clear when

you'ne dane brawsing. 5o will your browsing history,

DEFEMD &GAINEST SURVEILLANCE
Tor Browser prevents someons watching your connection fram

knewing what websites you wisit. All anyorse menitoring yeur

brossing habits can see is that you're using Tor,

RESIST FINGERPRINTIMG

TO R b Tor Browser aims 1o make all users look the same, making it
rowse r dilficult for you to be lingerprinted based an your browser and

device informatian,

MULTI-LAYERED EMCRYPTION
veur bralic is relayed and encrypled three bimes as it passes auer
thee Tor netvork. The neteork s comprsed of thousands of

voluntesr-nan servers known as Tor relays.

BROWSE FREE

WAk Tar Broweser, you are {reae to access wres your home nebwaork
iy P Dot b




(EJ Tor node

Ef) How Tor Works: 2 P

Alice

| -0 = =

Step 2: Alice's Tor client
picks a random path to
destination server. Green -
links are encrypted, red — —
links are in the clear. o b

Dave

Tor node

o« e unencrypled link
——p oncrypted link

I + [T
= — Bob

E) How Tor Works: 3

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a sl [ il '

second random path. & 3 =
Again, green links are /\_/ :
encrypted, red links are in H

the clear. - ’
= ;
Dave =L’ N — — '

-« e Unencrypted link
=i oncrypted link




e U PBA 2 Guard W ProtonVPN

EX pl’@SSV PN privateinternetaccess™ L

1 I Perfect v Privacy
m windscribe

MULLVAD VPN

© Speedify 0 Cyber Ghost » FASTEST LD m



Ad blockers

Tracker blockers

2. Privacy

monitors
Feed monitors

App leak monitors




The eternal cookie war

* We can give in to cookie
demands, or we can
work through extra
clicks to minimize
personal data flows

* There is still an
asymmetry of effort
between accepting and
declining cookies

We Care About Your Privacy

We and our 143 partners store and/or access information on a device, such as unique IDs in cookies to process
personal data. You may accept or manage your choices by clicking below or at any time in the privacy policy page.
These choices will be signaled to our partners and will not affect browsing data. More Information

We and our partners process data to provide:

Use precise geolocation data. Actively scan device characteristics for identification. Store and/or access information
on a device. Personalised advertising and content, advertising and content measurement, audience research and
services development.

List nf Partness (vendars)




|II

Cookies: “Refuse al

* In the EU, the
GDPR has led to
the gradual
appearance of
“Refuse all”
buttons

LE FIGARO
Make a choice for your data

We and gor 20 parlners wee caokies ar squivalent lechnalegy 1o slore and/ar
actass inlormation om peur device. Other partnars use this parsanal
Infosmation to present personalized advertising and content ko you; to
measure advertising and contast perlemance and laam more aboul e
audience; and to develop and improve thelr products. In order for some of
these purpoyes o work, parbnery uze woor secusate lncation data

To issim more, preess el Sur ool ulcs

an changs your prefsrans o mioany ine by elicking or bbs *Leoks Ssitings” lineik
EabipE o 2hik et




Delete your personal info from Data Brokers

¢ Companles that use the Iegal Inc.gni Pricing Aboutus Databrokers  Blog
framework to demand the erasure
of our personal data

* How many brokers?

* Do theg prevent Google search
results:

* What price tiers?
* How focused is the query?

How it works

* Examples
* DeleteMe . . _
* Incogni Seivia ,
* Optery [ — ]
* PrivacyBee : | watch us worl

* Reviews 2023



T e

@ uBlock Origin

@ Featured 4.7 % (27.5K ratings)

Extension Privacy & Security 34,000,000 users

tings Filter lists My filters My rules Trusted sites Support About

Ad blockers

Hide placeholders of blocked elements
Show the number of blocked requests on the icon

Make use of context menu where appropriate

lCes@m @

Enable cloud storage support i)

Privacy

Disable pre-fetching (to prevent any cannection for blocked network requests) @

Disable hyperlink auditing

O Block CSP reports ©

Appearance

Theme | Auto v;
D Custom accant color _ -
O Color-blind friend|

|:| Disable tocltips

'



E f ) A PROJECT OF THE ELECTRONIC FRONTIER FOUNDATION

Tracker
blockers

If you click on
my icon you
can see the
list of poten-
tial trackers
on the current
tab.

000 -00000000COCPO00O0




Site-securing

extensions

ELECTRONIC
FRONTIER
FOUNDATION

HTTPS EVERYWHERE
FAQ
SET UP HTTPS BY

DEFAULT IN YOUR
BROWSER

HOW TO DEPLOY HTTPS
CORRECTLY

About Issues Our Work Take Action Tools Donate

HTTPS://

EVERYWHERE

HTTPS Everywhere

You no longer need HTTPS Everywhere to set HTTPS by default! Major browsers

now offer native support for an HTTPS only mode. Learn how to turn it on.

HTTPS Everywhere is a Firefox, Chrome, Edge and Opera extension that encrypts
your communications with many major websites, making your browsing more

secure, Encrypt the web: Install HTTPS Everywhere today.

Q

Source



3. App settings

Privacy configurations

o App access

o Face recognition

Ad preferences: self-profiling
Requesting and inspecting one’s
data




Explore guides
ida"" W " oW,

Eaggn
AL

Sofety

Generative &l

Protecting yourself and your Generative Al at Meta

information

Get Started Get Started

—_— L]
.
L]

O

I

Security

Keeping your information secure
protects your privacy

Sharing

Control who can see what you share
on Meta

Get Started Get Started

Location

Learn about your location privacy

Ads

You have options to manage the ads
yvou see on Facebook

Get Started Get Started

Z 4

Learn how we use your information

Teen privacy explalned

Get Started Get Started

= o P
Y

. H""'@—
- FY =\_ -
Collection

What we collect, and what you can
do

Download your information at any
time

Gat Started Gat Started

00 Meta

Activity

Ewerything you need to know about
your activity

Privacy Centre

Get Started



Airbnb

Logged in with Facebook
Added on 24 Feb 2015 * Active

Info you're sh:ring with Airbrb

Mame and profile picture

This is part of your public profile and can be accessed at ary time

Ernail address

Date of birth

‘Yur birthday

Page likes

Fonir likes

Current town/city

¥our location

Friends list

The names of your Iriends whoe aso use and have shared their Iriends lists with Aicbnb

Hoame town
Romianes

& Friends

Raguired

Remove

Remaove

Remave

Remave



Greatest Movie Quiz
Added on 25 Jul 2014 = Active

Academia.edu
Added on 31 Aug 2019 * Expired

Pinterest
Added on 7 Jan 2014 * Expired

Alibaba.com

Added on 19 May 2021 * Expired

Wix
Added on 10 Jun 2015 * Expired

Rapyd Community Login
Added on 26 Jul 2022 * Expired

View and edit

View and edit

View and edit

View and edit

View and edit

View and edit

Remove

Remove

Remove

Remove

Remove

Remove



« Profile information

X

Some advertisers try to reach certain people by using information that they've

provided on their profiles.

Decide what information on your profile can be used by advertisers to reach

you.

Relationship status

Unspecified

Employer

Universitatea din Bucuresti

Job title

Professor
|

Back

@

o

o

Next

Ad settings

Information used to show you ads

@ Basic demographic information

Your age, gender and location

Information not used to show you ads

To update each setting for this information, you can change your ad
experience,

X

X

Ad activity on Meta
Ways that you engage with ads, such as clicking on or liking ads

Ad topics
What you prefer your ads to be about

Activity information from ad partners

For example, your purchases from shopping online and in your
favourite shops

Categories used to reach you

Other categories that advertisers use to reach you, such as your
employer or job title

Audience-based advertising
Advertisers using your activity or information
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Join forces /
Keep in

touch
EFF

EI_EI:TRH“IE About Issues Our Work Take Action Tools Donate Q
FOUNDATION

The leading nonprofit defending digital privacy, free
speech, and innovation.

1

FEATURED UPDATE

Low Budget Should Not
Mean High Risk: Kids'
Tablet Came Preloaded
with Sketchyware

FEATURED UPDATE

To Best Serve Students, Schools EFF

Shouldn’t Try to Block Generative Al, or AT
Use Faulty Al Detection Tools PR

Generative Al gained widespread attention earlier this vear, but one group has had to
FEATURED UPDATE
reckon with it more quickly than most: educators. Teachers and school administrators EFF to Supreme Court:

have struggled with two big questions: should the use of generative Al be banned? And Fifth Amendment

should a school implement new tools to detect when students have used generative AT? Protects People from
Being Forced to Enter or
Hand Over Cell Phone
Passcodes to the Police

EFF believes the answer to both of these questions is no.

Source
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Privacy Intl.

In June 2023, Pl conducted a survey of UK MPs through YouGov,
which highlighted their startling lack of knowledge of the use of
facial recognition technology (FRT) in their own constituencies,

inspiring our new campaign about The End of Privacy in Public'.

Source



Take away

1. Corporations are ethical actors
 Stakeholders vs. shareholders
» Corporate social responsibility vs. ethical corporate action

2. The expert role
* Exit, voice, loyalty
* Ethical corporate activity vs. whistleblowing

3. The user & citizen role

Limiting data flows: filtering, obfuscation
Digital profile curation

Monetizing one’s own data

Curating for self and others

Collective action
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