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The challenges
Surveillance

Platformization

Degradation of autonomy
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Who has power 
over the Internet?

• Surveillance capitalism powered by Big 
Data

• Transition from a democratic internet 
to a surveillance internet

• Platform capitalism with strong 
asymmetries of information and power

• Loss of autonomy for individuals and 
SMEs

• Distortions of free markets and free 
communication
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Unseen online surveillance
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Data capitalism

(Invisible) surveillance

• Personal data is extracted at scale 
without meaningful consent

• Digital profiling used for targeting 
by

• BigTech relying on AdTech models

• Data brokers: Acxiom, Epsilon Data 
Management, Oracle America Inc., 
Equifax Information Services, 
Experian, and CoreLogic

• Addiction, filter bubble, 
polarization, amplification of hate

Platformization

• Tech Giants disempower competition
• Google, Apple, Meta/Facebook, 

Amazon, Microsoft (GAMAM)

• Extraction of monopoly-type rents

• Discouragement of innovation 
through buyoffs

• Digital feudalism

• Amplification of (dis)advantage 
through ML/AI products

• Power goes to the biggest players
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Big Tech vs Big 
Oil

• Industrial Revolution: hacking and exploiting nature

• AI/ML Revolution: hacking and exploiting ourselves 

(Source)
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High profile scandals

• Cambridge Analytica & election manipulation (2018) [Wiki]

• The role of Facebook in the Rohingya genocide in 
Myanmar (2018) [Wiki]

• The Facebook Files @ Frances Haugen and the WSJ (2021) 
[Wiki]

• Amazon’s abuses against workers, businesses, and 
consumers [Source]

• Uber’s massive investment in California’s Proposition 22 
against workers’ rights [Source]

• Uber business model of dumping-to-unregulated-
monopoly [Source] 

• Clearview AI scraping 10 billion images without consent 
[Source]
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OpenAI - Timeline
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Bidens’ AI Executive Order

• Developers of the most powerful AI systems 
share their safety test results and other 
critical information with the U.S. government

• Develop federal tools for AI safety & security

• Protect against the risks of AI-generated 
dangerous biological materials

• Establish tests for detecting AI-generated 
content and authenticating official content

• Strengthen privacy-preserving technologies

• Evaluate how federal agencies collect and 
use commercially available data

• Address algorithmic discrimination
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OpenAI - History

• 2015: Started as non-profit

• 2019: From non-profit to "capped" for-
profit, with the profit being capped at 100 
times any investment

• 2019: Microsoft invests $ 1 billion in 
OpenAI

• Microsoft’s cumulative investment in 
OpenAI has reportedly swelled to $13 
billion

• 2023: Shift 
• November 17, 2023:  Sam Altman was 

removed as CEO 
• Greg Brockman resigned from presidency
• November 21, 2023: Altman and Brockman 

returned in their prior roles + a reconstructed 
board
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TikTok
• China does not allow US 

companies to operate 
social networks

• The Chinese state has 
access to TikTok data

• How to regulate data 
collection by companies?
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Cat and mouse
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Source Source

Sept. 2022: Google loses appeal over EU 2018 antitrust ruling, 

but fine cut to $4.12 billion

June 2023: Launch of 4th EU antitrust investigation into Google’s 

ad business



4th EU Antitrust Case against 
Google

• Launched in June 2023

• Google may need to sell off part of its 
advertising business 

• To prevent it from abusing its dominant 
position in the market and shutting out 
competitors

17

Sources: NYTimes, Politico 2023 



18

Source, as of Sept. 2023



Corporate 
Resistance

• Currently (Sept. 2023) 
Google still fights the EU 
2017 antitrust fine 

• High costs for public 
authorities, with limited 
budgets and staff
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The invention of 
ethical AI
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What to do to escape the Tom & Jerry race? 

• Regulation: defining the rules of the game

• GDPR
• Right to personal data protection

• Obligation of meaningful consent

• Weak link: enforcement
• Ireland is a tax heaven

• But: individuals can sue

• The DSA and DMA
• Meaningful consent and choice for users, against 

services and platforms

• Enforcement at EU level

• The DGA – Data Governance Act

• The AI Act
22



European Digital Single Market :

• End of roaming charges (2017); Renewed in 2022; 

• ePrivacy Directive (Cookie Law): metadata, cookies, 
spam: 2002 & 2009

• End of unjustified geoblocking (2018)

• Portability of online subscriptions ( 2018)

• GDPR - since May 25th 2018

• PSD2 – Revised directive on payment services (2019)

• The Digital Services Act – in force, will apply starting with  
2024 

• The Digital Markets Act – in force, will apply starting with  
2024 

• The Data Governance Act – applied since Sept. 2023

• The AI Act – proposed EC regulation, under negotiation



GDPR
General Data Protection Regulation

Since May, 2018
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GDPR aims

• Enhancing consumer trust in the 
European Digital Single Market 

• Enhancing consumers’ control 
over their personal data use

• Preventing algorithmic targeting 
and discrimination

• Ensuring right to human 
overview of AI decisions

• Ensuring data protection by 
design & by default
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Privacy activism: noyb.eu 

• “My privacy is None Of Your Business”

• Advertising IDs: our activities are tracked by means 
of built-in unique identifiers

• Cookie banners: Is there meaningful consent?

• Credit scoring: do you have rights to understand and 
appeal inaccurate scores?

• Data portability: can you transmit your data to 
another operator?

• Dating apps: is our sensitive data protected?

27



GDPR: Data subjects’ rights
• Users have:

• the right to access data held about them (a copy of the data must be 
provided to them free of charge, typically within a month of a request); 

• the right to request rectification of incomplete or inaccurate personal data; 

• the right to have their data deleted (the right to be forgotten)

• the right to restrict processing; 

• the right to data portability (where relevant, a data subject’s personal data 
must be provided free of charge and in a structured, commonly used and 
machine readable form).

• The right to know when our data has been hacked
• Duty to report any personal data breaches within 72 hours of awareness

• The right to withdraw consent for data processing, at any time

• The right to human review of AI decisions
28
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USA – Federal Trade 
Commision Fines

• Largest FTC privacy-related 
fine against Facebook for 
Cambridge Analytica (July 
2019): $ 5 billion

• FTC privacy fine against 
Google & YouTube: $ 170 
million
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Other trials: GDPR vs Google and the Privacy Shield

• Dec. 2021: The use of Google Analytics 
on NetDoktor violates GDPR (Austrian 
Data Regulator) (Wired)

• Dec. 2021: European Parliament’s 
Covid-19 testing website breached 
GDPR by using cookies from Google 
Analytics and Stripe (European Data 
Protection Regulator) (Wired)

• July 2020: Privacy Shield, use to transfer 
data from EU to US, is invalid (European 
Court of Justice) (Wired)

• Data are not protected from access by 
US intelligence agencies
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DSA & DMA
Digital Services Act

Digital Markets Act

In force since Nov. 2022, to be applied starting 2024
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Types of 
digital 

services
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DSA & DMA targets

Digital Services Act

• Applies to digital services, 
mostly intermediaries

• Online marketplaces, social 
networks, content-sharing 
platforms, app stores, and online 
travel and accommodation 
platforms

• All providers that offer services in 
the EU

Digital Markets Act

• Applies to very large online 
platforms - gatekeepers

• Digital platforms with a systemic 
role in the internal market 

• Function as bottlenecks between 
businesses and consumers for 
important digital services

• All platforms that offer services in 
the EU
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Who are the 
gatekeepers 
in Europe?

Source, 2023

Who are the gatekeepers?
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Gatekeeper platforms…

Will have to:

• Allow some third-party 
interoperability

• Allow business users to access the 
data they generate

• Permit business users to 
independently verify ad 
effectiveness

• Allow business users to promote 
products and conclude contracts 
outside the gatekeeper platform

May no longer:

• Discriminate ranking in favor of 
its own services and products

• Prevent consumers from linking 
outside the platform

• Prevent users from uninstalling 
pre-installed software

• Track users outside the 
platforms without effective 
consent
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Challenge: Enforcement

• GDPR: selective enforcement, 
uneven national approaches

• DSA & DMA:
• Creating a new a European Centre 

for Algorithmic Transparency

• EC collaboration with civil society 
& NGOs specialized on tech &  
human rights

• Tech companies will develop 
human rights impact assessments 
(HRIAs)
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Sanctions

• GDPR-style fines of up to 6% of the 
worldwide annual income or turnover

• The size of the fine will be linked to the 
severity of the breach, as well as the 
duration and frequency of the violation. 

• The Member States or the Commission 
may impose fines of up to 1% of annual 
income or turnover

• For providing incorrect, incomplete, or 
misleading information.
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Data Governance ActData Governance Act

The EU will boost the development of trustworthy data-sharing 
systems

Enable evidence-driven policies

Applicable since September 2023

The EU will boost the development of trustworthy data-sharing 
systems

Enable evidence-driven policies

Applicable since September 2023
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Trustworthy Data-Sharing Systems

1.Facilitate the reuse of certain public sector data (e.g. Health) that 
cannot be made available as open data

2.Ensure that data intermediaries will function as trustworthy 
organisers of data sharing or pooling

3. Make it easier for citizens and businesses to make their data 
available for the benefit of society

4. Facilitate data sharing, in particular to make it possible for data to be 
used across sectors and borders, and to enable the right data to be 
found for the right purpose.
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1+Million Genomes

• Establishing a European federated, 
sustainable and secure data 
infrastructure to access genomic 
and related health data across 
Europe

• Developed by the EU-
funded Beyond 1 Million Genomes 
(B1MG) project

Source 45



AI Act
Still negotiated 
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The AI Act – Challenges:

• Proliferation of AI decisions

• Risks of foundational models

• AI/ML errors
• Low transparency & explainabililty

• Algorithmic discrimination
• Prison sentencing

• Housing

• Health care priorities

• Credit scoring

• Grading

• Job recruitment

Source 47



The AI Act – Approach:

• Prohibiting algorithmic scoring of  human 
trustworthiness

• Extra checks for “high-risk AI” products
• What counts as high-risk?
• Eg: in insurance, only algorithms used for the 

risk assessment and pricing of health and life 
insurance are considered high risk

• Restrict / ban facial recognition in public 
places

• Restrict / ban emotion recognition products

• Restrict / ban predictive policing systems

• Penalties: fines of up to € 20 million or 4% of 
annual turnover.

Source: Wired, Euractiv 48



AI Act Now

• Adopted in EU Parliament
• Now: Trilogues - the EU Commission, Council 

and Parliament hash out the final provisions

• General-purpose AI models (such as GPT)

• Defining a clear list of high-risk and lower-
risk AI use cases and refining the criteria for 
exemptions

• Ban the use of AI in biometric surveillance 
(France is against)

• Regulate use of copyrighted content by 
entities like OpenAI

• Emotion recognition

• Reporting energy consumption
Source, 2023 49



New Definition for AI 
adopted by OECD

• To inform the AI Act

• “An AI system is a machine-based system that, for 
explicit or implicit objectives, infers, from the 
input it receives, how to generate outputs such as 
predictions, content, recommendations, or 
decisions that [can] influence physical or virtual 
environments. Different AI systems vary in their 
levels of autonomy and adaptiveness after 
deployment” (Nov. 2023)

• AI objectives may be given by humans – or not



The AI Liability Directive

• People and companies get the 
right to sue for damages after 
being harmed by an AI system. 

• Did an AI recruitment system 
discriminate against your CV?

• Criticism
• It puts the responsibility on 

consumers to prove that an AI 
system harmed them or an AI 
developer was negligent

• Fails to take into account indirect 
harms caused by AI systems

Source



Conclusions

• Anti-trust vs. Privacy regulation

• Systemic regulation enables collective action

• The European Union is building a new playing 
field for the digital society

• There is a critical challenge of enforcement

• Anti-trust and data protection rules may 
consolidate a competitive European digital 
single market 12/3/2023
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