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Who has power
over the Internet?

* Surveillance capitalism powered by Big
Data

* Transition from a democratic internet
to a surveillance internet

* Platform capitalism with strong
asymmetries of information and power

 Loss of autonomy for individuals and
SMEs

* Distortions of free markets and free
communication




Unseen online surveillance

Doing other work Feels awkward

A

Would rather work alone Mot at home




Data capitalism

(Invisible) surveillance

* Personal data is extracted at scale
without meaningful consent

* Digital profiling used for targeting
by
* BigTech relying on AdTech models

* Data brokers: Acxiom, Epsilon Data
Management, Oracle America Inc.,
Equifax Information Services,
Experian, and Corelogic

» Addiction, filter bubble,
polarization, amplification of hate

Platformization

* Tech Giants disempower competition

* Google, Apple, Meta/Facebook,
Amazon, Microsoft (GAMAM)

 Extraction of monopoly-type rents

* Discouragement of innovation
through buyoffs

* Digital feudalism

* Amplification of (dis)advantage
through ML/AI products

* Power goes to the biggest players .
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America’s Richest Men
and Women in 2023

Wet worth of the richest people in the United States”
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The Most Profitable

Companies in the World

20227 profits of the world's most profitable publicly

listed companies (in billion U.5. dollars)
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The World’s Highest-grossing
Companies

Companies with the highest revenues
wiarldwide (in billion LS, dollarsy
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High profile scandals

* Cambridge Analytica & election manipulation (2018) [Wiki]

* The role of Facebook in the Rohingya genocide in
Myanmar (2018) [Wiki]

* The Facebook Files @ Frances Haugen and the WSJ (2021)
[Wiki]

 Amazon’s abuses against workers, businesses, and
consumers [Source]

* Uber’s massive investment in California’s Proposition 22
against workers’ rights [Source]

* Uber business model of dumping-to-unregulated-
monopoly [Source]

* Clearview Al scraping 10 billion images without consent
[Source]




OpenAl - Timeline

LGPl

17 Million
Parameters

GPT-2

1.5 Billion
Parameters

GPT-3.5

175 Billion
Parameters

- L ]
GPT-3 GPT-4.5
175 Billion 1.7 Trillion
Parameters Parameters

Source
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Bidens’ Al Executive Order

* Developers of the most powerful Al systems
share their safety test results and other
critical information with the U.S. government

* Develop federal tools for Al safety & security

* Protect against the risks of Al-generated
dangerous biological materials

 Establish tests for detecting Al-generated
content and authenticating official content

 Strengthen privacy-preserving technologies

» Evaluate how federal agencies collect and
use commercially available data

* Address algorithmic discrimination
Source, 2023
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Executive Order on the Safe, Secure,
and Trustworthy Development and
Use of Artificial Intelligence
o e
BRLIEF -'-.-l\.'- oM

PRESIDENTIAL ACTIONS

©

Constitution and the laws of the United States of Americs T:
5

By the authority vested io me as President by the
is herelwy ordered 22 follows;

Section 1. Purpose. Artificial intelligence (ALl holds
cxtrapordinary potential for both promise and peril
s msible Al wse has the 51|:-r-.'|'|ri:|| (4] '!'l-.'||:- solve

challaneas sarhils maals no cpe sapmeld oo e em i g
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OpenAl - History

e 2015: Started as non-profit

e 2019: From non-profit to "capped" for-
profit, with the profit being capped at 100
times any investment

* 2019: Microsoft invests S 1 billion in
OpenAl
* Microsoft's cumulative investment in

g)_ I_enAI has reportedly swelled to $13
illion

* 2023: Shift

* November 17, 2023: Sam Altman was
removed as CEO

e Greg Brockman resigned from presidency

* November 21, 2023: Altman and Brockman
E)eturcrlmed in their prior roles + a reconstructed
oar

Mfarw +

ARTIFICIAL INTELLIGENGE EREAEING / TECH

Microsoft joins OpenAl's board with Sam
Altman officially back as CEO / After a failed
attempt to oust Altman by the board, OpenAl's
largest investor is getting a non-voting observer
seat.

By Alex Heath, a deputy editor and author of the Command Line newsletter. He's covensd
the tech industry for cwar @ decade at Tha Information and othar outlats




TikTok

e China does not allow US
companies to operate
social networks

 The Chinese state has
access to TikTok data

 How to regulate data
collection by companies?

Where TikTok Is the Most
Popular With Adults

Countries with the estimated highest number
of TikTok users aged 18+ in 2023

e s ETEET)
indonesis = [T
srart @ T
veico ¢ T
RUssia g 54.9M
viemam © [ REXT]
Philippines 3 I L0

Thailand e 40.3M

W Morth America

B Southeast Asia

B Sauth America
Europe/Morthierm Asia

* Audience sddressabile by aas, India [blanket Ban i place)
arnd China (Chinese audience uses Douying excluded
Source: DataReportal
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Judge Halts TikTok Ban in

Montana

TikTok, which is owned by the Chinese company
EyteDance, has been locked in a legal battle with
Meontana since the state passed the ban in April.

Boneenianc & R

A TikTok billbooad in Heleas, Montana, us Augast. A state lew calls
Tar & Tik Tok ban bo start on Jaok L Tailyr Irvine for The Mew Yerk Times

Source
a. By Sagne Mahesiwarl

M 30, 023

RESTRICT Act

Other short Restricting the Emergence of Security
titles Threats that Risk Information and
Communications Technology Act of 2023
To authorize the Secretary of Commerce
to review and prohibit certain transactions

batweaen parsons in the United States and
foreign adversaries, and for other

purposes.
the 118th United States Congress

Long title

Announced in

Sponsored by  Mark Wamer (D-\VA)
Mumber of co- 25
SpONSOrs
Codification
Apencies United States Dapartment of Commerce
affected

Legislative history

» Introduced in the Senate as 5. 6867 by Mark Warner
(D-VA) on March 7, 2023

Source






Google Hit With Another Antitrust Fine in Europe Gnugle's Contested EU
Selected antitrust fines rmposed by the European Commission against LS, tech companies
Antitrust Fine is Peanuts
Google 201z [ < ot
Google 2017 | < <2 | antustine

Google 2019 [ < <ov ' $2.6 billion
(nte) 000 I ¢ ccb ' _ _
Guakcosws 2012 |GGG o7 = . G
oogle —
B viowsat 2006 [ €350 o
Ti ded
r Miorsoft 3013 - E5ETM far g;gln:?;{& BArn |
this amount” gl
B viccosor 200 [ €457 m 6 days
B wicosolt 2006 [ €280m - —
VT r ey 1 * Based on Alphaned's total revenues @ 2019
2017 [ €110m Fine was issuied In EUR [2.4 billor
Spurces Mohabel Reuters
(=4 H
bl i Source statistas ©DO source  Statista %

Sept. 2022: Google loses appeal over EU 2018 antitrust ruling,

but fine cut to $4.12 billion
June 2023: Launch of 4t EU antitrust investigation into Google’s

ad business .



Google’s Online Advertising
Practices Violate Antitrust
Laws, E.U. Says

European Linion regulators filed new antitrust

Ath EU Antitrust Case against

G Oog I e charges against Google, which could lead to fines
and orders for the company to change its business
practices,

e Launched in June 2023

* Google may need to sell off part of its
advertising business

* To prevent it from abusing its dominant
position in the market and shutting out
competitors

Sources: NYTimes, Politico 2023

By Adsm Salariang 17

Adiam Satanano cowers digital policy in Europe
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Top 6 lobby spenders in Brussels
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HEUTERS World o~  Buginess o Markeis o« Susisinabil®y .. Legal~ Bessbnpiews »  Techoology «  Imvest

BoarsWmpR Roguistion | Tacknology | flaguiatnny Owverdgek | &

COVPOVate Google launches last-dltch Effurt to

Resistance overturn $2.6 bln EU antitrust fine

By Foo Yun Chas
Copharibar 10, 2035 5 77 M CMT+1- Updated 2 mbnlhs 309 D ’ ‘:

e Currently (Sept. 2023)
Google still fights the EU
2017 antitrust fine

* High costs for public
authorities, with limited
budgets and staff




Open - — Tech Giants Ramp Up Lobbying
SECRETS — In Face of Antitrust Scrutiny
me # News B Analys Annual lobbying expenditure of selected
Big Tech lobbying push helped block bipartisan bills that aimed tech cofmpariesn the LS.
to curb alleged anti-competitive behavior w2000 W 2015 W 2020
By Tavior Giomo | December 20 2022 638 pm [ $17.9m |

TI.'
II I-I.I t'- -Irm

facebook amazon Alphabet

* gzl some subsidianes
Source: Senate Office ol Public Records

@®6 statista ¥a

Source Source
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The invention of
ethical Al

B The discourse of
“ethical Al”was
aligned strategically
with a Silicon Valley
effort seeking to
avoid legally
enforceable
restrictions of
controversial
technologies.

The
Intercept_

THE INVENTION OF

“ETHICAL AV”

How Big Tech Manipulates Acadermia to Avoid
Regulation

Source 21



What to do to escape the Tom & Jerry race?

e Regulation: defining the rules of the game
 GDPR

* Right to personal data protection
e Obligation of meaningful consent

* Weak link: enforcement
* |relandis a tax heaven
e But: individuals can sue

e The DSA and DMA

* Meaningful consent and choice for users, against
services and platforms

 Enforcement at EU level
e The DGA — Data Governance Act
e The Al Act

22



European Digital Single Market

* End of roaming charges (2017); Renewed in 2022;

» ePrivacy Directive (Cookie Law): metadata, cookies,
spam: 2002 & 2009

* End of unjustified geoblocking (2018)

* Portability of online subscriptions ( 2018)

* GDPR - since May 25th 2018

* PSD2 — Revised directive on payment services (2019)

. 12'834Digital Services Act — in force, will apply starting with

. ;8§4Digital Markets Act —in force, will apply starting with

* The Data Governance Act — applied since Sept. 2023
* The Al Act — proposed EC regulation, under negotiation



General Data Protection Regulation
Since May, 2018

12/3/2023 24




* Enhancing consumer trust in the
European Digital Single Market

* Enhancing consumers’ control
over their personal data use

G D P R 3 | ms * Preventing algorithmic targeting

and discrimination

* Ensuring right to human
overview of Al decisions

* Ensuring data protection by
design & by default

25



CHARTER OF FUNDAMENTAL RIGHTS
OF THE EUROPEAN UNION

Aorich: &
Progectins of r||.'n-||r|n|| data

| Escrmne b the Hght we the protection of personal detd cosgrning him or D

2. Such daa musi be |':'|I-|.|.'\-'\.:|] [airly for specified purpoecs and on che hasis ol the consen ol the
persom gemeerinl o i oiber begibeaie baets il down by law, Evervone Bos ehe right of acoes o
daim which bas been collecied comcerning hémn or ber, asd the fght v have & reciified.

% Compliance wity these rules shall be suhject 0 coored by an independem sathormy




Privacy activism: noyb.eu

* “My privacy is None Of Your Business”

* Advertising IDs: our activities are tracked by means
of built-in unique identifiers

* Cookie banners: Is there meaningful consent?

* Credit scoring: do you have rights to understand and Max Serems in 2016
appeal inaccurate scores? T e
Salzharg. Ausins
* Data portability: can you transmit your data to Education  Law, Universky of Vienna
Occupation awyer, author, privacy chvist
a nOthe r O pe rato r? ﬂrga:I::Hun .'I:.l':-“'".rl —E ||-'-|'|r-l.-:-|||'.- EhleEr lor

Digatal Rights

* Dating apps: is our sensitive data protected? Known for  Privacy sctviem

Website hitpsechng, ma/12



GDPR: Data subjects’ rights

e Users have:

 the right to access data held about them (a copy of the data must be
provided to them free of charge, typically within a month of a request);

the right to request rectification of incomplete or inaccurate personal data;
the right to have their data deleted (the right to be forgotten)
the right to restrict processing;

the right to data portability (where relevant, a data subject’s personal data
must be provided free of charge and in a structured, commonly used and
machine readable form).

* The right to know when our data has been hacked
e Duty to report any personal data breaches within 72 hours of awareness

* The right to withdraw consent for data processing, at any time
* The right to human review of Al decisions



Data Protection Fines Big Tech, Big Fines
RE‘ECh R'EC'D'rd High in 2023 Largest fines for breaching one or mote articles of

the General Data Protection Regulation in the EU
Fines imposed in the EU as a result of General -

Data Protection Regulation (GDPR) viclations Facebook £1 206M
B Fines (in miflion euras) @ Fines impased .Amzm:.u:l D 506N
s In:.Lagra.m
- 7 M -
Facebook _ iEEEIM \/ i lll"'ll:"_\-"bl
742 WhASAZE I 5243M . X]
Fecehont I 5227
. ISR S §154M S
S9F" g 59TM W Meta
G A0 204 AL 20230 Facebook
- Il $55M B Google
© @ ©®© © o o s
YA O r-."i.:i:.- =3, 273 Converted from aurcs on i Y £ 2023
Soumes: Enforcemanttracker,.com, European Data Protection Board Sourced: TS GDPR Enforcement Trackes, Burapean Data Pratection Board

statista®a statista®a

Source, 2023 Source, 2023 29



1. Amazon GDPR fine — €746 million E

r, N
On July 16, 2021, the Luxembourg National Commission for Data @
Protection (CNDP) issued the biggest fine ever for the violation of il

the GDPR in the amount of €746 million ($888
La Quadrature du Net

million) to Amazon.com Inc.

The fine was issued as a result of a complaint filed by 10,000 people
against Amazon in May 2018, through a French privacy rights group
that promotes and defends fundamental freedoms in the digital

ABOUT US

La Cuadrature du Met (LODN) promates and defends fundamental
freedoms in the digital world. 'We fight against censorship and

world- La Quadrature du Net. surveillance, both from States or privale companies. We
questions how the digital world and society influence each other,
The CNPD opened an investigation into how Amazon processes We work for a free, decentralised and empowering Internet.

personal data of its customers and found infringements regarding
Amazons' advertising targeting system that was carried out without
proper consent

Contact Follow LODN

Source Source



USA — Federal Trade
Commision Fines

e Largest FTC privacy-related
fine against Facebook for
Cambridge Analytica (July
2019): S 5 billion

e FTC privacy fine against
Google & YouTube: S 170
million

FTC-Facebook vs. Largest Global
\\, Privacy and Security Fines

Source

31



Amazon's Income
Statement 2022 amazon

Earnings Released on February 2™, 2023
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Meta Bounces Back
From Its 2022 Slump

Annual net income & revenue of Facebook/Meta

{im billion .5, dollars)

B Revenue

1200
100
&0
&0

40

2o B |

_| Sefected acguisitions

& EIPHT

.:]J—FI'E I lql.

2010 11
" Q1-03
Source: Meta
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Q, search News & Quotes MRI{ON’S Subscribe |

Topics v Stock Picks Lists & Rankings Magazine Data Advisor Penta

FROM AFP NEWS

How Big Tech Generated Billions In Fines...
Then Didn't Pay Them Q000

By Josaph Boyle and Pater Murphy in Dublin | November 18, 2023 Order Reprints L)) Print Article [

Textsize (=) (3

Raraly a month goes by without big tech companies getting fined for price Axing,
squashing competitors or misusing data, but it can take years before they pay a penny.

Ireland’s data requlator confirmed to AFP that Meta has not pald any of the twio billion

euros ($2.2 billion) in ines issued since last September. TikTok also owes hundreds of
millions.

. ; : : , Source
Amazon is still appealing against a 746 million euro fine from 2021, Luxembourg's data =

requlator told AFP.
33



Other trials: GDPR vs Google and the Privacy Shield

* Dec. 2021: The use of Google Analytics
on NetDoktor violates GDPR (Austrian
Data Regulator) (Wired)

e Dec. 2021: European Parliament’s
Covid-19 testing website breached

GDPR by using cookies from Google 1= . fistken fir Ungelmpt
Analytics and Stripe (European Data :
Protection Regulator) (Wired) Corona-Spezial: Fallzahten, o,
- - Hintergrinde, Tipps
* July 2020: Privacy Shield, use to transfer Bl i

Corana-Sperial: Fallzahlen,

data from EU to US, is invalid (European
Court of Justice) (Wired)

» Data are not protected from access by
US intelligence agencies

34
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Types of

digital
services

interrnediary services

Hnultl-ng Services

Online platforms

Intermediary services offering network
infrastructure; Internet access providers,
domain name registrars, including also:

Hosting services such as cloud and
webhosting services, including also:

Online platforms bringing together
sellers and consumers such as online
marketplaces, app stores, collaborative
economy platforms and social media
platforms.

Very large online platforms pose
particular risks in the dissemination of
llegal content and societal harms.
Specific rules are foresean for platforms
reaching more than 10% of 450 million
consumers in Europe.

36



DSA

Intermediary

services
Transparency reporting -
ToS respect for fundamental rights .

Notice and action and obligation to provide information to users
Reporting criminal offences
Complaint and redress mechanism, out of court dispute settlement
Trusted flaggers
Special obligations for marketplaces, e.g. vetting credentials of
third-party suppliers, random checks
Bans on targeted adverts to children and those based on special
characteristics of users
Transparency of recommender systems
User-facing transparency of online advertising
Risk management obligations and crisis response
External & independent auditing
User choice not to have recommendations based on profiling
Data sharing with authorities and researchers
Codes of conduct
Crisis response cooperation

Hosting

services platforms

ﬂnli.ne

Very large
platforms

Source

L]
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DSA & DMA targets

Digital Services Act

* Applies to digital services,
mostly intermediaries

* Online marketplaces, social
networks, content-sharing
platforms, app stores, and online
travel and accommodation
platforms

* All providers that offer services in
the EU

Digital Markets Act

* Applies to very large online
platforms - gatekeepers

 Digital platforms with a systemic
role in the internal market

* Function as bottlenecks between
businesses and consumers for
important digital services

* All platforms that offer services in
the EU

38



Who are the gatekeepers?

, @ Gatekeeper Designations
“H"

Gatekeepe Core Platform Service
Tiktok Google Maps Google
Facebook Gange Flay T
Instagram Google Shapping Meta
Linkedin Amaron Marketplace
App Store OPERATIMG SYSTEM
Meta Marketplace Ch Google Android
» e 05
Wh L"-l “.1-_1Tflr| ,
R VIDED SHARING Windows PC 05
Messenger
Microsoft Youtube
Google Search

Source, 2023
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Gatekeeper platforms...

Will have to:

* Allow some third-party
interoperability

e Allow business users to access the
data they generate

* Permit business users to
independently verify ad
effectiveness

* Allow business users to promote
products and conclude contracts
outside the gatekeeper platform

May no longer:

* Discriminate ranking in favor of
its own services and products

* Prevent consumers from linking
outside the platform

* Prevent users from uninstalling
pre-installed software

* Track users outside the
platforms without effective
consent

40



Challenge: Enforcement

 GDPR: selective enforcement,
uneven national approaches

* DSA & DMA:

 Creating a new a European Centre
for Algorithmic Transparency

» EC collaboration with civil society
& NGOs specialized on tech &
human rights

« Tech companies will develop

human rights impact assessments
(HRIAS)

IEEE HF ALCOWNT :::E”I
m [UTT T T A FERRE AT |

Europe's Big Tech Law Is Approved.
Now Comes the Hard Part

Enforcing the sweeping Mgital Services Act will be an uphill elimb—and
the European Commissicn is not yet equipped for it

f

41



Sanctions

* GDPR-style fines of up to 6% of the
worldwide annual income or turnover

* The size of the fine will be linked to the
severity of the breach, as well as the
duration and frequency of the violation.

e The Member States or the Commission
may impose fines of up to 1% of annual
income or turnover

* For providing incorrect, incomplete, or
misleading information.




Data Governance Act

systems
4 Enable evidefice-dris 'ﬁ_

The EU will boost the development of trustworthy data-sharing
i ppllcable s
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Trustworthy Data-Sharing Systems

1.Facilitate the reuse of certain public sector data (e.g. Health) that
cannot be made available as open data

2.Ensure that data intermediaries will function as trustworthy
organisers of data sharing or pooling

3. Make it easier for citizens and businesses to make their data
available for the benefit of society

4. Facilitate data sharing, in particular to make it possible for data to be
used across sectors and borders, and to enable the right data to be
found for the right purpose.

44



@ Q

European |

1+ IVI i I I io n G e n O m eS - Commission English  Search
Shaping Europe’s digital
* Establishing a European federated, future

sustainable and secure data
infrastructure to access genomic

Home > Mews & Views »

1+Milli G Initiative: Road i
and related health data across cloniind Kor the tasie b A S tabkie, ahoss
Europe

° Developed by the EU- DIGIBYTE | Publication 15 November 2023
funded Beyond 1 Million Genomes -
y¢ 1+Million Genomes
(B1MG) project

Initiative: new Roadmap is
adopted for the scale-up
and sustainability phase

Source 45






EU ‘in touching distance’ of

The Al Act — Challenges; world’s first laws regulating
artificial intelligence

* Proliferation of Al decisions QraRing AL legsslation. 15 OpUmist e Anal tex can be
ag:‘eed%yw nesday

e Risks of foundational models

* Al/ML errors
* Low transparency & explainabililty

 Algorithmic discrimination
* Prison sentencing

Housing

Health care priorities

Credit scoring

Grading e L e

 Job recruitment Fol oo i T chicicat wiessane ssantt thicol Al tm Couu i et

Source 47



The Al Act — Approach:

* Prohibiting algorithmic scoring of human
trustworthiness

e Extra checks for “high-risk Al” products
* What counts as high-risk?

* Eg:ininsurance, only algorithms used for the
risk assessment and pricing of health and life
insurance are considered high risk

 Restrict / ban facial recognition in public
places

 Restrict / ban emotion recognition products

* Restrict / ban predictive policing systems

* Penalties: fines of up to €20 million or 4% of
annual turnover.

Source: Wired, Euractiv




Al Act Now

* Adopted in EU Parliament

* Now: Trilogues - the EU Commission, Council
and Parliament hash out the final provisions

* General-purpose Al models (such as GPT)

* Defining a clear list of high-risk and lower-
risk Al use cases and refining the criteria for
exemptions

e Ban the use of Al in biometric surveillance
(France is against)

* Regulate use of copyrighted content by
entities like OpenAl

* Emotion recognition
* Reporting energy consumption

Source, 2023



New Definition for Al
adopted by OECD

 Toinform the Al Act

* “An Al system is a machine-based system that, for
explicit or implicit objectives, infers, from the
input it receives, how to generate outputs such as
predictions, content, recommendations, or
decisions that [can] influence physical or virtual
environments. Different Al systems vary in their
levels of autonomy and adaptiveness after
deployment” (Nov. 2023)

* Al objectives may be given by humans — or not




The Al Liability Directive

* People and companies get the
right to sue for damages after
being harmed by an Al system.

* Did an Al recruitment system
discriminate against your CV?

* Criticism
* It puts the responsibility on
consumers to prove that an Al

system harmed them or an Al
developer was negligent

* Fails to take into account indirect
harms caused by Al systems

— MITTechnology Review Subscribe

TECH POLICY

The EU wants to put companies on the
hook for harmful Al

A new bill will alow consumers to sue companies for damages—if
they can prove that a company's Al harmed themo

By Melissa Heikkils

Dclober 1, 2022

Source



Conclusions QO

* Anti-trust vs. Privacy regulation
 Systemic regulation enables collective action

* The European Union is building a new playing
field for the digital society

* There is a critical challenge of enforcement

* Anti-trust and data protection rules may
consolidate a competitive European digital
single market 12/3/2023



