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Ethical vs. impact analysis
Values: Economics Psychology Sociology
Fairness Platforms: unfair competitive 

advantages over players

- Market dominance

- Information asymmetry

Unequal quality of digital 

engagement

Enhanced vs. diminished 

cognition & abilities

Algorithmic biases

Unequal access to digitalization

Harm Platforms (Amazon etc.): 

harm to competitor businesses

Gig & ghost labor (Uber etc.): 

harm to workers

Online harassment

Self-harm related to social 

media consumption

Amplification of hate

Polarization

Mistrust in democracy and expertise

Decrease in social trust & public 

goods

Autonomy Platforms: monopolistic 

reduction of free choice

Surveillance: nudging through 

prediction

Addiction to social media and 

digital stimuli

Decreased control over our 

attention and time

Disinformation

Filter bubbles & misinformation 

machines: decreased control on 

information flows
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Data capitalism: Two sides of the same coin

Upside
• Economy: business 

• New markets and business models
• Economic growth
• Personalization

• Psychology: mind
• Higher relevance & stimulation
• Extended mind: digital tools
• Distributed mind: digital communities

• Sociology: social impact
• Co-ordination across time & space
• Digitally mediated communities
• Freedom from local structures

Downside
• Economy: business  

• Platform dominance
• Information asymmetry 
• Manipulation through prediction (Zuboff)

• Psychology: mind
• Fragmented attention
• Echo chambers & filter bubbles; 
• Amplification of negative emotions

• Sociology: social impact
• Algorithmic bias
• Polarization & parallel realities
• Acceleration & disruption
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https://www.theguardian.com/books/2019/oct/04/shoshana-zuboff-surveillance-capitalism-assault-human-automomy-digital-privacy


Outline

1. Data and business models in surveillance capitalism

2. Emerging business models: Follow the money! Follow the data!
1. Google business model: from advertising to AdTech

2. Uber business model: in pursuit of market dominance and labor exploitation

3. Tinder business model: selling data

4. FaceApp business model: selling data

5. Digital gaming - FIFA Ultimate Team & DomiNations: gaming vs. gambling (& 
selling data)
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1. Data and business models 
in surveillance capitalism

It’s all about the data
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What is the business model for Shazam?

• Should Shazam know your location?

• Why?

• How is this information shared?
• “You may choose to provide Shazam with permission to collect your location while you are using the app. 

We use location data to show you where your songs 
are Shazamed and improve the quality of the service.”

• “We may also share your information: With service 
providers who perform services and functions on our 
behalf to help deliver the services and communicate 
with you.” (Shazam Privacy)
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https://www.shazam.com/privacy


Paying in data 
capitalism

• We pay with…
• Our time / Eyeballs
• Our money
• Our data

• Do we have a choice?

• Do we pay multiple 
prices?
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Data vs. us
• Surveillance capitalism relies on 

predictive models fueled by 
massive, intimate, updated data
• Traces of our decisions

• Data flows are extracted by 
engaging platforms & apps
• Powerful search engines
• Effective markets on which we 

buy & sell
• Wide-reaching social media

• Information asymmetry & 
psychological manipulation are 
disempowering 9
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Feeding turkey to the turkey



Privacy-enhancing 
technologies
• Enhance user control over data 

flows

• Diminish the vulnerability surface 
of our digital profile

• Monitoring algorithmic decision 
making

• Re-align commercial incentives
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Two types of platform business models

Google, Facebook, Twitter Amazon, Uber, Airbnb
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Viewers use the platforms for free
Ad buyers pay for the platform

Buyers pay ON the platform 
Sellers pay FOR the platform



2. Data-driven tech 
business models

Are we customers or products?

Google, Uber, Tinder, FaceApp, digital gaming



Tech as possibility 
and probability

• We can extend our abilities 
through tech

• Tech possibilities become 
probabilities through 
business models



Making sense of 
tech

• Follow the money!

• Follow the data!
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4.1 Google

How does Google make money?
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From advertising to AdTech

• The power of ads to 
change behavior is 
older than Big Tech

• “Torches of Freedom”: 
Edward Bernays’ 
psychoanalytical 
campaign of smoking 
for women

• Smoking = liberation



Who pays whom for an 

ad you see on a blog?
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19Fxssi.com

https://fxssi.com/top-10-most-valuable-companies-in-the-world
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Source, 2019 Source, 2022

https://www.statista.com/chart/10416/googles-ad-revenue-in-perspective/
https://www.intentwise.com/blog/retail-media/amazon-breaks-out-ad-revenue-for-the-first-time/




Micro-moments are moments of monetizable despair

„Today, three out of four smartphone 
owners turn to Google first to address their 
immediate needs. As a result, Google 
marketers like me must survive on our ability 
to play on your impatience and 
impulsiveness when you’re using a mobile 
device.

We must be there to serve you an ad in your 
“micro-moment,” the second you decide to 
use your phone to alleviate the discomfort of 
not having “it” now — whether “it” is a last-
minute sale, directions to a soon-closing 
store, information about a fast-filling class, or 
anything else.”

https://medium.com/s/story/make-orwell-fiction-
again-part-2-micro-moments-9ba6e042a0c4
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https://medium.com/s/story/make-orwell-fiction-again-part-2-micro-moments-9ba6e042a0c4
https://medium.com/s/story/make-orwell-fiction-again-part-2-micro-moments-9ba6e042a0c4
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Micro-moments

• Of leisure travelers who are smartphone users, 69% search for travel 
ideas during spare moments, like when they're standing in line or 
waiting for the subway. 

• Of smartphone users, 91% look up information on their smartphones 
while in the middle of a task.

• Of smartphone users, 82% consult their phones while they're 
standing in a store deciding which product to buy. 
• One in 10 of those end up buying a different product than they had planned.

Think with Google
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https://www.thinkwithgoogle.com/marketing-resources/micro-moments/how-micromoments-are-changing-rules/


Google business 
model

• From ad to AdTech

• Targeting usual types vs. 
targeting you, now

• Transitioning from needs
to vulnerabilities

• Personalization amplified by 
scale

• Monopolistic extraction of 
value



4.2 Uber 
business 
model

How will Uber make money?

(because it doesn’t)
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Source

https://fourweekmba.com/is-uber-profitable/
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Source

https://pbs.twimg.com/media/FSfqi3OXoAE6UJF.png:large


Interest misalignment

• “Uber leads drivers to believe that the interests of riders, drivers, and 
the firm are aligned, when in fact they are divergent and often 
opposed. 

• Uber enjoys total control of its algorithm and faces strong incentives 
to design it in such a way as to maximize its own growth and earnings 
at drivers’ expense. 

• The novel types of harms that drivers may incur as a result are often 
individually small but significant in aggregate, but invisible to workers 
and regulators”. (Muller, 2020)

http://jlsp.law.columbia.edu/wp-content/uploads/sites/8/2020/01/Vol53-Muller.pdf


“Employing hundreds of 
social scientists and data 
scientists, Uber has 
experimented with video 
game techniques, graphics 
and noncash rewards of little 
value that can prod drivers 
into working longer and 
harder — and sometimes at 
hours and locations that are 
less lucrative for them.” 
(Scheiber 2017)

https://www.nytimes.com/interactive/2017/04/02/technology/uber-drivers-psychological-tricks.html




Users vs. cash vs. data

• „Uber had 91 million monthly active users by the end of last year

• The market leader in the ridesharing space amassed operating losses 
in excess of $12 billion (2014-2018), making it the king of loss-making 
tech unicorns. 

• Even Amazon, infamous for losing money in its early years, never 
piled up losses at a rate even remotely close to Uber’s.”

• Vision: „Amazon of transportation”

Felix Richter, Statista, https://www.statista.com/chart/17705/uber-revenue-costs-and-cumulative-operating-
losses/
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https://www.statista.com/chart/17705/uber-revenue-costs-and-cumulative-operating-losses/
https://www.statista.com/chart/17705/uber-revenue-costs-and-cumulative-operating-losses/


Uber and data

Uber uses travelers’ and drivers’ data to…

• Incentivize drivers to drive more and in specific times & places
• Are drivers workers or independent contractors? Different incentives allowed

• Price trips 
• Surge pricing

• Partner with other companies in marketing alliances

• Partner with public authorities for traffic regulation, finding missing 
persons

• Other future uses?
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Uber business 
model

• To users: promise of 
effectiveness and personalization

• To investors: promise of 
monopolistic exploitation

• Money invested in disrupting taxi 
markets worldwide through 
dumping prices

• Algorithmic exploitation of gig 
drivers



4.2 Tinder & 
Dating Apps

How does Tinder make money?
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Source

https://medium.com/swlh/the-future-of-online-dating-a62ab29fa258


Playing & paying in the Tinder game

• The dating game = layered markets

• What do we pay?

1. Erotic capital for swipes & dates

2. Money for choice
• “Cheating at the dating game”

3. Personal data for access
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Paying for…

• Tinder Plus = the subscription model, including rewind, 
passport, and ad-free swiping

• Tinder Gold = Tinder Plus + See who Likes You before you Like 
or Nope. New Top Picks every day. Unlimited Likes. Rewind.
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Tinder offers 
paid 
subscriptions, 
but data is 
still being 
harvested



Data harvesting in Tinder

43

Changing 
tools for data 
harvesting: 
in-app games
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https://medium.com/@monalisapaul_88268/tinder-business-model-how-does-tinder-make-money-498659f3f7cc
45

https://medium.com/@monalisapaul_88268/tinder-business-model-how-does-tinder-make-money-498659f3f7cc


Tinder’s privacy policy: How we share your data

https://www.gotinder.com/privacy#how-we-share-info
46

https://www.gotinder.com/privacy#how-we-share-info
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Tinder business 
model

• Paid subscriptions are 
complemented by selling data 
to brokers

• Dating profiles include highly 
sensitive information
• Sexual orientation
• Sexual behaviors

• Users are often not aware that 
their behavior on the app 
translates into marketable 
profiles



4.4 FaceApp 
& just-for-fun 

apps

How does FaceApp make 
money?
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FaceApp business model

• “FaceApp utilises a premium subscription revenue model. 

• Users who want pictures shorn of the FaceApp watermark, an ad-free 
experience, and access to handful of premium features can invest in a 
premium subscription.

• Users are able to pay $3.99/month for premium usage. Keener users can 
part with $20 for a year, or those who are convinced they’re going to get 
substantial mileage from the app for years to come can pay a one-off $40 
fee for lifetime access. (…)

• Forbes estimates that the app is making a minimum of $4 million in annual 
revenue, using what it claims are conservative figures”

https://www.businessofapps.com/data/faceapp-statistics/

https://www.businessofapps.com/data/faceapp-statistics/
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M. Iqbal, FaceApp Revenue and Usage Statistics (2019)
https://www.businessofapps.com/data/faceapp-statistics/
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https://www.businessofapps.com/data/faceapp-statistics/


FaceApp 
business model 

• Uncertainty over how photos 
are stored and shared

• Facial data is highly sensitive

• Deleting accounts does not 
automatically mean deleting 
stored data



4.5 Online gaming

How does FIFA UltimateTeam or 
DomiNations make money?
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Source

https://www.polygon.com/22972744/fifa-ultimate-team-gambling-dutch-fine-overruled-electronic-arts


Strategy, pay-to-win, or gambling?

“Battle nations from throughout history 
in DomiNations! Build your empire and 
command nations as you make them 
grow from a small village to a thriving 
metropolis, and battle as one of the 
great civilizations from the history of 
the world.

Build a nation, starting as an early 
settlement and grow through the ages, 
from the dawn of history to the modern 
era. Study under history’s greats at the 
University like Leonardo Da Vinci and 
Catherine the Great. Build Wonders of 
the World and create technology with 
historically accurate advancements.”

DomiNations on Google Play



Online gaming 
business models

• Remarkable similarity to 
gambling

• Combining the promise of 
skilled choice with the 
addictive appeal of 
unpredictable rewards

• Public & legal controversies 



Take away

1. Data and business models in surveillance capitalism

2. Emerging business models: Follow the money! Follow the data!
1. Google business model: from advertising to AdTech

2. Uber business model: in pursuit of market dominance and labor exploitation

3. Tinder business model: selling data

4. FaceApp business model: selling data

5. Digital gaming - FIFA Ultimate Team & DomiNations: gaming vs. gambling (& 
selling data)
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