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Interfaces

Components and interfaces view (simplified)

AUTOSAR
Software
Component

Interface

Standard
Software

Application
Software
Component

AUTOSAR
Interface

I

Interfaces:

= VFB & RTE
relevant

= RTE

relevant

= Bsw
relevant

Possible interfaces
inside
Basic Software
(which are
not specified
within AUTOSAR)

Actuator
Software
Component

Sensor
Software
Component

AUTOSAR
Interface

AUTOSAR
Interface

AUTOSAR
Software

AUTOSAR Runtime Environment (RTE)

T

[

T

Application
Software
Component

AUTOSAR
Interface

Standardized

Interface
w
4]
Operating g&
System |2 g
® 8
a

Sfﬁggﬁd Standardized AUTOSAR AUTOSAR
e Interface Interface Interface
ECU
Services Communication Abstraction
Standardized Standardized Standardized
Interface Interface Interface
Complex
Drivers
Standardized
Interface

ECU-Hardware

Note: This figure is incomplete with respect to the possible interactions between the layers.

Microcontroller
Abstraction

https://www.autosar.org/fileadmin/user upload/standards/classic/4-3/AUTOSAR EXP LayeredSoftwareArchitecture.pdf



https://www.autosar.org/fileadmin/user_upload/standards/classic/4-3/AUTOSAR_EXP_LayeredSoftwareArchitecture.pdf

Interfaces: General Rules
General Interfacing Rules

Horizontal Interfaces

1111

Services Layer: horizontal interfaces are allowed
Example: Error Manager saves fault data using the
NVRAM manager

ECU Abstraction Layer: horizontal interfaces are
allowed

A complex driver may use selected other BSW
modules

HC Abstraction Layer: horizontal interfaces are not
allowed. Exception: configurable notifications are
allowed due to performance reasons.

G—
S

Microcontroller (uC)

Vertical Interfaces

e N\ e & © @

One Layer may access all interfaces of the SW layer
below

Bypassing of one software layer should be avoided

Bypassing of two or more software layers is not
allowed

Bypassing of the uC Abstraction Layer is not allowed

A module may access a lower layer module of
another layer group (e.g. SPI for external hardware)

All layers may interact with system services.



Interfaces: General Rules
Layer Interaction Matrix

This normative matrix shows the allowed

interactions between o
]
AUTOSAR Basic Software layers E é
a T
£ 5
£ g
=
E :
+ allowed to use P P
x not allowed to
use System Sendces / OS A
A resfricted use Memory Senices N Nl S Y all Il I I I I
(EE"bEEk Dnly] Crypto Senices . v el Al =] ] = slel=]l=]=]=
Communication Sendces . v . . Al ] =] = el =] =
The matrix is read Off-board Comm. Senices Al =] =] = sl x| =] 2] =
row-wise: restricted access -> see the following two slides
Example: “1/O - ——— —— -
Driuers arE .4 x .4 x x v .4 : }E x v x
allowed to use -T=1T-1T =TT
System Services x| = =1 1=l 1= = _
and Hardware, Microcontroller Drivers el e sl elalalclalclal«le]=]A
but no other Memory Drivers . sle]leles]l=]ele]Ale]l]e]le]l=]=]=x]=
|ayer5“. Crypto Drivers e e e e e e el AL e e e] x| =
(gray background indicates Communication Drivers® o I I I S I Y =11 1=
“non-Basic Software” VO Drivers . sl el el el sl ALAL =LA =l A =] =] =] A

layers)
*: includes wired and wireless communication
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loT ¢ nomouwbto MQTT

Hass.io - 1.204

ESP8266

+ Temperature Sensor Computer

Broker

Add a button to MQTT Dashboard
in less than 5 minutes

Mobile Device

ESP8266
+ Temperature Sensor

O loT Device Cloud
Wi-Fi or Cellular 3

Your fleet of loT devices Connectivity

Device Management
& Third Party Services



MQTT — MoHUTOpUHT (NpnbopHas naHenb)

https://thingsboard.io/

0w 50



https://thingsboard.io/

MQITT — YnpaBneHue (ABUKOK MPaBuJ
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https://en.wikipedia.org/wiki/Robot Operating System

-
— ROS S
registeration MASTER J registeration
\
¢
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ROS . becri ROS
Node(s) pubih ve Node(s)

https://www.google.com/search?q=ros+communication+between+nodes&sxsrf=ALeKkOOmMbEhRAN3iDQ7M6LnF7WAaA
9z2DtA:1605018111013&source=Inms&tbm=isch&sa=X&ved=2ahUKEwjeoPWylvisAhUlilsKkHazdDNgQ AUoAXoECBAQ
Aw&biw=1920&bih=880#imgrc=PapuNilaYmMdpM



https://www.google.com/search?q=ros+communication+between+nodes&sxsrf=ALeKk00mbEhAN3jDQ7M6LnF7WAaA9z2DtA:1605018111013&source=lnms&tbm=isch&sa=X&ved=2ahUKEwjeoPWylvjsAhUliIsKHazdDNgQ_AUoAXoECBAQAw&biw=1920&bih=880#imgrc=PapuNi1aYmMdpM
https://www.google.com/search?q=ros+communication+between+nodes&sxsrf=ALeKk00mbEhAN3jDQ7M6LnF7WAaA9z2DtA:1605018111013&source=lnms&tbm=isch&sa=X&ved=2ahUKEwjeoPWylvjsAhUliIsKHazdDNgQ_AUoAXoECBAQAw&biw=1920&bih=880#imgrc=PapuNi1aYmMdpM
https://www.google.com/search?q=ros+communication+between+nodes&sxsrf=ALeKk00mbEhAN3jDQ7M6LnF7WAaA9z2DtA:1605018111013&source=lnms&tbm=isch&sa=X&ved=2ahUKEwjeoPWylvjsAhUliIsKHazdDNgQ_AUoAXoECBAQAw&biw=1920&bih=880#imgrc=PapuNi1aYmMdpM
https://en.wikipedia.org/wiki/Robot_Operating_System

ROS Industrial - lloT

ROS-Industrial — TO IpOEKT € OTKPBITHIM UCXOAHBIM KOAOM,
KOTOPBIN pacInpsieT paclIpeHHble BO3MOXKXHOCT ROS a4
aBTOMaTu3alyy IIPOU3BOACTBA 1 poOOTOTeXHUKN. Pertozuropuii
ROS-Industrial BkatouaeT nHTepdeichl 4451 OOBIYHBIX
IIPOMBIIIEHHBIX MAaHUIIYAATOPOB, 3aXBaTOB, AATYMKOB U ceTell
ycrporicts. OH TakKe IpeA0cTaBAsieT IpOorpaMMHble OM0AMOTeK!
AAs1 aBToMaTtmdeckon 2D/3D-kaanOpoBku 4aT4MKOB,
[IAaHUPOBaHNs TPaeKTOPUI/ABU>KeHMs IIpoliecca, TaKue
npuAo>KeHus, Kak Scan-N-Plan, nacrpymenTsl paspaOoTdnka,
takue Kak 1aaruH Qt Creator ROS, u yueOHy10 mporpammy;,
CIIelIMaAbHO IpeAHa3Ha4eHHYIO 445 HY>KA npoussoaurteaeinn. ROS-1
II0AAEP>KVBAeTCSI MEeXXAYHapOAHBIM KOHCOPLIIYMOM
IIpeAcTaBuTeAel IIPOMBIIIACHHOCTY U ICCAeA0BaTeAeIA.

https://rosindustrial.org/about/description/
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