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INTRO

Razvan Coban

Locatie: lasi, Romania
In Continental / Vitesco din 2013
Rolul curent: Responsabil pentru activitatile de CyberSecurity Penetration

Testing din cadrul Vitesco Technologies
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TEHNOLOGIA DE IERI

CUM A INCEPUT TOTUL

> Mercedes Benz 170V 1949

N e

[ Fara siliciu, fara biti, fara octeti, in concluzie vulnerabilitati putine | i ) ]
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TEHNOLOGIA DE AZI S| DE MAINE

COMPLEXITATE SI CONECTIVITATE

ll]

llmmum
L[

[ Vehicle to Vehicle ] - s
Communication Airbag Control .
oCharging [ Unit ] Anti Theft i
. WIFI / PLC

[ Engine Control ] = = @
Unit Telematics /
Backend h
‘i Sensors I

Keyless Entry ] 7

A
{

Transmission
Control Unit

Body Controller

4

Infotainment \ — S )

L System \ \W

RO ) N
# { ( ‘ \I} [ Breaking system Tire Pressure [ [ilig?fosnc ] /
© Monitoring nrerace
System
. . g= - ; - o g mgrpg g . . o
[ Complexitatea ridicata corelata cu conectivitatea ofera posibilitati noi atacatorilor (1) J
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CE SE POATE INTAMPLA ?

DIFERITE SCENARII

Atacuri la nivelul
infrastructurii

Atacuri fara acces fizic
asupra produsului

Acces fizic la un
protocol de comunicatie

Acces fizic la conectorul
utilizat pentru diagnoza

Acces fizic la nivel
hardware
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IN CONCLUZIE ...

CATEVA EFECTE
\é

Hackerii exista si in automotive

Conectivitate = scalabilitate
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Manipularea valorilor raportate pentru noxe

N

Cresterea puterii motorului +

Furtul proprietatii intelectuale

_ 19.820 \
Entry at 17.31sec \

Provocarea unor accidente
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Incélcarea legislatiei din domeniu

[ Prejudicii imense de imagine pentru producatorii auto | i ) J
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INCIDENTE DIN ACEASTA ARIE

STUDIU DE CAZ - IMPACTUL FINANCIAR

Valoarea actiunilor la bursa a Fiat Chrysler - August 2015

LAfter this jeep hack,

vehicles for a security
bug fix.”
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INCIDENTE DIN ARIA SECURITATII CIBERNETICE

IMPACTUL LA NIVEL UMAN

> Autoritatile vor reglementa aceste aspecte

> Standardul ISO 21434 va intra in vigoare

eren g Dragoste si

Vulnerabilitati, apartenenta » Producitorii auto isi in3 intel
Amenintiri, roduca or:u auto isi inaspresc cerintele
Atacuri din aceasta arie

Siguranta

> Furnizorii accelereaza implementarea
proceselor interne
Fiziologice

Piramida nevoilor - Maslow

vilesco

EEEEEEEEEEEE



CYBERSECURITY IN AUTOMOTIVE

PE CAND ?

UN / WP.29 — World Forum for Harmonization of Vehicle European Union
Regulations Cybersecurity Act (esp. CS Certification Schemes)
Draft Proposal to introduce a Requlation on General Data Protection Reqgulation (EU) 2016/679
Cyber Security and Software Updates NIST Directive
C-ITS Delegated Act

China
Cybersecurity Law

Draft Encryption Law
SAC/TC 114/SC 34/WG Cyber

ISO Cybersecurity Standardization
ISO/SAE CD 21434 Road vehicles —
Cybersecurity Engineering
1ISO AWI 24089 Software Updates

Engineering
National Discussions Regulation American Market
(D) VDA QMC AK ACSMS NHTSA Cybersecurity Guidelines
(D) VDA QMC AK 13 — ASPICE CS Extension Draft SELF DRIVE Act
(UK) BSI PAS 1885:2018 Draft AV START Act

UN Regulation .&cfizc:]gti}inn
Japan AD L3 Japan OTA Japan All
Japan 04/2020 11/2020 01/2022
EU EU (New Types) EU (1t registrations)
07/2022 07/2024
2020 2021 2022 2023 2024
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RECAPITULARE

MOTIVATIA: SIGURANTA PASAGERILOR

i UNECE T A | Regulati
CyberSecurity e

X~

Cyber Security Management System > Procese ce trateaza:
CSMS (1) Faza de dezvoltare,

(2) Faza de productie,

Vehicle Vehicle Vehicle (3) Faza de_ post-productle"
Type A Type B Type N > Cerinte tehnice pentru solutii

de preventie si detectie

Cerinte

Cerinte

> Procesul de dezvoltare
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la starea anterioara
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SIGURANTA FUNCTIONALA VS SECURITATE CIBERNETICA

INFLUENTE

Functional Safety
e e
' Protect humans by limiting the risk of
hazards emanating from (known) technical
systems and the environment.

> Protect a technical system and the environment

Security

by limiting the risk of attacks (basically
unknown) caused by humans.
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SR Threat
Injure, etc. attack, hack, corrupt, etc.
Hazard S e O P B S R L Ol e S N
—rechnical e onment L oyreehnieal - environment
\ System i Sys_tem, - - - ‘ /

Siguranta functionala este pusa in pericol in lipsa securitatii cibernetice
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Conectivitate si noi

Vulnerabilitati stiute si

Atacuh

ﬂrejudicii de imagine s“

canale de comunicatie activitati de cercetare financiare
Automotive 2005 2015 Astazi
| 1 1 >
Telecom 2000 2005 Astazi >
l 1 A
IT-Infrastructure 1985 1990 1995
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CONCEPTE PRACTICE

MECANISME DE APARARE IN FATA ATACATORILOR

Linii de aparare

14

1. Access wireless

Internal

2. Acces fizic la
reteaua interna

3. Acces fizic intre
domenii

4. Acces fizic la
nivelul unui produs

5. Manipularea
comportamentului la
nivel de produs sau
vehicul
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CONCEPTE PRACTICE

PRIMUL NIVEL DE APARARE

Blocarea traficului nelegitim

> Securizarea interfetelor ce comunica cu exteriorul ﬁ > Implementarea mecanismelor de tip Firewall
\\vsi
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CONCEPTE PRACTICE

AL DOILEA NIVEL DE APARARE

> |zolarea componentelor > Extinderea prezentei firewall- > Limitarea accesului pentru unele
1. relevante din perspectiva I:-' urilor sE]3 functionalitati
securitatii
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CONCEPTE PRACTICE

AL TREILEA NIVEL DE APARARE

Arhitectura bazatad pe domenii

mmmmm —

> Arhitectura vehiculului E > Rutarea comunicatiei prin canale securizate
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CONCEPTE PRACTICE

IN CELE DIN URMA
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Securizarea la nivel de produs
| > Securizarea > Securizarea serviciilor > Managementul > Activarea
) actualizarilor de ﬁ de diagnoza utilizadnd ) drepturilor de acces ") functionalitatilor de
software mecanisme de securitate din hardware

autentificare
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CYBERSECURITY

ACTIVITATI IN DESFASURARE iIN IASI

> Security Penetration Testing
> Centru de competenta in lasi
> Deserveste toate produsele Vitesco Technologies la nivel global
> “White-Hat Hackers”

> Software Development for Security Solutions
> Activitati de implementare a solutiilor de securitate pentru produsele destinate producatorilor de autovehicule

> Project Security & Privacy Manager
> Activitati de coordonare a activitatilor din zona CyberSecurity in proiecte

> Incident Response Management e S
> Activitati de gestionare a incidentelor de securitate pentru produsele Vitesco Technologies I
> Parte a Vitesco Security Competence Center

> Vulnerability Management A A
> Activitati de identificare, evaluare si gestionare a vulnerabilitatilor e
> Parte a Vitesco Security Competence Center
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